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Abstract—The article deals with the method of detection and determination of anomalies or damages in
info communication system. As a part of development of the mentioned method, the mathematical
apparatus of assuring the high property of system’s robustness was taken into consideration. One of the
approaches to increase the robustness of the damage detection system, offered in the article, is to
minimize the sum of the indices of the generalized probability in the time interval that is being used in
relation to the unknown parameters. To reduce real-time computing costs, it is proposed to minimize the
functionality at certain intervals. Under the initial conditions of the minimization procedure, it is
recommended to accept the data obtained from the previous implementation of this procedure. To
simplify the damage detection procedure, it is necessary to analyze the decomposition coefficients
simultaneously with the generation of generalized plausibility indices, which is due to a more progressive
change of these coefficients in the normal mode of operation than in the abnormal mode, as well as noise
level.

Index Terms—Identification of parameters; anomaly; failure; uncertainty; quality of damage detection;

generalized plausibility ratio; informative sequence method; time interval; reduced order.

I.  INTRODUCTION

The trouble-free operation of hardware and
software determines the reliability, quality and
adequacy of info-communication systems. Increasing
the intensity of information exchange [1], as well as
the diversity of information coding [2] lead to a
certain decrease in the reliability of the system as a
whole and worsen some indicators of the quality of
info-communication systems. That, in turn, leads to
emergencies and problems related to the timeliness
of decisions and the issuance of the right
recommendations.

Given the qualitative composition of info-
communication  systems,  where  computer
technology occupies a leading position, the damage
from making wrong decisions is significant. The
facts of anomalies or damage in info-communication
systems are the cause of failures of continuous
technological cycles, loss of information, damage to
software products, etc.

II. PROBLEM STATEMENT

To restore the normal operation of info-
communication systems, reduce damage and
excessive overspending, it is necessary to quickly
and accurately identify anomalies or damage, and
especially their location.

Models for the synthesis of infocommunication
systems can be obtained directly on the basis of

known physical models. A static nonlinear object
with one output and multiple inputs can be
represented by the equation:

fS(yu)=0, f(yu)=r.

If the right part of the system is damaged, it will
not be zero.
Dynamics of nonlinear objects with one input and

f(y’ y"y"’ A y(n)juju'7u"7 ey

u")=0 will have a nonzero right part in case of
f(y’y"y”’""y(n)ju7u"u"’
..., ™) = r. The peculiarity of the problem of signal

one output:

damage  (residues):

parameter identification is the decision-making in
real conditions of existing interferences, damages or
failures 7 in the info-communication system.

III. REVIEW OF PUBLICATIONS

To improve the efficiency of detecting damage or
failures in the info-communication system based on
determining the generalized plausibility ratio by
using the method of informative sequence.

Physical objects and processes and the
implementation of anomaly detection subsystems in
info-communication systems are usually associated
with the presence of some uncertainties that can
significantly affect the process of diagnosis and
localization of failure. In this regard, it is necessary
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to distinguish between failures that occur due to the
presence of uncertainties, because they can be
perceived as a failure of the object. The formalized
task of the research is to develop a method of
forming and using a sequence of discrepancies,
which allows to distinguish the function of the
anomaly from the false alarm, which is caused by
the appearance of correlated noise.

Theoretical and practical results of parameter
identification are considered in [3] — [5], [7] — 12].
At the same time, in the known works not enough
attention is paid to the increase of efficiency of
damages or failures’ in info-communication systems
detection. Thus, it is necessary to consider it at the
development of subsystems of control and
diagnostics of the specified systems.

Classical iterative methods [7] of locating
damage are not acceptable because they require
limiting the scope for finding solutions. In addition,
the obtained solutions can be rejected by any
criteria, in particular, one of the criteria may be the
maximum permissible deviations of the parameters
of the elements from the nominal values. These
methods are often rejected in practice because they
are time consuming, even with modern computer
technology.

Pulse method [7] of damage detection is
ineffective due to the presence of noise and partial
signal conversion. |

The remote method [7] is about determining the
distance from the user to the place of possible
damage. However, the actual error in determining
the location of the failure can reach up to 5%.

The most modern method of detecting damage is
the stochastic method [8], which is based on the use
of genetic algorithms. The genetic algorithm
performs a directed search of combinations of
parameters until the optimal combination is found
that satisfies a given condition. The disadvantage of
this method is the lack of assessment of each
potential solution in terms of its "suitability" for the
object or process under consideration.

Therefore, using even the latest methods of
damage detection, we cannot determine their actual
location due to unacceptable method errors and the

presence of noise and interference in the real
conditions of operation of info-communication
systems. There is a need to develop a method free
from the above defects.

IV. PROBLEM SOLUTION

Damage in the info-communication system can be
detected by image recognition methods in their
application to the maximum of the reduced curve
describing the behavior of the generalized plausibility
ratio (GPR) [9]. This method can be simply
implemented in practice and does not require
significant calculations. The essence of the approach
can be explained as follows. Studies have shown that
even in the presence of an anomaly in the info-
communication system, the maximum value of the
generalized plausibility index may not take the
essential level necessary for recognition. In addition,
this value is stored for a fairly long period of time,
and therefore the determination of the presence of
damage requires the use of special methods [13], [14].

The following method allows to determine with
sufficient probability the presence of an anomaly
and significantly reduces the number of cases of
false alarms.

The method makes it possible to quickly
determine the presence of failure or damage in case
that there is a gradual change in parameters in time.
The reason for this is that the reduced order
functional subspace method is less efficient due to
the fact that it is triggered when changes in
parameters AA and AB of matrices A, B take their
fixed values. A, B — matrices of dynamics and
control of the object, respectively.

Let’s consider the behavior of M of the indices
of the GPR, which are sequentially calculated for
pairs (k;,0,)), 1<i<M for M for consecutive
windows ©,,(1<i<M) that do not intersect

(Fig. 1). Thus, let’s consider M of the indices of the
GPR of reduced order

L, 21(k3,), (<i<M), (1)

where k, and 0, are the lower and upper borders of
the i -window @, , respectively.

Indices 7 Irs lzs Iy
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Fig. 1.

Ilustration of a multi-window approach to the definition of GPR
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Parameter ¢, is the threshold value used to detect

damage or failure. Linear discriminant functions in
space are used to detect anomalies in the system L,
where L=(l,,0pysc0lp)"

Consider some features of this method. The
larger the value of the offset parameter for the
distribution o7, the easier it is to detect the presence

of an anomaly. If you maximize o; in relation to the
parameter 0, for each window ©,, i.e do not use a
fixed value O,, we can get a larger value of the

offset parameter o., (1<i<M). Obviously, it is
impossible to say in advance what the optimal
values 0,, (1<i<M) will be. However, it is logical
to assume that at the optimal values of the
mentioned parameters, the GPR indices will have
higher values than those calculated for the fixed
0, ones. From a practical point of view, it is better to
use the maximum values of GPR, calculated for
windows {0}, i.e.

1,.égle%fz(k,.;e,.)zz(k,;e,), (1<i<M). (6)
Instead of fixed ones [, =1(k;:0,)), (1<i<M).

With this approach, the actual interval from which
information is taken becomes shorter than it was:

from [0,k ] to [éi,k,} in each window. This

02"
means that all observations from 0,,, to the current
time k are not used, which in the general case can
lead to a delay in detecting damage. To avoid such
situations, it is necessary to bring the moments of
time k,(1<i<M) in which the maximum reduced
values of GPR are calculated to each other.

This approach involves the use of statistics
calculated on an interval [k —M',k] determined by
the sum of the maxima of the GPR of the reduced
order. The next step is to compare the obtained value
with the selected threshold. This time interval should
be long enough to maximize the likelihood of
damage being detected. The usage this approach
automatically creates a delay in detecting damage.
For implementation, it is proposed to choose a time
interval that will not lead to unacceptable delays in
detecting damage. The final rule for determining the
presence of damage is as follows:

{If ZZI [ <g i z:‘:li <&, —normal mode,

otherwise— damage,

where N’ and M’
time intervals, respectively. Amounts are calculated

is the length of short and long

and M' GPR, and sizes

represent the maximum

at these intervals N’
l,(i=L2,.,N'..,M")
reduced GPR indices calculated at the last M’
moments of time, including the current time £ :

liémeaxl(k,.;ei), k,=k—(@-1). (7)

The application of the above method of detecting
damage and failures in the control system assumes
that the exact model of the object is known.
However, in practice this assumption is usually not
fulfilled. Therefore, the value of the GPR index can
be quite large even in the normal operation of the
system. One of the measures to reduce the likelihood
of false alarms is to increase the threshold value
used in the decision-making process (the robustness
of the damage detection and localization system will
also be increased). Assume that the discrete
analogue of the linear model of object dynamics in
the state space has the form:

x(k+1)=Ax(k)+Buk)+Gw(k), (8)
z(k)y=Hx(k)+v(k), )
x(k)eR" is the object

u(k) e R™ is the vector of control signals; z(k) e R"

where state vector;

is the vector of observations (measurements) of
output signals; w(k)eR? and v(k)eR" is the
mutually independent Gaussian noise sequences
with zero means and covariances Q 1 R,
respectively. Initial x(0) is a random

Gaussian variable with a known average; in addition
to that E[x(0),w(k)]=0, E[x(0),v(k)]=0, Vk.
Assuming that in case of damage to the object and/or
the measuring system, the matrices of the
mathematical model will change to valuesAA,
ABor AH. This means that a function appears in
the dynamics equation or in the measurement
equation

value

AAx(k)+ ABu(k) or AHx(k).

Models (8), (9) contain the following modeling
errors in the matrix of dynamics and the matrix of

control factors: Y o, AAY, > B ABY, where { o},
i j

{B j} is the unknown measures, and AA! or AB’

areknown ones. Such assumption corresponds to the
case where the object model contains uncertainties

about the parameters. Parameters { o}, {B j} can

be constants or they change over time. Generalized
plausibility ratio can take fairly large values even in
normal operation using the function
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D o AATX(K) + D B ABYu(k),

which is due to uncertainties, takes large values due
to parameter errors. Thus, the requirement to
minimize model errors emerges. One of the
approaches to increase the robustness of the damage

detection system is to minimize the sum of GPR
u

indices '/, in the time interval under consideration,
i=1

in relation to unknown parameters. Minimizing this

amount will increase the reliability of identification

of unknown parameters { o}, {B j} . Minimization
should be performed in the allowable range of
parameters {o,} and {B j}. To reduce real-time

computing costs, minimization can be performed at
regular intervals. Under the initial conditions of the
minimization procedure it is necessary to take the
data obtained on the previous implementation of this
procedure.

V. RESULTS

As we see, the simulation results are shown in
Table I, by the method of information sequence, in
comparison with classical methods, have better
accuracy of determining the threshold value required
to classify the failure of the info-communication
system and make the right decision.

TABLE 1. EVALUATION OF SIMULATION RESULTS
ACCORDING TO THE PROPOSED METHOD

The ratio of €9
"noise- By the method of
signal" Method [9] information sequence
0 0.50 0.50
0.1 0.5047 0.5035
0.5 0.5082 0.5074
1.0 0.5175 0.5166
2.0 0.6055 0.5227

To improve the properties of this method,
together with increasing the threshold value used to
compare the sum of GPR indices, it is recommended
to monitor the values of the decomposition
coefficients discussed above.

If the statistical characteristics of the correlated
noise are known, the proposed method can be
applied provided that the extended state vector is
used in the model. The characteristics of the damage
detection method do not deteriorate. When the noise
characteristics of the condition are unknown, the
quality of damage detection deteriorates. The
method is based on the use of a sequence of
discrepancies over fairly long periods of time, which

allows to distinguish the function of the anomaly
caused by the appearance of damage from the
correlated noise. If the analysis of the decomposition
coefficients discussed above is performed
simultaneously with the generation of GPR indices,
the task of damage detection is facilitated. This is
due to the fact that the decomposition coefficients
change more in the normal mode of operation of the
system than abnormal and depend on the noise level.

VI. CONCLUSIONS

In general, the results of research allow us to
draw the following conclusions.

A method for determining the presence of
failures in the info-communication system based on
the use of Kalman filter (in a moving window) as an
informative sequence, and a generalized plausibility
ratio, which provides the necessary reliability to
correctly determine the current state of the control
object.

The proposed method allows with sufficient
probability to determine the presence of an anomaly
and significantly reduce the number of cases of false
alarms.

The method makes it possible to determine the
presence of failure or damage much quicker in case
that there is a gradual change in parameters over
time.

The condition for using the proposed method is
to build an adequate mathematical model of the
control object in the state space.
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0. B. lledep, B. M. I'anaii, B. O. llledep, O. B. Muxaiinenko. BusijienHsi anomaJiii B ingoxkomyHikauiiHii
cucTeMi 3a 10MOMOror MeToay iHGpopMaTHBHOI OCTiIOBHOCTI

B po0oTi po3mIssHYyTO METON BHSIBJICHHS Ta BH3HAYCHHS aHOMAJIi YW ITOIIKOIKCHb B 1H(MOKOMYHIKAIIWHINA CHCTEMI.
3anporoHoBaHUK METOI BiAPI3HAETHCSA BiJ BIAIOMHUX THUM, IIO Ja€ 3MOTy 3HA4HO HIBHIIIEC BH3HAYUTH BiJMOBY YU
TIOIIKO/DKEHHST Y CHCTeMi, OCOOJIMBO, KOJIM Ma€ Miclie MOCTYNoBa 3MiHa HapaMeTpiB y 4aci. [loemHaHHs niHIHMX
JTUCKPUMIHAHTHUX (YHKIIH Yy MpOCTOpi CTaHIB Ta 0aleciBCHKOro MpaBWia IS HPUHHATTS pPillleHb, JalOTh 3MOTY
CIPOCTUTH AITOPUTM BUSIBJICHHS TIOIIKO/DKEHb Ta MiJBHIIMTH TOYHI imeHTHQikamii. B pamkax po3poOneHHs
3alpOIIOHOBAHOTO METOAY OIPalbOBaHUHA MaTeMaTHYHHMH amapar 3a0e3ledYeHHs BUCOKOI'O CTYNEHS pPOOAcTHOCTI



60 ISSN 1990-5548 Electronics and Control Systems 2020. N 3(65): 55-61

cucreMd B nitomy. OJHAM 3 MiAXOAIB JO MiJABHIICHHS pOOACTHOCTI CHUCTEMH BHSBIECHHS ITOLIKOKEHb,
3alpOIOHOBAaHNX Yy POOOTI, € MiHIMI3allisi CyMU I1HIEKCIB y3arajJbHEHOrO CIIiBBiJHOIIEHHS IPaBIONOAIOHOCTI Ha
YacOBOMY IHTEpBaNi, IO PO3IJBIMAETHCA, IO BIAHOMICHHIO 10 HEBIIOMHUX mapaMeTpiB. s 3MEHIICHHS
00YHMCITIOBAIFHUX BUTPAT B peajbHOMY Yaci, 3alpoIllOHOBaHO BUKOHYBATH MiHIMI3alilo (hyHKIIOHATY Yepe3 BU3HAYEHI
MPOMDKKM Yacy. 3a IOYaTKOBI YMOBH MpPOIEIYpH MiHiMi3alii peKOMEHJOBaHO MNpHAMaTd JaHi, OTPUMaHi Ha
roniepeHIN peamizawii miel npoueaypyu. 32 yMOB JETEPMIHOBAHOCTI CTATHCTHYHHUX XapaKTEPUCTUK KOPEIHOBAHOTO
LIYMY, 3aIpOIIOHOBAHUI METOJ] MO’KHA 3aCTOCOBYBATH TaK0X 32 YMOBU BHKOPUCTAHHS PO3LUIMPEHOI'0 BEKTOPA CTaHY B
Mojeni. [Ipy oMy XapaKTepHCTHKHA METONY BHSBJICHHS IOIIKO/KEHb HE MOTipHIyroThes. Komm xapaxrepuctuku
LIyMy CTaHy HEBiZIOMi, TO SIKICTh BHUSIBJICHHS IOLIKOPKEHb MOTipUIYEThCS. METOA IPYHTYEThCS Ha BUKOPHUCTAHHI
TIOCITIZIOBHOCTI HEB’SI30K Ha JOCHTh JOBIMX BiJpi3Kax 4Yacy, IO JO3BOJSIE BiAPIZHUTH (DYHKIIIO aHOMAlii, KOTpa
3YMOBJIEHA TIOSBOIO MOIIKO/KEHHSI BiJl KOPEIbOBAHOTO HIyMy. JJisi CIIPOIIEHHS! NPOLENypH BUSBICHHS MOIIKOKEHb
HEOOX1THO OTHOYACHO 3 T'€HEepalli€l0 1HIEKCIB y3araJbHEHOTo CIIiBBIJHOUICHHS MPaBJONOAIOHOCTI BUKOHYBATH aHAJII3
KOE(II[IEHTIB PO3KIALy, IO 3yMOBJICHO OLIbII MPOrPECHBHOI 3MIHOI 3a3HAYCHHX KOCQIIIEHTIB Y HOPMAJIBHOMY
PEeXUMi POOOTH CHCTEMHU HiXK B @aHOMAIILHOMY, @ TaKOX 3aJIeKHOCTI BiJl piBHS LIyMY.

KurouoBi cioBa: izeHTH]IKAIlS TapaMeTpiB; aHOMAaJs; BiIMOBA; HEBU3HAYCHICTH; AKICTh BUSABJICHHS MOIIKOPKCHB,
y3arajbHeHe CIIiBBIJHOLIEHHS MpPaBIOMOMIOHOCTI; MeToa iH(QOpMAaTUBHOI TOCIIZOBHOCTI; YacoBHH IHTEpBal;
peIyKOBaHUI TOPSIOK.
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A. B. Iledpep, B. M. Tanaii, B. A. Illepep, O. B. Muxaiinenko. BrbisiBiieHHe aHOMaJWid B
HH(OKOMMYHHKAIIMOHHO CHCTEME ¢ TOMOIIBI0 MeTOIa HH()OPMATHBHOMN MOCJIe0BATETbHOCTH

B pabote paccMoTpeH MeTo OOHAPYKEHHSI M ONPECTCHU aHOMAJIUH MU TOBPEXKACHUN B HH(OKOMM yHHUKAITHOHHON
cucreme. [IpeaoKeHHbBIH METOMI OTJIUYACTCS OT M3BECTHBIX TEM, YTO MO3BOJISECT 3HAUUTEIBHO OBICTPEEC OMPEICIIUTh
0TKa3 WU MOBPEKACHUE B CHCTEME, OCOOCHHO, KOTJ]a IMEET MECTO IMOCTEIICHHOE N3MEHEHHE MapaMeTPOB BO BPEMCHHU.
CoueTaHue JIMHCHHBIX JUCKPUMHMHAHTHBIX (DYHKIUH B TNPOCTPAHCTBE COCTOSHHA W OaleCOBCKOro MpaBHia JUIs
MPUHATHS ~ PEIICHUHN, TO3BOJISIOT YIPOCTUTH AJTOPUTM  BBIIBJICHWSA TOBPSKICHWA M TOBBICUTH TOYHBIC
uAeHTU(UKAaMU. B paMkax pa3paOOTKH TNPEIIOKEHHOTO METOAa pa3padOTaHHBIA MATEMAaTHYCCKUM ammapat
oOecreyeHHsT BBICOKON CTEIEHU POOACTHOCTH CHCTEMBI B IejoM. OIHUM M3 MOJXOIOB K IMOBBIIMICHHIO POOACTHOCTH
CHUCTEMBbI OOHApYKCHHS MOBPSKICHHUN, NPEIOKECHHBIX B paboTe, SIBIACTCS MHHUMH3AIMS CYMMBI HHICKCOB
0000IIEHHOI'0 COOTHOIIICHUE MPABIOMOMO0MS HAa BPEMCHHOM HWHTEpBAjJ€C pacCMaTPUBACMOrO B OTHOIICHUH
HEM3BECTHBIX MapaMeTpoB. )i yMEHbIIICHHUs BRIYMCIUTEIBHBIX 3aTPAT B PEaJbHOM BPEMEHH, MPEJIOKCHO BBITOIHATH
MUHHUMH3AIHI0 (YHKIIMOHAIA Yepe3 OIMpPEIeICHHBIC MPOMEXKYTKHM BPEMEHH. 3a HavajabHBIC YCIOBHS IMPOILEAYPHI
MUHHUMH3AIMA PEKOMCHIOBAHO MPUHUMATH JaHHBIC, MOJYYCHHBIC HA MPEIBIAYIICH pealnu3alliyl 3TOH Mpoleaypsl. B
YCIIOBUAX JECTCPMUHUPOBAHHOCTH CTATHCTUYCCKUX XaPAKTCPUCTUK KOPPEITUPOBAHHOTO MIyMa, MPEIIOKCHHBIA METOT
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NPUMEHHUM TaKKe MPU HUCIONB30BAaHUU PACIIUPCHHOTO BEKTOpPA COCTOSHUS B MOJCTH. [IpH 3TOM XapaKTepUCTHKH
MeTO/Ia BBUIBIICHHS IMOBPSXKICHUH He YXy/mialoTcs. Korma XapakTepHCTHKH IIyMa COCTOSHHS HEH3BECTHBI, TO
KauecTBO OOHAPY)KEHUsI MOBPEXKACHUH yxyairaercs. MeTol OCHOBaH Ha HCIONB30BAHUH MTOCIESIOBATEIBHOCTH HEBA30K
Ha JOBOJILHO JUIMHHBIX OTpPE3Kax BPEMEHH, YTO MO3BOSIET OTIMYHUTH (DYHKIMIO aHOMAIIUH, KOTOpas OOYCIOBIICHA
MOSIBICHUEM TOBPEXKACHHUS OT KOPPEIUPOBAHHOIO Imyma. J[jisi ympolleHus: Mpoueayphl BBIIBICHHS MOBPEKICHUM
HEe00X0MMO OJHOBPEMEHHO C TeHepaIuell HHIEKCOB 0000IIEHHOTO COOTHOLICHNE IIPABIONON00NS BEIIOIHATh aHATIN3
K09((HUIMEHTOB pa3IOKeHHUs, YTO O0YCIOBIEHO OoJiee MPOrpeCcCMBHBIM M3MEHEHHEM YyKa3aHHBIX KOI((HINEHTOB B
HOPMAaJIbHOM pEeXHUMe pabOThI CHCTEMBI YeM B aHOMAITLHOM, & TaKyKe 3aBUCHMOCTHU OT YPOBHS IIyMa.

KnroueBble ciaoBa: WICHTU(DUKAIMSA MApaMETPOB, aHOMANHS, OTKa3, HEOMPEACICHHOCTh; KayeCTBO OOHApYyXKEHHS
HOBPEXACHUH; 0000OIIEHHOE COOTHOLIGHHWE MPaBIONOAOOWS; MeTon HH(GOPMATHBHONH IOCIEIOBATEILHOCTH;
BPEMEHHOW HHTEPBAIT; PEIYIIUPOBAHHBIN MOPSIOK.

Medep Anexcanap Buraabesnd. JIokTop TeXHUYECKUX HayK. [{OLEHT.

3aBenyronuii Kaeapoli aBTOMaTHKH, 3JICKTPOHUKH U TeJIeKOMMYHHUKalmi, HarmonaneHblil yanBepcurer «IlonraBckas
nonutexHruka umenu KOpust Konnpatiokay, [Tontaa, Ykpauna.

O0pasoBanue: [lonraBckuii rocynapcTBeHHBIH TexHW4eckui yHuBepcuter umenu lOpus Konmpatioka, IlonraBa,
VYkpauna, (2000).

HanpaBienue HayyHOH JeATETBHOCTH: TIIOBBIINIEHHE ITOMEXOYCTOMYMBOCTH CUTHAJIOB, TEIEKOMMYHHUKAIIMOHHbBIE
CHUCTEMBI U CETH.

KommuecrBo nmyoimkarwii: 120.

E-mail: avs075@ukr.net

I'anaii Bacunnii Huxonaesuu. Kannuaar rexuuyeckux Hayk. JlOneHT.

Kadenpa aBromaTrky, 3JIeKTpOHUKH U TeJIeKOMMYHHKaui, HannonansHelid yHuBepcutet «IloiTaBckasi MOIUTEXHUKA
nmenu HOpus Konnppatiokay, IlonraBa, Ykpauna.

OOpasoBanue: [lonTaBckuii HalMOHANBHBIA TexHH4Yeckuid yHuBepcuteT umeHu [Opus Konpgpartioka, IlonraBa,
VYkpauna, (2006).

Hanpagienue Hay4HOM NeATENBHOCTH: aJalTHBHBIE CHCTEMBI YIIPABJICHWSA, YIPABICHUE CIIOKHBIMU TEXHHUYECKUMU
CHCTEMaMHU B YCJIOBHUSAX HEOIPEIeTIEHHOCTEH.

Konugectro myOnukanuii: 79.

E-mail: oyo@ukr.net

edep BuxkTopus AnexcanaposHa. CTyneHTKa.

Hanmonanehsiii yauBepcuteT «IlontaBckas nonurexHuka umenu HOpust Konapatiokay, [lontasa, Ykpauna.
Hanpagienue HaygHOI A€ATENIBHOCTH: UCCIIEAOBAaHUE CUCTEM YIIPABIECHHS CIOKHBIMU TEXHUYECKHUMHU CHCTEMaMH.
Konuuectro myonukaruii: 3.

E-mail: viktooria.shefer123@gmail.com

Muxaiinenko Ojier BuktopoBu4. Acnupasr.

Kadenpa aBromaTrky, 3JIeKTpOHUKH U TeJIeKOMMYyHHKaui, HannonansHelid yHuBepcurer «IloiraBckasi MOIUTEXHUKA
nmenu HOpus Konnpatiokay, Ilonrasa, Ykpauna.

HamnpaBnenue HayqHOH NESITENBHOCTU: TEIEKOMMYHUKAIIMOHHBIE CUCTEMBI M CETH.

E-mail: oleg.mixaj@ukr.net



