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Abstract—A system for recognizing steganographic-transformed voice commands for controlling an
unmanned aerial vehicle based on cepstral analysis has been developed, which allows efficient
recognition and covert transmission of commands to an unmanned aerial vehicle by converting voice
control commands into a kind of steganographic feature vector, which implies information hiding voice
control of an unmanned aerial vehicle. A mathematical model of the algorithm for calculating small-
frequency cepstral coefficients and a classifier for recognizing voice control commands has been
synthesized to solve the problem of semantic identification and ensure the secrecy of control information
of an unmanned aerial vehicle in a communication channel. The detailed results of preliminary
experimental studies of the developed voice command recognition system and the computational
algorithm of mel-frequency cepstral coefficients in MATLAB in the case of the identification of control
commands "up”, "down", "right", "left" spoken by different subjects.

Index Terms—Steganographic voice transform; voice control commands; voice command recognition;
cepstral analysis; cepstral coefficients; Fourier transform; wavelet transform; cosine transform; voice

control system; unmanned aerial vehicle.
I. INTRODUCTION

Currently, there is an active development of the
defense industry of Ukraine, one of the main and
main tasks of which is the introduction of radically
new high-tech means in the field of military
communications, namely, the creation of a secure
voice-activated radio control system for unmanned
aerial vehicle (UAV) functions to solve the tasks in
the military intelligence purposes. In this regard, the
need for alternative, more natural new UAV control
methods is becoming increasingly relevant. One of
the most natural control methods for humans is
through voice commands.
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length of 4N —1.
Then, the coefficients of the low-frequency
wavelet filter are as follows
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As a result, using the operation of mathematical
convolution of the values of the speech signal X
with the values of the coefficients of the wavelet
filter low and high frequencies D and V with

II. PROBLEM STATEMENT

We formulate the hypothesis of this research.
Since, the calculation of the Daubechies wavelet
filter involves finding the coefficients of the
polynomial
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[1 P
])k — i=7x+] , k_lg , N
[T (k-9)
i=—N+1
which for all wvalues k=i form a vector
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D=(R2N Rl),

length of 2N, and the high-frequency coefficients
are determined by calculating the quadrature-mirror
filter as follows
R, -R, Rl)a V:(WzN VVI)
subsequent gamming, it will allow us to highlight
the semantic features of speech, and also to
intentionally distort speech semantics with the
possibility of reverse recovery in order to prevent
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unauthorized access to UAV control. The
mathematical formalization of the above statement is
determined by the following expressions

1

min(k, L)
Z,=F > XD |,
Jj=max(l, k+1-2N)
min(k, L)

r=£| Y x|,
Jj=max(1, k+1-2N)

where F, is the gamming function, at

k=1, ..., L+2N-1, i=k+1—-j. Thus, the
found vectors of the values of the coefficients Z

and Y after double thinning {2 will be the
encrypted semantic component of the speech signal
X, which plays a fundamental role in UAV voice
control systems. Confirmation of the hypothesis put
forward will allow for the protection of control
information in the UAV communication channel on
one mathematical apparatus, and also using a
sufficiently large level of decomposition of the
wavelet transform, we will gain a gain in the
recognition efficiency of voice commands for UAV
control.

III. ANALYSIS OF EXISTING RESEARCH AND
PUBLICATIONS

There are studies conducted in recent years in the
field of speech recognition and voice control of
UAVs, the results of which were reviewed and
analyzed in the publications [1] — [4]. The
publications have been developed voice control
systems of the UAV, which significantly increases
the efficiency of speech recognition, where the
recognition coefficient is 97% in a system based on
neural networks [1], 96% in a system based on
hidden Markov models [2], 92% in a system based
on cepstral coefficients with  subsequent
classification by the least square method [3], 98% in
a system based on wavelet transform using neural
networks [4]. In the presented UAV voice control
systems [1] — [4], the problem of ensuring UAV
secure control via a radio communication channel
using voice control commands is not solved, which
does not allow protecting control information from
unauthorized access by intruders in order to intercept
UAYV control. The problem appears then, as soon as
we try to integrate some kind of encryption
algorithm, immediately exceeds the boundary value
of the delay of more than 300 ms, due to the total
delay of speech recognition and encryption
algorithms, which usually increases the delay by
two, 1.e. about 600 ms, which does not allow the use

of this system in UAV control in real time. In
connection with this problem, it was decided to
develop a system that would work at a recognition
coefficient of about 97% with data encryption in the
communication channel with a total delay of
processing and data transfer of not more than
300 ms. The next important point that this work
differs from existing is the merging of two methods
for processing speech signals, namely, it is the
MFCC and WT in order to increase the recognition

efficiency of the semantic features of voice
commands and on the basis of the same
mathematical apparatus to provide protection

without resorting to different encryption algorithms.

IV. PROTECTED VOICE CONTROL SYSTEM
OF UAV

The paper presents the developed system for the
secure voice control of UAV based on WT using
MFCC as semantic features of speech control
commands (Fig. 1).

This scientific article discusses an approach to
solving the problem of recognition of voice control
commands, using the distribution of MFCC and WT
for semantic identification of voice commands with
subsequent encryption. The basic theoretical
information on the cepstral analysis is presented, an
algorithm for calculating the MFCC is presented
(Fig. 2). The digital speech stream of the spoken
command coming from the output of the analog-to-
digital converter (ADC) is divided into 20-
millisecond segments of speech containing 160
samples (1280 bits). At the first stage, to suppress
noise and normalize the frequency band, the
digitized voice command signal is fed to the
Butterworth bandpass filter.

Since the speech signal is a non-stationary
random process, it was proposed to use discrete
wavelet transform to process it, the input of which
receives samples of the signals of speech commands,
and the wavelet coefficients (WC) are formed at the
output. We turn to the circuit shown in Fig. 3. The

signal f (k) is fed to a low-pass filter (LPF) and a

high-pass filter (HPF), in which the convolution
(digital filtering) is calculated by the formula:

2n-1

y(k)=>_ f(k)q(k-1), where 2n is the number of
1=0

samples of the impulse response of the wavelet filter

q(k). Accordingly, the output of the filters will be

the high-frequency y, (k) and low-frequency

v, (k) components of the signal.
When moving from the current level of wavelet
decomposition to the next one, decimation ¥ 2 with



94 ISSN 1990-5548 Electronics and Control Systems 2020. N 1(63): 92-98

factor 2 is performed, i.e., the signal is thinned out
by a factor of two, after which WC approximations

to the low-pass and high-pass filters instead of the
signal f(k), and the WC details d,, remain
a,, and details d|, are formed. At the next level of unchanged [5].

decomposition, WC approximations «,, are applied
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Fig. 1. Protected Voice Control System of UAV
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Fig. 2. Algorithm for calculation of MFCC for UAV voice control
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Fig. 3. Wavelet-coefficient calculation algorithm

In practice, the Hamming window, which has the
following form, is often used as a weight function:

w[n] =0.53836-0.46164 - cos[2n Nn

n=0
J’ k=0,..,N-1.

Transfer to the mel-frequency region is carried
out according to the formula:

M =1127.010481In(1+ F / 700).

n=0, ..,N-1.

Then the DFT of the weighted speech signal can
be written in the form of a formula:
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The formula for separation into triangular filters
will be as follows:

[

Fs

where, N s 1s the number of mel-filters; M (F ) is

the frequency translation in mel; M (F -F ) is

max
the frequency range.
We form triangular filters according to the

[M ( Fmin) +mM (chafx ;fmin)j, following formula:
0, k<f[m_1],
(k= /[m-1) .
(ln]=rim-y /I Hsk<slm]
H,[k]=
(f[m+1]_k) flm]<k< fm+1]
(f[m+1]-f[m])’ m|<k< flm+1],
0, k>f[m+1],

where H , [k] are filter coefficients.

The obtained values of the spectrum energy are
presented as follows:

E[m]zln(g|X[k]|2Hm[k]], m=0, ..,N,-1.

The final step in the calculation of the MFCC is
the DCT, which is given by the following formula:
N, -1

)= E[m]cos[nn(m+;j /ij,

n=0, .. ,Nf—l.

The resulting set of values is called MFCC [6].

Figure 4 shows calculated by developed
algorithm of MFCC experimental samples of voice
commands control subject #1: “Up”, “Down”,

“Right”, “Left”.
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Fig. 4. MFCC voice commands control subject #1:
(a) _ 4‘Up”; (b) _ 4GDown”; (C) _ “Right”; (d) _ 4‘Leﬁ”

In this system for evaluation of the results of
automatic recognition of voice commands a
classifier built by the criterion of minimum distance
is used. As such indicator figure stands variance of
the difference of the expectation value of MFCC

saved in base of standard voice samples with
expectation value of MFCC at the testing system
level.

V. RESULTS

In the article, the developed Protected Voice
Control System of UAV has been studied and
modeling has been performed in the MATLAB
software package, in particular, the compression
coefficient (C), bit rate (BR), correlation coefficient
(CC), signal-to-noise ratio (SNR) were evaluated,
peak signal-to-noise ratio (PSNR) and root-mean-
square error (RMSE), which are the main indicators
of the quality of recognition of speech command
signals. The result of scientific and experimental
studies of the Protected Voice Control System of
UAV is described below (Table I).

From the above research results (Table I), it is
clearly seen that the optimal solution according to the
given criteria for the quality of speech recognition for
voice commands is: “Up” — C = 444 times, BR =
= 144 bit/s, CC = 0.95, SNR =21 dB, PSNR = 38 dB,
RMSE = 0.04; “Down” — C = 444 times, BR =
=144 bit/s, CC = 0.94, SNR = 23 dB, PSNR =
=41 dB, RMSE = 0.09; “Right” — C = 444 times,
BR = 144 bit/s, CC = 0.97, SNR = 26 dB, PSNR =
=43 dB, RMSE = 0.06; “Left” — C = 444 times, BR =
=144 bit/s, CC = 0.91, SNR =22 dB, PSNR = 38 dB,
RMSE = 0.1. This shows rather good results, while
preserving the individual semantic components of
the spoken commands of the control subject, which
makes it possible to accurately recognize voice
commands for controlling UAV functions and
decrypting MSCC of legal control subjects on the
receiving side of the voice control system for UAV
functions. An experimental study showed that the
developed system can work with a speech
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recognition coefficient in the range from 94-97%,
with a signal-to-noise ratio of about 22 dB, without
exceeding the boundary value of the processing and

data transfer delay of 300 ms, this allows the system
to operate in real time.

TABLE1 TEST RESULTS OF PROTECTED VOICE CONTROL SYSTEM OF UAV
Learning Testing

Voice commands | “Up” “Down” “Right” “Left”
C =444 times | C =444 times | C =444 times | C =444 times
BR = 144 bit/s | BR = 144 bit/s | BR = 144 bit/s | BR = 144 bit/s

“Up” CC=0.95 CC=0.32 CC=0.12 CC=041
SNR=21dB SNR =6 dB SNR =4 dB SNR=7dB
PSNR=38dB | PSNR=11dB | PSNR=9dB | PSNR=15dB
RMSE=0.04 | RMSE=0.38 | RMSE =0.52 | RMSE =0.45
C =444 times | C =444 times | C =444 times | C =444 times
BR = 144 bit/s | BR = 144 bit/s | BR = 144 bit/s | BR = 144 bit/s

“Down” CC=0.37 CC=094 CC=0.22 CC=0.34
SNR =8 dB SNR =23 dB SNR=3dB SNR =6 dB
PSNR=14dB | PSNR=41dB | PSNR=7dB PSNR =13 dB
RMSE=0.33 | RMSE=0.09 | RMSE=0.38 | RMSE =0.43
C =444 times | C =444 times | C =444 times | C =444 times
BR = 144 bit/s | BR = 144 bit/s | BR = 144 bit/s | BR = 144 bit/s

“Right” CC=0.14 CC=0.27 CC=0.97 CC=0.18
SNR=9dB SNR=7dB SNR =26 dB SNR=5dB
PSNR=16dB | PSNR=11dB | PSNR=43dB | PSNR = 14 dB
RMSE=0.52 | RMSE=0.39 | RMSE=0.06 | RMSE =0.67
C =444 times | C =444 times | C =444 times | C =444 times
BR = 144 bit/s | BR = 144 bit/s | BR = 144 bit/s | BR = 144 bit/s

“Left” CC=045 CC=0.38 CC=0.24 CC=091
SNR=3dB SNR =4 dB SNR =8 dB SNR =22 dB
PSNR=9dB | PSNR=10dB | PSNR=14dB | PSNR =38 dB
RMSE=047 | RMSE=0.42 | RMSE=0.27 | RMSE =0.1

VI. CONCLUSIONS based on cepstral analysis and computer models of
This paper introduces voice command the proposed methods and algorithms for

recognition system based on steganographic-cepstral
analysis, which allows to increase the efficiency of
voice recognition. The paper details the results of
preliminary  experimental studies on  which
conclusions on the desirability of further research
and practical application of the developed voice
command  recognition  system  based on
steganographic-cepstral analysis algorithm for
calculation of MFCC, as well as justification of
scientific importance of research. The comparative
assessment of the calculated values from the selected
minimum distance criterion, which is the main
indicator of the quality of voice recognition test has
been carried out.

Also the article proposes and explores a
protected voice radio control system of UAV’s
functions, which is based on the WT and the
identification of relevant semantic features of speech
recognition. A software package has been developed
that includes tools for compiling a base of reference
voice images of control subjects for training and
testing a recognition system for steganographic-
transformed voice control commands for UAV

recognizing voice control commands in the
MATLAB environment. An algorithm is presented
for calculating MFCCs, which act as the main
recognition features and are the result of
steganographic speech transformed, where a
classifier is used to evaluate the results of automatic
recognition of voice control commands, built
according to the minimum distance criteria in the
role of which are C, BR, CC, SNR, PSNR, RMSE.
The results of an experimental study allow us to
conclude the feasibility of further practical
application of the developed Protected Voice
Control System of UAV.
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0. 10. JlaBpunenko, I'. ®. KonaxoBuu, /I. 1. BbaxrtispoB. Cucrema 3axXulieHOro roJI0COBOI0 KepyBaHHS
0e3MJIOTHUM JiTATBHIM anapaToM

Po3po0iieHO cucTeMy po3mi3HaBaHHsS CTEraHOrpadivyHO-IIEPETBOPEHUX TOJIOCOBHX KOMAaHI KEpyBaHHS OE3IMiIOTHUM
JITaJbHUM anapaTtoM Ha OCHOBI KENCTPaJbHOI'O aHallizy, siKka J03BOJISE 3a0e3MeunTH epEeKTUBHE pO3ITi3HABaHHS i
CeKpeTHy mepenadyy KoMaHa Ha OopT Oe3IIOTHOrO JIITaJBbHOrO amapary, 3a JOIOMOTOI0 IEePETBOPEHHS T'OJOCOBHX
KOMaH/I KepyBaHHS B CBOI'O POAY cTeraHorpadiyHuii BEKTOp O3HAK, IO MaE€ Ha yBasi NMPHUXOBYBaHHS iH(popMarii
TOJIOCOBOTO KepyBaHHS OE3IJIOTHUM JIiTaJbHUM amnapatoM. CHHTE30BaHa MaTeMaTWdHa MOJENb aJITOpUTMY
OOYHMCIIEHHS! MEJ-YaCTOTHUX KEeNCTPalIbHUX KOeQIlieHTiB 1 KiacudikaTopa poO3Mi3HABAHHS T'OJOCOBHX KOMaHI
KEpyBaHHsI JIJIsl BUPILLICHHS 3aBAaHHS CEMaHTHYHOI 1IeHTU(iKallii Ta 3a0e3rneueHHs] CKpUTHOCTI iH(opMarii kepyBaHHS
OE3ITIOTHOTO JITANBHOrO amapary B KaHaji 3BS3Ky. JleTalbHO BUKJIAAEHI OTpHUMaHi pe3ysibTaTH IONEpeaHiX
€KCIIEPUMEHTAJIbHUX JOCIIHKEHb PO3pO0JIEHOI CHCTEMHU PO3ITi3HABAHHS T'OJIOCOBHX KOMaHJI 1 ajJropuTMy OOYHCIICHHS
MEI-4aCTOTHUX KeNcTpajdbHuX KoedimieHTiB B cepenosuili MATLAB na mnpukmani inenTudikaiii BHMOBIEHHX
pi3HUMH cy0'ekTamMu KepyBaHHS KoMaH: «Bropy», «Bauz», «Bnpao», «BiiBoy.

KurouoBi cioBa: creraHorpadivHi MepeTBOPCHHS MOBH, TOJIOCOBI KOMaHIU KEPYBaHHS, PO3Ii3HABAHHS TOJOCOBHX
KOMaH/I, KeTlCTpalbHUN aHalli3, KelncTpalibHi KoedinieHTy; neperBopeHHst Dyp'e; BeHBIET-NIEPETBOPEHHS; KOCHHYCHE
MIEpETBOPEHHS; CUCTEMa IOJIOCOBOTO KepyBaHH:I; OE3MUJIOTHUH JIiTAIbHUHN anapar.
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A. 10. JlaBpunenko, I'. ®. Konaxosuy, /I. U. BaxtusapoB. Cucrema 3alIMIIEHHOr0 roJ0COBOIO YNPABJICHHS
0eCMMJIOTHBIM JIETATEIbHBIM aNnapaToM

Pa3paboTana cucreMa paclo3HaBaHUS CTeraHOrpaduuecKu-peoOpa3oBaHHBIX TONOCOBBIX KOMAaHJ YIPaBIECHUS
OCCIIMIIOTHBIM JI€TAaTeJIbHBIM alllapaToM Ha OCHOBE KEICTPaJbHOIO aHajIM3a, KOTOpas II03BOJIAET OOECIeYuTh
s(dexTuBHOE pacno3HaBaHME U CKPBITHYIO Iiepefady KOMaHJ Ha OOpT OeCHHJIOTHOrO JIeTaTeNbHOIO ammapara,
MIOCPEJICTBOM IPeoOpa3oBaHMsA TONOCOBBIX KOMAaHJ YINPaBIEHHS B CBOETO poAa CTeraHorpaduueckuil BeKTOp
MPU3HAKOB, YTO IOAPa3yMEBaeT CKphITHE HWH(OPMALMK TOJIOCOBOTO YIPABIICHUS OECHMIOTHBIM JIETATEILHBIM
anmmapaTtoM. CHHTe3MpOBaHAa MaTeMaTHYecKass MOJENb aJropuTMa BBIYUCICHHS MEJI-YaCTOTHBIX KEICTpPalIbHbIX
KO3(GHUIMEHTOB W KJIAaCCU(PHUKATOpPAa pACIO3HABAHUS TOJIOCOBBIX KOMAHJ[ YIPaBJICHUS [UIs pEIIeHHs 3a/1a4u
CEeMaHTUYECKOW MAEHTU(UKAINN M 00ECIIeYeHUS] CKPBITHOCTH HH(QOPMAaIMU YIIPaBJIeHHUs OECIUIOTHOTO JIETATEIEHOTO
anmapara B KaHasie CBsi3u. [1oApOOHO W3JIOKEHBI MOJTYYEHHBIE PE3YJbTAThl MPEIBAPUTENBHBIX IKCIIEPUMEHTAIBHBIX
HCCIIEIOBAaHUH pa3padOTaHHOM CHCTEMBI pacliO3HABaHUSI TOJOCOBBIX KOMAaHJA W alrOpUTMa BBIYUCICHHUS Mell-
YaCTOTHBIX KENCTpalbHBIX KodduiienToB B cpene MATLAB Ha npuMepe uaeHTH(UKAIUU TPOU3HECEHHBIX
pa3HbIMU CyObEeKTaMH ynpaBiieHus: koMmaH: «BBepx», «Buuzy, «BrpaBoy, «BieBoy.
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