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Abstract. The article defines the concept of terrorism, outlines the directions
that contribute to the implementation of a terrorist act. It is highlighted that the
anti-terrorist security of Ukraine is being formed as a state system of combating
terrorism. The content of protection and countermeasures against terrorism is de-
termined in the conditions of the formation of a tendency to increase the levels of
public danger. The need for urban planning and architectural and planning measures
to counter terrorist acts in the urban environment is noted. The general theoretical
principles of the formation of protection against terrorist attacks in the urban envi-
ronment by urban planning and architectural and planning means are considered.
Changes in the content, forms and methods of modern terrorism are identified: new
styles of terrorism around the world - attacks on important educational, commer-
cial or government buildings with large crowds of people, threats to disrupt everyday
urban life, the growth of the number of terrorist groups and actions of individual ter-
rorists, committing terrorist attacks in cities, the spread of terrorism in urban open
spaces. Recommendations for physical protection of elements of the urban environ-
ment are considered.

The concept of terrorism is specified, the concept of a terrorist act is defined
and its most frequent implementation in the form of conflicts and criminal acts in the
urban environment, the directions that contribute to the implementation of a terrorist
act are outlined. The need for urban planning and architectural planning measures
to ensure protection from TA, physical and psychological comfort in the urban envi-
ronment is indicated. Probable connections between terrorist acts in the urban en-
vironment, physical protection of elements of the urban environment, and the psy-
chological state of users of the urban environment have been revealed. Features of
anti-terrorist protection of elements of the urban environment are considered.

The aim. The purpose of the article is to determine the features of anti-ter-
rorist protection of elements of the urban environment as information support for
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state authorities and special services, use for urban planning and planning measures
improving and optimizing the system of physical protection of elements of the urban

environment.

Materials and methods. In the course of the study, studies of Ukrainian and
foreign scientists and specialists in safety issues were used.

Key words: architecture, urban planning, urban environment, terrorism, ter-
rorist act, anti-terrorist activity, risk assessment, security, physical protection of el-
ements of the urban environment, formation of protection against terrorist attacks
in the urban environment by urban planning and architectural and planning means.

INTRODUCTION

Here is still no single, universal definition
of terrorism and whether it is perceived as a
righteous struggle for a higher cause or as
an illegal, horrific act, in the opinion of all,
associated with “the use of force and violence
against persons or property in order to intimidate
or coerce the government, civil population or
any part thereof” [1].

Terrorism is a means used to achieve
political, social or religious goals [2]. Empirical
evidence shows that terrorism is one of the
greatest evils of today, it leads to terrible man-
made, ecological, social disasters, human and
psychological losses [3]. The lethality of terrorist
attacks has increased. Statistics over the past
20 years show that although the number of
attacks has decreased over the years, they have
become more lethal [4; 5].

Domestic legislation [5-9] defines the
terrorist threat as one of the main threats to the
national security of Ukraine. A number of factors
make it possible to ascertain the existence of the
probability of an increase in the terrorist threat
on the territory of Ukraine, especially in the
conditions of deployed military operations. Such
factors determine the strategic geographical
location of Ukraine in Europe; difficult political
situation; activation of separatist movements;
high level of corruption; constant increase in
the number of people living below the poverty
line; violation of the constitutional rights and
freedoms of a person and a citizen; expansion
of the illegal arms market, etc. [8].

ACTUALITY OF THEME

Building national stability is one of the
priority goals of national security of Ukraine
at the current stage. It is this direction that
determines the need for more effective and
actual measures at the city level to increase the
resilience of society against terrorist acts. In
accordance with the Constitution of Ukraine [5],
the laws of Ukraine “On the National Security
of Ukraine” [6], “On the fight against terrorism”
[7], the Decree of the President of Ukraine “On

the Concept of Combating Terrorism” [8], the
Resolution of the Cabinet of Ministers of Ukraine
“Regulations on the Unified State System of
Prevention, Response and Termination of Terrorist
Acts and Minimization of Their Consequences”
[9], other legal regulations acts in Ukraine, there
is an effective system of providing anti-terrorist
and anti-sabotage protection of important state
objects, places of mass stay of people, objects
of critical and transport infrastructure.

Taking into account the complex security
situation of Ukraine and the peculiarities of
the development of the state and society,
the approach to combating terrorist acts and
protecting the urban environment is oriented
towards the elimination of violence, crime,
adaptation to the needs of citizens, taking into
accountthe connections between terrorist threats
and environmental factors of vulnerability.
Emergency situations that arise as a result of
a terrorist act in the urban environment and
develop according to a pessimistic scenario
acquire local and local scales in the urban
planning system.

THE AIM

The purpose of the article is to determine
the features of anti-terrorist protection
of elements of the urban environment as
information support for state authorities and
special services, use for urban planning and
planning measures to improve and optimize the
system of physical protection of elements of the
urban environment.

MATERIALS AND METHODS

In the course of the study, studies of
Ukrainian and foreign scientists and specialists
in safety issues were used.

ANALYSIS OF PREVIOUS STUDIES

A significant number of publications by
foreign and domestic scientists are devoted
to the organizational and legal foundations of
anti-terrorist activity, criminological aspects of
terrorism, etc. The global scale of terrorism in
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the world is the object of study in the works of
domestic scientists N. Avdeeva [11] (importance
of urban environment design for anti-terrorist
activities), V. Antipenko [12] (legal principles
of combating terrorism), S. Belaya [13] (the
theory of countering terrorism), T. Biletska [14],
0. Ishchenko [15] (conflict challenges of modern
society), K. Zharinova [16], R. Kizyana [17]
(history of terrorist threats), V. Lipkan [18],
T. Milova [19] (national security, rights and
freedoms in Ukrainian society), I. Ryzhov [20],
A. Tupikova [21] (aspects of modern counter-
terrorism strategies) and relate to the formation
of the concept and nature of terrorism, the
actions of terrorists in the urban environment:

— careful study of information to make a
decision regarding the direction of terrorist action;

— the use of social conflict processes
or actions, taking into account situational
conditions, the possibility of their exacerbation
or strengthening to achieve the goals of
committing terrorist acts;

— use of specific urban planning conditions
and situations.

RESULTS AND DISCUSSION

The result of the analysis of these studies
within the framework of the specified goal is
the determination of the content of security,
protection and counter-terrorism. Anti-terrorist
activities include the prevention, detection,
suppression, disclosure, investigation and
minimization of the consequences of terrorist
activities. Three directions have been identified
that contribute to the implementation of a
terrorist act: a motivated criminal or terrorist;
a target or victim that is located or is in an
urban environment; lack of witnesses or, on the
contrary, a crowd of people [22].

Accordingly, the main tasks of anti-terrorist
activity in urban conditions are: ensuring reliable
physical protection of elements of the urban
environment; identification of urban planning
conditions that contribute to the implementation
of terrorist activities; readiness for localization
and liquidation of emergency situations due to
a terrorist act. Urbanization is closely related to
economic and social development. At the same
time, cities all over the world suffer from the
onslaughtof violence and corruption, problems with
crime, lack of security in the urban environment.
In this sense, they have the greatest individual
vulnerability elements of the urban environment -
buildings, squares, open and closed spaces,
transport infrastructure structures, etc.

Probable objects of terrorism consist of:

— objects of everyday activity (the attack
on them is intended to provoke anxiety and fear);

— objects large in volume and number
of people (probability of incidents with
mass casualties, destruction, infrastructure
damage).

Understanding the connections “terrorist
threat - physical environment - users of the
urban environment” makes it possible to carry
out rational risk assessments, develop measures
to combat terrorism for the physical protection
of elements of the urban environment, and
preserve the psychological balance of citizens.

Counterterrorism involves operations
at various levels that focus on the built
environment as it relates to the threat of terror.
Ensuring the security of potential targets and
preventing threats correspond to one of the
biggest tasks in the field of architecture: to
provide users of the urban environment with
physically and psychologically comfortable
elements of it [23].

The anti-terrorist protection of elements
of the urban environment by architectural and
planning methods means a set of measures and
planning techniques to prevent the possibility
of committing terrorist acts, eliminate the
causes and conditions that contribute to their
commission, as well as their preparedness to
reduce the consequences of an emergency
situation.

Fulfilling the task of the architect’s
profession to protect people and property from
various offenses requires the development of
an introspective definition of a specific need for
security. Many sources refer to the content of the
analysis, according to which the security needs of
the urban environment are determined through
risk assessment (the consequences of hostile
actions for the building and its inhabitants, other
elements):

— threat analysis, which determines the
object’s threat level by assessing the intentions,
motivation and possible tactics of a potential
terrorist act;

— analysis of the urban development
situation, which identifies and sets the priority
of the element of the urban environment subject
to protection, according to its nature, value,
location, mode of operation, accessibility, etc.;

— vulnerability analysis, which determines
weak points of the object in its construction,
operation and location [25].

Analysis of risk assessment can be carried
out through the use of computer programs, for
example, CAPIndex with integrated relevant
applications for calculating the probability
of statistics of specific categories of crimes
depending on the location and use of the
architectural object [25].

© Chemakina 0., Avdieieva N., Butyk M. (2023) Features of anti-terrorist protection elements of the urban environment.
Theory and practice of design. Architecture and construction. 1(27).
P. 126-131, doi: https://doi.org/10.32782/2415-8151.2023.27.16



Teopis Ta NpakTuKa AusaiHy. Bun. 27. 2023. ApxiTeKTypd Td 6yAiBHUL,TBO [129]

CONCLUSIONS FROM THIS STUDY

Thus, the requirements for anti-terrorist
protection of elements of the urban environment
should determine the degree of their potential
danger and as a place of formation of a crisis
situation caused by a terrorist act. Therefore,
qualitative methods of analyzing the vulnerability
of elements of the urban environment and
identifying their critical components with the
determination of the category of elements of
the urban environment based on indicators
characterizing the social, economic and urban
planning consequences of emergency situations
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caused by a terrorist act are needed here. In
addition, the requirements for anti-terrorist
protection of elements of the urban environment
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AHOTALIA

YemakiHa O., ABgeeBa H., bytnk M. Ocob6s1MBOCTi esieMeHTiB aHTUTEepPO-
PUCTUHYHOIO 3aXHUCTy MiCbKOIro cepegoBHLya.

Y cratTi BUBHa4YeHO rNoHSTTS TEPOPU3MY, OKPECIIEHO HarpsiMu, LLIO CrIPpUSIFOTb 34iHC-
HEHHIO TEPOPUCTUYHOIO aKkTy. HarosoLlyeTbCsl, WO aHTUTEPOPUCTUYHE b6e3rieka YKpaiHu
opMy€eTbCs K AepxkaBHa cuctema 60poTbbu 3 TEPOPU3MOM. BU3HAYEHO 3MICT 3aXUCTy
Ta NpoTUAii Tepopu3My B yMOBax hopMyBaHHS TeHAEHUIT MigBULLEHHS PIBHIB CycCrli/ibHOI
Hebe3rnekun. Bia3HayaeTbCcs HEeObXiAHICTb MPOBEAEHHSI MICTOOYAIBHUX Ta apxiTekTyp-
HO-r/1aHyBaJlbHUX 3axo4iB LYoA0 NpoTUil TEPOPUCTUYHNUM aKTaMm y MIiCbKOMY Cepeso-
BULLi. PO3r/isiHyTO 3arajlbHOTEOPETUYHI 3acaamn hopMyBaHHS 3axUCTy Big TEPOPUCTUYHNX
arak MiCbKoro cepegoBuia MiCToby4iBHUMU Ta apXiTEKTYPHO-r/1aHyBaslbHUMM 3acobamu.
BusHauyeHo 3MiHn y 3MICTi, popmax i METOAax CyHacHOro TeEpPOpm3My: HOBI CTWJli TEPO-
pU3My B YCbOMY CBIiTi — Harnagu Ha Ba)X/iMBi HaB4YasibHi, KOMEPLIMHI Yn fepxkaBHi 6y-
AiB/i 3 BEJIMKNUM CKYNMYEHHSIM J1I10AEMN, 3arpo3u MOPYLUNTH [OBCIKAEHHE MICbKE XXUTTS,
3pPOCTaHHS KiJIbKOCTI TEPOPUCTUYHUX TPy Ta Aii OKpEMUX TEPOPUCTIB, BUMHEHHSA TEPO-
PUCTUYHUX aKTIB y MICTax, MOLMPEHHS TEPOPU3IMY Ha MICbKMX MPOCTopax. PO3r/isHyTo
pekomMmeHAaalii o[0 Gi3nYHOro 3axmucTty €/1IEMEHTIB MICbKOIro CEPEAOBULLA.

KOHKpeTH30BaHo MOHATTS TEPOPU3MY, BU3HAYEHO MOHATTS TEPOPUCTUYHOIO aKTy
Ta Mioro Haunbisibl 4YacTy peanizauito y Burisai KOHGAIKTIB i 3/JI04MHHUX AiF Y MiCb-
KOMYy cepeaoBuLLi, OKDEC/IEHO HArpsiMu, O CPUSIIOTb 34iIMCHEHHIO TEPOPUCTUYHOIO
aKkTy. BkazaHo Ha HeobXxiagHICTb NMpoBeAEHHS] MICTOBYAIBHNX Ta apXiTEKTYPHO-aHy-
BaJIbHUX 3axo4iB oo 3abe3rnedyeHHs 3axucty Big T, Gi3n4yHOro 1a ricuxosioriyHoro
KOM@OPTYy B MiCbKOMY cepefoBuLLi. BusiB/IeHO MIMOBIPHI 3B’SI3KN MiXK TEPOPUCTUYHUMU
aKTamMy B MICbKOMY cepeaoBulLLi, (Di3NYHUM 3axXMCTOM €/IEMEHTIB MICbKOIro cepefo-
BuLa Ta rICUXOJIONYHUM CTaHOM KOPUCTYBadiB MICbKOro cepefoBulya. Po3r/issHyTo
0C06/1MBOCTi aHTUTEPOPUCTUHYHOIO 3aXUCTY €JIEMEHTIB MiCbKOro cepeaoBmLLa.

Meta. MeTtoro crarri € BM3Ha4YeHHsS 0CO6/IMBOCTEN aHTUTEPOPUCTUYHOIO 3a-
XUCTY €/IeMEHTIB MICbKOro cepeaoBulya sik iHopMauisiHoro 3abesrnedyeHHs1 opraHis
Aep>XaBHOi Biaagn 1a crnewuiaibHuXx Ciyx6, BUKOPUCTaHHS A1 MiCTOOYAiBHUX Ta ria-
HyBaJIbHUX 3ax04iB BAOCKOHAaJ/IEHHS Ta ONTUMI3aLit0 CUCTEMU DiI3NYHOIrO 3axXnCTy ese-
MEHTIB MICbKOIro cepejoBuLLa.

Marepiann ta merogn. Y xoai A0CNHigKEHHS 6y/1n BUKOPUCTaHI AOC/AXEHHS
YKPAiHCbKMX Ta 3apybikHUX yYeHuX i crieyianictiB 3 nuTaHb 6e3rneKku.

Kiwo4oBi cioBa: apxitektypa, MiCbKe rniaHyBaHHS, MiCbKe cepefoBuLye, Tepo-
PpU3M, TEPOPUCTUYHMI aKT, aHTUTEPOPUCTUYHA AiSIJIbHICTb, OLiHKa pu3nKy, 6e3rneka,
Qi3NYHNI 3aXNUCT €/IEMEHTIB MICbKOIro cepeAoBuilya, (popMyBaHHS 3axuCTy Bi TEpPO-
PUCTUYHNX aTaK y MICbKOMY CepeaoBuLyi MICTOOYAIBHUMU Ta apXiTEKTYpPHO-MAaHy-
BaJIbHMMM 3acobamu.
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