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AUTHENTICATION SCHEME ON FRACTAL SETS

Denis Samoilenko

Implementation of anthentication tools is the requirement for secured information system in open networks. Known authentication
protocols are based on some secret knowledge (key or password) checking. Preferable scheme for checking procedure is client-server
dialog without transferring of secret knowledge, even in ciphered form, also known as zero-knowledge protocol. Such protocols, as
a rule, use mathematically complex problems without known simple solution for inverse calculation. This obscurity case a
weafkness of protocols — discovering solution of the problem impairs the secrecy of protocol. 1t is proposed the anthentication
schemes built on complex fractal sets including distant knowledge diagnostic methods. Fractal sets suitable for posed problem due
to properties of finiteness and infiniteness combination. Property of finiteness allows set construction; infiniteness ensures multiple
usage of the scheme. The algorithm of client-server communication is shown. Usage of authentication scheme could improve the

network information resonrce security.
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Introduction. As a rule, network information
resources (NIR) provide different functionality for
different users. To access additional services user
should be authorized in NIR by authenticity verifica-
tion. Such verification means checking user’s secret
knowledge — a key, password etc. If NIR contains
information with restricted access the authentication
function should be provided obligatorily.

In secure authentication schemes different
communication protocols are used. One of the most
perspective protocols is zero-knowledge protocol
(ZNP) [1].

In such protocols in the communication channel
transmits no information about the secret knowledge
even in ciphered form. So, attacker has no possibili-
ties for secret knowledge restoration by analysis of
any number of transmitted packs.

The most popular zero-knowledge protocols use
mathematically complex problems without known
simple solution for inverse calculation. Complexity
are usually derived from problem of graph isomor-
phism (Hamiltonian cycle in large graphs) or discrete
log problem (in a given group). From the other side,
the obscurity case a weakness of protocols — disco-
vering solution of the problem impairs the secrecy of
protocol.

Additional researches should be provided to
find problems with granted complexity. In a present
work it is proposed a protocol based on a problem
of fractal sets comparison in a complex plane.

Problem review. In zero-knowledge protocols
two main requirements should be combined. First
one claims the possibility of several client-server
communications (CSCs) during the session. In a per-
fect case amount of possible CSCs should be infinite.

The second requirement claims no possibility
for attacker to restore a secret knowledge by analysis
of any (finite) number of intercepted CSCs.
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Thus objects that could form basis of ZNP
should combine properties of finiteness and infinite-
ness. Finiteness allows segregation of finite secret
knowledge for legal user. A property of infiniteness
helps to solve a problem of protocol safety limit or
increase the maximal number of CSCs with usage of
the same secret knowledge.

One of the objects that combine aforemen-
tioned properties is a complex fractal set (FS). In
work [2] 'S is defined to be a set of complex points
X, for which converges the iterative sequence

Xk+1:XkN +C, O

where C — complex constant (consists of two real
numbers — real and imaginary parts), N — the power
of sequence.

For the better presentation IS points could be
placed on a Cartesian plane (means complex plane)
forming fractal set image.

The idea of authentication with zero-knowledge
is similar to the distant knowledge diagnostic prob-
lem. So in authentication schemes could be used
some ideas adopted form this problem.

Proposed in work [3] method of distant know-
ledge diagnostics is focused on edge definition prob-
lem in semantic space. For the authentication prob-
lem the method could be easily changed with a pro-
cedure of full-space tracing defining the edge of in-
tersected sets.

The knowledge (or knowledge field) in [3] is de-
fined to be a part of semantic space with some dis-
tinct property. For the authentication problem it is
enough that this part of space has had only Boolean
property — belong or not belong to knowledge. Such
situation is similar to credit/fail attestation form.

In work [4] it was proposed the usage of com-
plex fractal images for authority protection on
printed issues. It was described some fractal proper-
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ties that could be useful in security improving. In
combination with knowledge diagnostic methods
such properties could form the basis of ZNP authen-
tication scheme.

Proposition. The main idea of authentication
consists in using knowledge diagnostic methods for
respondent which knowledge field has a form of a
ES. Server should check the “knowledge field” of
client using dialog principle in form question (from
server) — answer (from client).

It is necessary to note that FS are extremely sen-
sitive to the choice of parameters C and N. On Fig. 1
FS images for the different values of C and N are
shown.
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Fig. 1. Fractal set images with different parameters:
a) C=(0.590; 0.420), N=3; b) C=(0.589; 0.420), N=3;
c) C=(0.590; 0.420), N=4; d) C=(0.610; 0.450), N=4

The difference in 0.001 in only one C compo-
nent (in real part) produces changes that could be
casy detected visually (Fig. 1 a-b). The difference in
(0.02; 0.03) in C with constant power index N cause
cardinal changes in shape and structure of fractal set
image (Fig. 1 c-d).

The greater changes produce difference in pow-
er N. For the parameters N=3 and N=4 results are
shown on Fig. 1 (a-c).For the value of N=2 FS image
consists from some several points so this image
omitted from the Fig. 1 as non-informative.

Described property of ES justifies it’s usage in
ZNP authentication schemes for NIR. The property
of finiteness provides by finite number of parame-
ters, that uniquely defines FS: C and N in formula
(1). Infiniteness follows from infinite number of
points on a complex plane. Moreover, infinite num-
ber of points contains any finite part of the plane, so
limitation of comparison area does not impair the
safety of protocol.

Parameters C and N could be mentioned as a
secret knowledge — the client’s numerical password
which forms knowledge field in FS form. Additive
constant C consists from two real numbers. The
power index N could be real or integer. To select the
types of constants it is necessary to analyze some
aspects.

As far as different computers could use different
calculation technique, it is recommended the usage
of integer numbers for N, because there is no precise
method to compute X" where N is not integer. Ap-
proximate methods depend on math support (co-
processor, math libraries, programming language,
data types, zero limit etc.). In that case the same
formula could give different results on different
computers.
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Components of additive constant C could not
be integer, because the region of (1) convergence is

limited by inequality |C]| <2 . In this region there
are only 9 points with integer coordinates. Thus C
should forms from real number.

In case of integer N all calculations with C com-
ponents require only basic algebraic operations: addi-
tion/subtraction and multiplication/division. Such
operations have similar precision on different com-
puters limited by data type used for number presen-
tation. In special cases algebraic calculations could be
produced with any precision, specified in protocol.

According to proposed limitations the password
P is consist from three numbers — integer number N
and two real numbers Re C'and Im C:

P=(n,Re C, Im C). (2

The adopted method of knowledge diagnostic
defines a content of CSCs. A client is mentioned to
be a student and server — to be a teacher. Teacher
has knowledge (password P) and he should check the
student’s knowledge. Additional requirement (ZNP)
states that communication (examination) should not
discover any information about P directly.

The scheme. Taking into account expressed
ideas the following authentication scheme is pro-
posed:

Guoal: Server should authenticate client by checking
the knowledge of password P in form (2) using ZNP.

1. Server:  generates random complex point
X=Re X, Im X) from region |X|<1 or any sub-
region (if it is reasonable).

2. Server: calculates the sequence (1) with X=X
and checks its convergence. Constants C and 7 are
defined from the secret password P.

3. Server: sends to client the point X.

4. Client: performs action 2.

5. Client. sends to server result of calculation —
does sequence converge or not.

6. Server: checks client’s answer. In a right case
performs actions 1-6 until probability limit was ex-
ceeded. In a wrong case authentication falls.

Probability limit could be estimated by formula
Pin=2", where n — the number of action 1-6 repeti-
tions. In the estimation it is considered that on repe-
tition twice decreases probability of impersonation.

Features. The authentication scheme could be
produced with some features.

It is rather obvious that for different clients
should be selected different passwords. But different
values for constants entail some peculiarities.

As follows from Fig. 1 fractal sets could be rela-
tively solid or sparse. For sparse FS random point X

could be selected from full fractal space. But for sol-
id FS it is better to choose the part of space near the
fractal edge. In a case of full space tracing for solid
FS attacker could observe a difference between cen-
tral and peripheral points and use it for attacks. So in
addition to password P it is recommended to store
information about area of point’s selection concrete-
ly for this P.

A possibility of infinite X point’s number pro-
ducing could be worsened if some points X will be
repeated in different CSCs (possibly in different ses-
sions). To avoid such collisions it is recommended to
use a great precision of C components or/and to
provide storage of used points for all clients and all
sessions during lifetime of password.

Let’s consider that complex type is defined to be
a program structure (all program fragments shown in
C/C++ formalism):

typedef struct tagCOMP
{ float Re; // the real patt

float Im; // the imaginary patt
} complex;

Necessary mathematical operations on complex
number are defined by functions:

float mod(complex &x) //modulus of com-
plex number
{ return sqrt(x.Re*x.Re+x.Im*x.Im); }
float arg(complex &x) //argument  of
number
{ if (x.Re==0) if (x.Im>0) return acos(0); else
return -acos(0);

return atan(x.Im/x.Re);
}

complex

In such case the next element in sequence (1)
could be computed by the function:

complex Next(complex &X, int N)

{ float x,y; // variables
for intermediate calculations

x = mod(X); // modulus of X

for(int i=1;1<N;i++)

x=x*mod(X); // power for
modulus: |X\T| =X N

y = N*arg(X); // power for

argument: Arg(X")=N-Arg(X).
// Here x and

y— modulus and argument of X
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complex temp;
complex variable

temp.Re = x*cos(y)+C.Re;
the result of X"+C

// temporal

// computing
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temp.Im = x*sin(y)+CJIm; // considering
that value of C'is defined above
return temp;

the result

}

//

returning

Convergence of sequence could be checked by
the expression:

int N; complex X; / /variables for
X and N data

XRe=..;XIm=..;N=..; //value of
start point (X)) and sequence power

int k=1; //counter

do{ X=Next(X, N); k++;}  while((mod(X)<100)&
(k<100));

There are two conditions for calculation abort-
ing: mod(X)<100 means that X value is not great
enough for conclusion about convergence; k<100 —
limits the sequence. After the given fragment a con-
vergence of sequence is defined by checking value
of mod(X).

Limit values for mod(X) and (k) were used for
computing fractal set images shown on Fig. 1. For
the optimization of calculation complexity these val-
ues could be decreased. It could be shown [2] that

there are no convergence points for |C| > \/E . So this

value could be used for the break condition in opti-
mized code. For the optimal value of sequence
member limitation further researches are necessary.

Conclusions. Authentication scheme based on
zero-knowledge protocol is proposed as a combina-
tion of knowledge diagnostic methods and fractal
sets comparison in a complex plane. The scheme is
built on dialog principle and could perform authori-
zation with given probability limit.

The proposed scheme has some features which
should be accounted to avoid possible problems in
technical realizations. It is shown some recommen-
dations and program fragments allowed realization
of authentication scheme.

Further researches could be based on analysis of
different fractal sets in multi-dimension spaces and
its applicability for selected problems. Additional
researches could be related with optimization of cal-
culation complexity of the scheme.
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CXEMA AYTEHTU®HKALTNU
HA ®PAKTAABHBIX MHO?KECTBAX

AASL TOCTPOCHMS 3AINUIICHHBIX UH(POPMAIIHOHHBIX Pe-
CyPCOB B OTKPBITBIX CETAX HEOOXOAMMA PEAAH3ALINA
cpeActs ayreHTH(HKAIIH. VI3BeCTHBIE IIPOTOKOABL ayTe-
HTU(UKAITAE OCHOBBLIBAIOTCA Ha IIPOBEPKE HEKOTOPOIO
CEKpPETHOro 3HaHUA (KAFOYA HAH MapoAs). [Ipeamourenwme
OTA2ETCA CXEMaM IIPOBEPKH, IIOCTPOCHHBIM HA AHAAOIE
KAMEHTA W CEPBEPa, OCYIIECTBAAEMBIM 0€3 IIepeAadn
CEKPETHOIO 3HAHHA ADKE B 3amn(pPOBAHHOM BHAE —
IIPOTOKOAAM C HYAEBBIM pasraarreHueM. Kax mpasuao,
TaKHe IIPOTOKOABI HCIIOAB3YFOT MATEMATHYIECKH CAOKHBIE
32A49U C HEU3BECTHBIM PEIIIEHUEM OOPATHOM 3aAa4u. DTa
HEHU3BECTHOCTh CTAHOBUTHCH IIPUYHUHOH  YA3BUMOCTH
IIPOTOKOAA — HAXOMACHHUE PEIINEHUA 33AAYU CBEACT Ha
HET HAACKHOCTB IIPOTOKOAA. [IpeArorkeHa cxema ayTeH-
TUUKAIIIH, IOCTPOEHHAA HA KOMIIAEKCHBIX (DPaKTAAD-
HBEIX MHOJKECTBAX HCIIOAB3YSl B COCTABE METOABI AMCTAH-
IIMOHHOTO OLleHUBaHuA 3HAHUI. PpakrasbHbIE MHOMKECT-
Ba IIPHMEHHMEL OAATOAAPA OOBEAMHEHUIO CBOHCTB KOHE-
qHoCTH U OeckoHedHocTH. CBOWCTBO KOHEYHOCTH IT03-
BOASIET IIOCTPOEHHA CAMOIO MHOXKECTBA, CBOWMCTBO Oec-
KOHEYHOCTH TIaPaHTHPYET BO3MOKHOCTH MHOTOKPATHOTO
HCIIOAB30BAHHUA CXEMBL |lpHBeAeH aArOpHTIM KAMEHT-
CcepBepHOro B3amMoAeicTBuA. IIprMeHeHne cxeMBl TIpH-
BCACT K YAYHUIIICHHIO ITOKA3aTCACH OC30IIACHOCTH CCTEBBIX
MHMOPMAITHOHHBIX PECYPCOB.

Karoueprnle caroBa: ayreHTU(UKALIHA, IIPOTOKOA C HYAE-
BBIM pasrAarieHueM, ppakras, PpakraAbHOE MHOXKECTBO,
cereBast 5E30ITACHOCTb.
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CXEMA ABTEHTU®IKAIIIL
HA ®PAKTAABHIX MHOKMHAX
A 11oOyAoBH 3axuIieHHX 1H(MOPMAIIHHAX PecypciB y
BIAKpHUTHX Meperkax HeOOXIAHA peaaisaliis 3aco0iB aBTEH-
tudixkargi. Biaomi mporokoam apremTHpIKAIl IpyHTY-
FOTBCA HA IIEPEBIPIN IMEBHUX TAEMHHUX 3HAHB (KAFOYA UM
mapoas). Ilepeara HapaeTpCca cxemam IIEPEBIpKH, OOY-
AOBAaHUM Ha AlaAO3i KAl€EHTa Ta cepBepa, AKHH 3AIHCHIO-
€TBbCA 0e3 IEePEAABAHHA CCKPETHOIO 3HAHHSA, HAaBITh Y
sarrudposasiii popmi, - IPOTOKOAAM 3 HYABOBHM PO3-
roAomreHHAM. fIK mpaBruAo, Taki IPOTOKOAN BUKOPHCTO-
BYIOTb MATCMATHYHO CKAAHI 3aAadi 3 HEBIAOMEM
posp’skom 3BopoTHOI mpobaemu. Llg HeBiroMmicTp BH-
CTyIIa€ IIPHUYIHHOIO BPA3AUBOCTI IIPOTOKOAY — BHHAHACH-
HA PIIITEHHA 3aAa9i 3BEAC HAHIBEITh HAAIMHICTD ITPOTOKO-
Ay. 3amIpOoIlOHOBAHA CcxeMma aBTECHTHIKAII, TOOyAOBaHA
Ha KOMIIACKCHHUX (PPAKTAABHHUX MHOMKHHAX 3 BHUKOPHC-
TAHHAM METOAIB AMCTAHIIIHOIO OIIIHIOBAHHA 3HAHbD.
@D paxkTaAbHI MHOKIHU 3PYIHI AAT BHKOPHUCTAHHS 3aBAAKH
HOEAHAHHIO BAACTUBOCTEN CKIHYEHHOCTI T4 HECKIHYEH-
HOCTl. BAAcTHBICTD CKIHYCHHOCTI AO3BOAAE IIOOYAOBY
caMOi MHOKHHH, BAACTUBICTP HECKIHUEHHOCTI rapaHTye
MOKAHBICTD 0AraTopa3soBoro BUKOpucTaHHA cxemu. Ha-

YAK 621.391:519.7

BCACHO aATOPHTM KAIEHT-CepBepHOI B3aeMOAIl. Buxopuc-
TAHHA CXEMH AO3BOAHTEH IIOKPAIINTH IIOKA3HUKIB Oe3rre-
KU MEPEKHUX 1H(MOPMAIIIHHUX pecypciB.

KarouoBi caoBa: aBreHTH]IKALIA, IIPOTOKOA 3 HYABOBHM
posroAoreHHAM, (ppakTas, (PpaKTaAbHA MHOMKHHA, Me-
perkHa OesIexa.
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Camoiirenko AeHuc MuxoasaiioBudY, KaHAHAAT Di3H-
KO-MATCMATHYHHUX HAYK, AOIICHT, AOIICHT Ka(DEAPH CACK-
TPOOOAAAHAHHSA CyAeH Ta iHdopmaniiiHoi Oesmexn. Ha-
IIOHAABPHUN YHIBEPCHUTET KOPAOACOYAYBAHHSA IMCHI aAMi-
para Maxaposa.

Camoiisenko Aennc HukoaaeBrUd, KaHAHAQT PHIUKO-
MATEMATUYCCKUX HAYK, AOILICHT, AOIICHT KadDCAPBI IACK-
TPOOOOPYAOBAHIA CYACH U MH(OPMAILIMOHHON Oesorac-
HocTu. HarmoHaApHBI YHHBEpCHTET KOPaOAECTPOEHUA
nMeHH apMupasa Makaposa.

BE3KAIOUOBI I'ELI-®YHKIIIf PETICTPOBOI'O TUITY

Amnror Osexcifuyk, Karepuaa Kopoas

Besxarouosi cen-gynxyii 6i0nocamuen 00 Haleaneausinux Kpunmozpadiunux npuMimusis i 3acnocosyionsia 6 cyUachux clic-
memax ungpysanis, asmenmupixayii, yugpposozo nidnucy, cenepayii Kawuie mompo. Hessaocaruu na nominmui npozpec y
pospobyi pisromarimmux amax na “Korxpenni” cett-PyHKyii, POIYMIHHA 3aKOHOMIPHOTIEH, WO AEHANL 6 OCHOBE 3ASHAYEHUX
AMmarK, 6USHAUEHHA YMOB iX 3ACHI0C08HOCHIE 1ma PO3POOKa Meni00is OYiHIOEanHA ix eqeKmusHOmL € NPeOMenoM aKmusux no-
Oanvanux: 00enidaners. Memor cimammi € 6cmanosAeHnA 3azanbiux YMO8, 1o 6USHAYAIONIL NPAKIUYUHY CHLIKICMNS UUPOKOZ0
KAacy cet-PyHKYIt, AKE 6a3yomvea Ha pezicmpax 36Y8Y, 610HOCHO amaK, CHPAMOSAHUX Ha H0OYOYEar A KON iX CHIUcKY6aNb-
wux pyuxyid. Iloxasano, wo 3adava 1noGydysarns Koaisiti 3600unbcs 00 po36 A3atH ABMOMAnHux pisHamsy 8i0HocHo 06itiKo-
6UX 1e6100MUX, AKE 30060461110 NestuM obmenceririam. TIpu yvory Muocunu 6cixc poss’asie maxux pisnans (6e3 ypaxy-
BatHA 00MENCEHY) Maromt NPOCHIUL aneopUmMMIUHUL 0N, 1o 00360156 NEPEAILYBan yi Po36 AKIU 8 PeNcUML peasHozo Yac).

KarouoBI caoBa: beskaionosa ceut-@ynKyis, nouyx Koaisil, cKIHUEeHHUTE asmoMant, HeATHIGHUL Deciciip 36Y6Y, cucmeMa as-

momanmux: pisuans, MDx, SHA.

Bceryn. bBeskarouosi (kpurrrorpadivmi) rerr-
dyHKII BIAHOCATBCA AO HAHBAKAUBIIIHNX KPHIITO-
rpacpiuaux npumiTeBiB. BoHE 3acTocoByrOTBHCA B
CyJacHUX cHCTeMax IMudpyBaHHA, aBTeHTHQIKAIIIL,
1 pOBOro MIAIIUCY, TeHEPaILll KAIOUIB Ta 3BHYANHO
BHKOHYIOTb POAB CBOEPIAHOI AAHKH, IO IIOB’A3y€
okpemi wactuHH KpurrrorpadidHoi cucremMu (AUB.,
HanIpuKAaA, [4, 5]). 3 moasoro y 2004 — 2005 pokax
IIOTYKHUX aTak Ha okpemi pymkiii cim’i MDx [13 —
16] cyrreBo miacumamBes iHTEpec (paxiBIB AO HOOY-
AOBH HOBHUX BHAIB I€II-(DYHKIIH, PO3POOKH METOAIB
iX KpHIITOaHaAi3y Ta OOIPYHTYBaHHA IX CTIHKOCTI
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BIAHOCHO TIEPCIIEKTHBHHX aTak. [leBHEM miacymkxoMm
AOCAIAKEHD Y IIbOMY HAIIPAMI MOKHA BBAKATH IIPH-
tiaaTTa y 2012 poli HOBOro CTaHAAPTY IEIIyBAHHSA
sanpx — aaropurmy Keccak [8].

Hespaxaroun Ha TOMITHHI IIpOrpec y po3poori
PI3HOMAHITHHX aTak Ha “KOHKpeTHI  rerr-OyHKIIii,
PO3YMIHHA 3aKOHOMIPHOCTEH, IO A€KAThb B OCHOBI
3a3HAYCHUX ATAK, BU3HAYCHHA 3araABHUX YMOB iX
3aCTOCOBHOCTI Ta PO3POOKA METOAIB OIUHIOBAHHA iX
e(PEeKTHUBHOCTI € IIPEAMETOM IIOAAABIIHX AOCAI-
AJKEHb, CIIPAMOBAHHUX Ha CTBOPEHHA 3araAbHOI Teopil
ITOOYAOBH Ta aHaAi3y rern-dyskmiil. ITorpedu B Ta-
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KOI Teopii BIAYYBAFOTHCHA, 30KpPEMaA, Y 3B’A3KYy 3 HafAB-
HICTIO BEAHKOI KIABKOCT! €BPICTHYHHUX ITPHITYIICHb
ta “ad hock-puitomiB”, II10 BUKOPHCTOBYIOTBCA Y
CyJaCHUX aTAKaX, OIABIMICTD 3 AKUX OA3YETHCHA, CKO-
pirre, Ha iHTYiHii pO3pOOHUKIB, HIK Ha 3araAbHHUX
HayKOBUX 3acapax. CBIAYCHHAM TOMY € CIIEpEYaHHSA
Ta AHCKYCii CTOCOBHO peaApHOI edpeKTHBHOCTI 200
3aCTOCOBHOCTI OKPEMHX aTaK, CIIPOCTYBAHHSA UM IIE-
PETAAA paHiIIe OTPUMAHHUX PE3YABTATIB (AMB., Ha-
npukaap, [3]). Aas po3ymiHHA HIpPHUYHH, 32 AKAMHI
oKkpeMmi aTaku € edpeKTUBHIIIE (2 OKpeMmi rerr-yHKIIii
— BPAa3AMBIIIE) B HOPIBHAHHI 3 IHIIMMH, HEOOXIAHO
IIPOAHAAI3yBATH BAACTUBOCTI MATEMATUYIHUX OO €KTIB
Ta KOHCTPYKIIIH, Ha AKUX Oa3yIOTHCA CYIaCHI AATOPH-
TMH TerryBaHHA. AOCAIAKEHHIO OAHOTO 3 HAMOIABIIT
BIAOMHX KAACIB TAKHX aATOPUTMIB IIPHCBAYEHO AAHY
pobory.

MeTor0 CTATTI € BCTAHOBACHHSA 3aTAABHUX YMOB,
IO BHU3HAYAIOTH IIPAKTUYHY CTIHKICTH INHPOKOIO
KAACy Temr-(pyHKIH, Akl Oa3yrOTbCA Ha pericTpax
3CYBY, BIAHOCHO aTaK, CIPAMOBAHUX HA ITOOYAYBAHHSA
KOAI3IH iX cruckyBasbHUX QyHKIIH. OCKIABKH 3a-
3HAYeHl (a TAKOXK OaraTo fAKi iHIMm) remr-pyHKIl pea-
AIBYFOTBCA 32 AOIIOMOTOIO CKIHYEHHHUX aBTOMATIB,
BUABAACTLCA IIPUPOAHHM BUKOPHUCTOBYBATH AAA IX
aHAAI3y caMe TEOPETUKO-ABTOMATHI METOAH.

B m 1 ommcano xoHcrpykmiro Mepkad-
Aamropaa |7, 9] mobyayBanHA remr-(OyHINNA, CTIHKHIX
AO KOAI31li, HA OCHOBI CTHCKYBAABHHX (DPYHKIII, IIIO
BOAOAIIOTH aHAAOTIYHOIO BAACTUBICTIO. B 11. 2 BBe-
ACHO AO PO3TAAIAY KAAC (DYHKIIH PEricrpoBOro THILY,
AKUI BKAIOYA€ B ceO€ CTUCKYBaAbHI (PYHKIII OKpe-
mux asroputmiB cim’i MDx. Ilokazamo, mo 3asada
ITOOYAYBAHHA KOAI31H 3a3HAaYeHHX (PYHKIIH 3BO-
AUTBCA AO PO3B’A3aHHA aBTOMATHHUX PIBHAHDb BIAHOC-
HO ABIMKOBHUX HEBIAOMHX, SKI 32AOBOABHAIOTH IIEB-
HUM oOOMexeHHAM. [Ipm I1pOMy MHOMKHHHE BCIX
pPO3B’A3KIB Takux PpiBHAHD (De3 ypaxyBaHHA OOMe-
’KE€HD) MAIOTh IIPOCTUI AATOPUTMIYHHUN OIIHC, IO
AO3BOASIE TIEPEAIIYBATH IIi PO3B’A3KH B PEKHMI pea-
ABHOI'O 9acy. Y BHCHOBKAaX CTHCAO C(POPMyABOBAHO
OCHOBHI PE3YABTATH CTATTi.

1. Koncrpykuia Mepkaa-Aamropaa

Anast Gyab-skOrO HatypasbHOro | mosmaummo V,

MHOKHHY  ABIHKOBHX AOBXKHHI |

bl

BEKTOPIB

|
V,, =U V.. Aaai mia (Gesxarouosorn) ceut-gynxyicio po-
i=1
3yMieTbca  AOBiIABHE BiaoOpaxenua H:V_ —V, .
SKImo 1e BIAOOpPaKCHHSA 3aAA€TBCA 3a AOIIOMOTOFO
IIEBHOTO aATOPUTMY, TO OCTAHHIM HA3UBAECTBCHA a/120-
pummom ceutysanng; BIH OTOTOKHIOETBCA 3 BiAOOpa-

skeraaM H 1 mosHavaersbes TMM CAMIM CHMBOAOM.
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Hexait X,Y — cximvenni moxuam, h: X —-Y —
AOBiABHE BIAOOpasKeHHA. 1 0BOPATH, IO BIOPAAKO-
Bama mapa (X, %,) € X® ¢ wosisiero ymxmii h (abo
IO HOBIAOMAEHHSA X, 1 X, ymeéoprormes Koaisito Iiel
dpyrxuil), sxkmmo X # X, ta h(x)=h(x,).

Biaprmmicts cygacHux reri-yHKIIH OyAyeTbCs
koHCTpykIii  Mepxas-
Aamropaa, 1o 3amporroHoBaHa B [9] 1 HE3aAEKHO
B [7]. Lla KOHCTPYyKLifA ABAAE COOOIO CIIOCIO ITOOYAY-
Y

<2

HAa OCHOBI Tak 3BaHOIL

BauHA rem-gyskmi H , —Vy 32 AoBiABHEME

BiaoGpakenuam h:V xV,, =V, , sexropom s eV,
Ta HATypaABHHUM "yncAOM L <M.
Hexait xeV

<21
|. Toal aaropur™M OOYHCACHHS 3HAYCHHS
H(X) BH3HaY9a€THCA HACTYITHUM YHHOM:

— BXIAHE ITOBIAOMAEHHSI AOB-

KITHI

1) cdhopmyBati AOIIOBHEHHSA ITOBIAOMAEHHS X:
K= (x|[1][0"|I1), Ac || — cumBOA KOHKaTCHAL, I
BEKTOP AOBKHHH L, IO € ABIIKOBHM 3aIIICOM YHC-
Aa |, a r aopiBHIOE oOcTaul BiA AIACHHA dHCA2
—(L+1+1) ma M (iHmmvM#E caoBamm, I — Hail-
MEHIIIC HEBIA’EMHE ITIAE YUCAO, AAS SIKOTO AOBIKIHA
roBiaoMAeHHA X € kpaTHOO M );

2) mpeacraBut Xy BuTAfAL X=X,.., X, Ac

X €V, aaf koxuoro i€0,t -1, obuncAnTy 3HAYCHHSA

g+ _ h(S(i), X), i€ m, M

ta mokAacta H(x)=s®.

Orxe, 3TiAHO 3 KOHCTpyKIiero  Mepkas-
Aamropaa, obumcaeHHs 3HadeHb reri-gpyskmil H
BUKOHYETbCA B ABa erTann. Ha meprmomy 3 Hux 3A1#-
CHIOETBCA IIporieAypa AonosueHHA (padding), ToOTO
3aMiHA BXIAHOIO IIOBIAOMAEHHS X IIOBIAOMAEHHSM
X. Ha apyromy erami smauenna H(X) orpumyerscs
B PE3YABTATI BHUKOHAHHSA ITEPAIlifHOI HpPOIEAypH
BIAIOBIAHO A0 opmyan (1).

Bisobparenns h:Vy xV,, =V, HazuaroTh iHOAI
CIUCKY6aNsHO10 @YHKYIEo AATOPHTMY rermyBanusa H .
3ayBaKIMO, ITIO II€ BIAOOPAKEHHA MOKHA PO3TAAAA-
TH fAK (DYHKIIIO IIEPEXOAIB aBTOMATy O€3 BHXOAY 3
BXIAHEM aAdpaBiToM V), Ta MHOKHUHOIO CTaHiB V) .
Toal 3madenns H(X) cmiBrmasae 3 ¢imaabHHM cTa-

HOM IIbOI'O aBTOMATY, IIIO BiAHOBiAaG HOIO IIOYATKO-

s©@

BOMYy CTaHy Ta BXIAHI  ITOCAIAOBHOCTI

VED SN APy

ITpuxaaa 1. Demn-dyuxrmis SHA-1 (BiamoBiaHO
SHA-256) Gyayerbcst Ha OCHOBI KOHCTPyKIHi Mepk-
at-Aamropaa, ae M =512, N =160 (siamoBiaAHO
N =256), L=64, a Bexrop s© €V, BHU3HAYAETHCA
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Ak meBHa koHCTaHTa. CruckyBasbHa (pyHKmis h 3a-
AQ€ETHCSA PIBHICTIO

h(s,X)=s+4d(s,X), (s, X)eVy xV,, 2

A€ + € cumMBOAOM omneparil abeaesoi rpynu (2., )
(BiatoBiAHO (2. ), a dymxmia  g:V, xV,, >V,
BU3HAYAETHCA 32 AOIIOMOIOIO OKPEMOTIO AATOPHTMY;
AuB. Hroxde 11, 2. [ToAlOHIM IHHOM OYAYETBCH TAKOMK
rern-pyukiia SHA-512) ae M =1024, N =512,
L =128, a cumBoA + y dopmyai (2) mo3Hauae orre-
pariro abeaesoi rpynn (Z . )® [10].

Aobpe mo KOHCTpykiia Mepkas-
AaMropaa AO3BOAsE OYAYBATH CTIHKI AO KOAI3IH rerr-
dyHKIIl HAa OCHOBI CTHCKYBAABHUX (DYHKIIH, fAKi
BOAOAIIOTh AHAAOIIYHOIO BAACTHBICTIO. AAfl yTOd-
HEHHS CEHCY IIbOIO TBEPAKCHHSA PO3TASHEMO, IIOPSA
13 323HAYECHUM BHIIE HOBIAOMAECHHAM X, 1HIIIE ITOBI-

!
X EvszL-l

BIAOMO,

AOMACHHA AOBXHHHN I". Tlosmaunmo

!

XGs ey R, FIOrO AOIIOBHEHHS T2 TIOKAZAEMO

gD h(s'(j), )A(;) , je0t’-1.

6)

[pumycrumo, mo (X, X') — xoaisis dysxuii H,
npuuaomy | #1". Toal X, # X, 1 Ha miacrasi piBHOC-
reit (1), (3) mosisomaerns (s“, %) i (s, %)
YIBOPIOIOTH KOAisifo (pymkmil h. fkmo x I=1", o
t=t" i koaisiro miei yHKI MOXHA 3HAHTH CEPEA
map ((s©, %), (s'V, &) rakux, mo X =%, ie0,t-1.

Orxe, B OYAb-AKOMY BHIIAAKY 32 BIAOMOIO KOAI-
siero (X, X') dynxuil H moxza obyAyBaTH KOAI3irO

pymxriii,
O(I(x,x")) omepamiii (3Bepuenns A0 dyuxuil h Ta

i CTUCKyBaAbHOI BHUKOPHUCTOBYIOYH
IIOPIBHAHHA Ha PIBHICTH €AEMEHTIB MHOXKHHHU V),
ae 1(X,X") — makcumym AoBxuH cAiB X Ta X' .

3 iHmmoro OOKy, AK BHIIAUBAE OE3IIOCEPEAHBO 3
HABEAEHOTO ormcy KoHCTpykmii Mepxas-Aamropaa,

(s”.%) (sV.%), ac
X, X, €Vy,, YIBOPIOIOTH KOAI3ifo dyHKil N, To mapa

AKIIO HOBIAOMAEHHA T2
(X,X,) € koaisiero pynxmil H .
OcraHHE TBEPAKEHHSHA, TIEBHOIO MIPOFO, 3BOAUTH
33Aa9y ITOOYAYBaHHA KOAI3lM rem-cpymkmii H a0
3HAXOAKEHHA KOAIi3ifl  pymkii N, (X) = h(s®,x),
X€V,, . fAxmo npu npomy dyukmis N BusHauacrscsa
3a dopmyaoro (2), To koaisii dynxi N, cribrasa-

IOTD 3 KOAISiAME yHKI g o (X) = 9(s?,%x), xeV,, .

2. CruckyBaabHi pyHKIil, o 6a3yr0ThCA HA
pericrpax 3CyBy, Ta BiAIIOBiAHiI iM cucremu aB-
TOMATHHX PiBHAHB
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OmnmIremMo 3araAbHY CXEMy HOOYAOBH CTHCKYyBa-
APHUX (DYHKIIH, 32 AKOIO OYAYIOTBCH, 30KpeMa, 3a-
sHadeni yHkmil okpemux asropurmis cimi MDx.
CrrogaTky BBEAEMO AEKIABKA AOIIOMIKHUX ITO3HAYCHbD.

3adikcyemo HatypaabHi yncaa |, m, N2, mox-
Arapemo M =ml, N=nl. [Tosmauumo cumBoAOM +
OIIEPAITIFO AOAABAHHA 32 MOAYAEM 2" ABilIKOBHX
LIAMX YHCEA, IO BIATIOBIAAIOTH OYAEBHM BEKTOPAM
sosxuun | cumBorom F

IxI

— MHO)KHHY MATPHIIb
posmipy Ix| mHan morem F =GF(2), a cumBoroM
GL(l,2) — rpymy oOGOpPOTHHX MATPHIb ITOPAAKY |
HAA ITIM ITOAEM.

Anst Gyab-sxux bymkmii V" —V, Ta mocai-
A=(A,...,A), ac A,..,A eGL( 2),

rnosuagumo R(f,A) pericrp scysy (P3) AoBkuuu N,

AOBHOCTI

IO BU3HAYAETHCA K aBTOMAT O€3 BHXOAY 3 BXIAHHM
aadasitom V|, maoxunorO cramis V," Ta dyHkmicro

IIEPEXOAIB
#(s,2) =(,A + 2+ F(S,08,0), SAL - SiuAL) , ()

Ae $=(8,,...8,)€V,", z€V, (amB. puc. 1, Ae mokaza-
HA CXEMa PEricTpy, IO BIAIIOBIAAE ITOCAIAOBHOCTI |
OAMHIYHUX MaTpulb A, ..., A Haa mosem F).

Snfl

Sﬂ

Puc. 1. Perictp scysy R(f, 1)

Aaa xomxuoro ZeR, mosmaummo ¢, dGacTKOBY
¢,(8)=¢(5,2),
seV,". dxmo P3 3HAXOAUTBCA B IIOYATKOBOMY CTaHI
§©

dyukmito mepexoais P33 R(f,A):

, 4 HAa MOro BXIA ITOAAETHCA AOBIABHA ITOCAIAOB-
HICTb Zy, Z;,... ABIHKOBUX BEKTOPIB AOBKHHH I, To

CTaH PETICTPY B | -My TaKTl BUSHAYAECTHCA 32 POPMY-
roro s =(¢Zj71 O...O¢ZO)(S(O)) , 1=0,1,....

3ayBaKuMO, IO Ha IiAcTaBi dopmyan (4) Ta
oboporHOcTi Matpuie A, ..., A koxHa pyHKIIA @,

€ miacranoBkoro Ha muoxuHI V|, i A OyAb-skmx
ABox cramiB S,S €V," P3 R(f,A) icuye Touno oana
(z,02,) eV,

4

ITOCAIAOBHICTD Taka, 110 S =
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(4,000, )(s) (mmmmu caosamm, R(f,A) e pery-

AIPHUM aBTOMATOM, OYAB-AKHH CTaH AKOTO € AOCSHK-
HUM 3 OYAB-AKOTO IHIIIOrO CTaHy 3a N KPOKIB, 1 IIpH-
TOMY EAMHHM CIIOCOOOM).

AAfl O3HAYEHHA KAACY CTHUCKYBAABHHX (DYHKITIH
PETICTPOBOTO THITy BBEAEMO OAHE AOIOMLKHE BIAO-
OpakeHHA. 3aIKCYEMO HATypaAbHE 9HUCAO T >M,
matpumi B, ..., B, ek

pamito + Ha MHOxHHI V| Ta 3aAaMO BIAOOpa)KeHHA

KOMYTaTHUBHY TI'PYIIOBY OII€-

x| >

G:V," »V,", BBasmaroun

G(Xgyeer Xy 1) = Xgreer Xr 1) > (Kgreen X ) €V, (5)
AC

B, +.+%. B ,ie0T-m—1. ()

Xiim =XiBl+X

i+1
Haperrri, 3adikcyeMO AOBIABHY TIPYIIOBY OIIe-
pamiro * Ha MHOMKHHI V| Ta PO3TAAHEMO CTHCKyBa-

ABHY (PYHKIIIFO

h(s,x) =s*9(s, X), (S, X) eV xV, (7)

A€
9. ) =(4,, 228 )E), (8, X)eVyxVy,  (8)

a BeKTOp (Xy,..s %) =G(X) 3apaerbcst 3a Aomomo-
roro cuisBiaHOmEeHb (5), (6). OOUHCACHHA 3HAYEHD
dyuxuil h BiAbyBactbest y Tpu eramu. Criodatky 3a
BXIAHUM BekTOpoM X €eV,, (abo, mo Te x came, 32
HaOOpOM  (Xg,--s X 4) €V,™) popmyeTnes mOCAIAOB-
HICTB Xg,..., Xr_; - AaAl BOHA IOAA€TBCA HA BXIA peric-
py R(f,A), mepeBoAAYIH HOro 3 MOYATKOBOIO CTa-
Hy S y (pimaapHmi crar ((S, X) . Haperrri, oOumc-
Aroetscd 3HageHHA N(S, X) 3a dopmyaoro (7).

3ayBaKuMO, IO 32 OIMCAHOIO CXEMOIO OVAY-
FOTBCA CTUCKYBAABHI (DYHKII OKPEMHX aATOPHTMIB
civ’i MDx, Amiie 3 Ti€r0 BIAMIHHICTIO, IO (DYHKIIifA
f 'y Bupasi miacramosku ¢, (auB. hopmyan (4),

®),

J €0, T 1. Ilpuiimaroun 11e A0 yBaru, cpOpMyArO€-

B3araAl  KaKydd, 3aACKHTb BIA HOMEpa

MO TaKe O3HAYCHHH.

Osumauvenna. Hexait M =ml, N=nl, ae |,m,n
— HATYPAABHI YHCA3, OiAbII 3a 1, * — rpymosa orre-
pauis Ha muOxuHI V) . TOAl BiAOOpaxkenus h Bu-

TAAAY (7) HA3UBAECTBCH (/2UCKYEaAABHON PYHKYIEI Decicr-
po6020 mruny, AKIIO ICHYIOTh HATYPAABHE YHCAO | >M

, Qymxuii VTV,
A,..,A €GL(,2), B,...,B, €F,, Taxki, mo

9(s. X) = (g 7 oo 0NS) 5 (5, X) €Vy XV, ,

Xr1

j€0,T -1, 1 wmarpumi

©)
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A€ BEKTOP (X, %r_;) =G(X) BmsHawaerscs 3a dop-
myaamu (5), (6), a

87 ()= (oA + 2+ 1 (810000 800) SAL - S00A ) (10)

zeV,, je0,T -1.
ITpuxaaa 2. CruckyBaAbHA (DYHKIIA AATOPHTMY
SHA-1 € dyukuiero perictposoro tumy. [Ipu mpomy
=32, m=16, n=5, T =80, a marpumi A,..,A vy
dopmyai  (10) BHU3HAYAIOTBCA  TAKUM  YHHOM:
A=A=A=A=1,, A =C® se |, — oprurnuna
matpurd mopsasky 32, C — maTpuns omneparopa Iiu-
KaiuHOro 3cyBy Ha 1 6ir AiBopyd. ®ymkmis f; mae

AAs Oyap-skux S=(S;,...,S,) €V,"

b

HACTYIIHHI BHTAAA!
s ¢
f,(8,, 5,185 8,) =8,C° + f,(5,,85,8,) +K;, 8,8, 85,8, €Vyp

Ae K; €V;, —neBna koucranra,

S,8, @s,s,, 0<j<19;
f.(s,,8;,8,) =15, ®s, ®s,,20< j<39; 60< j<79;
S,8, @s,8, Ds,s,, 40< j <59,
a omeparii OyAeBa MHOKEHHSA, AOAABAHHSA Ta 3aIIepe-
YEHHS BUKOHYETHCA HAA BEKTOPAMH S,, S, S, ITOKOO-

paunatao. Kpim Toro, oneparia + y dopmyai (6)
CIIIBIIAAA€ 3 TIOKOOPAUHATHUM OYAEBHM AOAABAHHAM
Ha MHOKUHI V|, a BiAoOpaxenua G € AIHIHEM HaA

Fi G(Xgreon X5) = (oo Xsg) X
(Xi ® Xi+2 @Xi+8 ® Xi+13)C > i EO, 63 [10]
3ayBaKUMO, IO AAA TTOOYAOBH CTHCKYBAABHHX

yHKIIIT MOMKHA BUKOPHCTOBYBATU PETICTPH 3CYBY
OIABIII 3araABHOIO BHTAfAY, IO BHU3HAYAIOTHCA 32

IIOAEM AC i+16 —

AOITOMOI'OFO AOBIABHUX BIAOOPaKE€Hb MHOKIHHI V,”J'1
Y MHOKHHY V, .

Anst Byab-sikoro sisobpamenns F, V"™ >V, Ta
mocAipoBHOCTI Az(A,..., A.), ae A, .., A, eGL(l,2),
HO3HAYIMO EINQ(FJ- ,A) aBTomat He3 BHXOAY 3 BXIAHHIM

andasitom V,, muoxnuoro crauis V" Tta dynkuiero

HepeXOAiB
30 (8) = (F, (2,810 50) S A, s S As) »

s=(s,,...s,)eV,", zeV,, je0O,T -1. (11)

3p0o3ymiA0, IO 3a3HAYEHHUI aBTOMAT CIIBIIAAAE
3 osmavennm sume P3 R(f,,A) y Bumaaxy, koan

A=(AA), Fi(z,5,8)=SA+2+Tf(S,...5,,)
AASL OYAB-AKHX j€0,T-1. Orxe,
3aMIHIOIOYH Y (DOPMYAIOBAHHI O3HAYEHHA (PYHKIIII

pericrposoro tuiry dpopmyay (10) mHa dpopmyay (11),

OTpI/IMaeMO OiABIIT I_HI/IPOKI/Iﬁ KAaC CTHCKYBAABPHHUX

Z,8,...S, €Y,
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pyHKIIIN, AKHUI OXOIIAIOE MaiKe BCl BIAOMI aATOpH-
T™H remryBaHHA ciM’i MDx (mpu mpomy, Ak IpaBHAO,

BiaoOpamenns F; V™ -V, je0,T -1, ¢ Giexrus-

S

HHUM 32 KOKHOIO 3MIHHOIO Z, n

pu OYAB-AKHX
ikCOBAHNX 3HAYEHHAX PEIITH).
ITpuxaaa 3. CruckyBaabHA (DYHKIIIA AATOPHTMY

MD5 6Gyayerbes Ha ocuosi P3 if{(Fj,A) , Ae 1=32,
m=16, n=4,T=64, A=A =A=1,,
Fj(z,51,32,53,34):sl+(fj(sl,sz,s3)+s4+z+KJ_)CV’

C — marpuig oneparopa HUKAIMHOTO 3cyBy Ha 1 OiT

AiBopyy, K;,v; — reBHi KOHCTaHTH,
55, Ds;s,, 0< j<15;
5,5, @ 5,5, 16< j<31;
fj(sl'52'53): " o .

s, @s,Ds,,32< <47,
s, ®(s,Vs,), 48< j<63.
je0,63, ¢

OIEKTHBHHUM 3a KOKHOO 3MIHHOIO Z, S, mpu (pikco-

3ayBamKuMO, IO BIAOOpaiKeHHA Fj ,

BaHUX 3HaYeHHAX perntu. [Ipu mpomy BiaoOpameHHsa
G, 1o BusHagae crrocib popMyBaHHS BXIAHOI ITOC-

AAOBHOCTI  Xy,...,X;_; 32 i IIOYATKOBUM BIAPI3KOM
(Xgres X 1) €V, Mae Burasa, Biamimmmit Bia (6), i
32AA€THCA HACTYITHHM YHHOM:
X(w:siymod1s» 16 <1< 31,
X =9 Xsaiymodisr 32 S 1< 47,
Xziymoarsr 48 <1< 63.

Posragmemo 3apa3 AOBIABHY CTHCKYBaABHY y-
HKIIIO pericrposoro tumy h:V xV,, =V 1 A0BiAb-
muit sexrop S eV, . 3posymino, mo mobyayBanHs
hs(m

KOAI31H  dpyHKIil PIBHOCHABHO PO3B’fA3aHHIO

CHCTEMH PIBHAHD

(. 00N = (87 0o gAY, (12)
(%o X7 1) =G (X000 X 1) 5
(% 3eees Xr 1) = G(Xg1 - X5 1) (13)

BIAHOCHO IapH PI3HUX HEBIAOMHX X, X" eV,, . 3aysa-
AKHMMO, IO IIEPINE 3 ITUX ABOX PIBHAHB (BIAHOCHO
HAOOPIB (Xgyeeer X5 1)
(Xs-n Xl ) V)T, Ges ypaxysamms obmexenns (13))

AOBIABHHUX HEBIAOMUX

pOSB’HSyeTbCH TpI/IBiaAbHO. L[C BHUITAMBAE€ 3 HACTYII-
HOro TBCpA}KCHHH.

Teepaxenua. Hexait

A, .., A eGL(,2),

f; V" 5V, a byuxmais @Y susmauaersea 3a do-

pmyaoro (10), zeV,, je0,T —1. Toal Aast OyAb-AKHX
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Joseor Joy €0, T =1 icHye TOYHO OAMH BEK-

RS OF

Aoseaennsa. Hexall AAfl IPOCTOTH HO3HAYEHD

s,s'eV,",
TOP (Xgy Xy) €V, Taxmit, mo 8" = (g .

, 1e0,n—-1. ITokaaaemo
_ (40D
- (¢><i,1 ©

Tpeba mokasary, mo BekTop (X, ...

ji:

s® cHN)E) = (6,8, Te0n. (14)

, X, 1) OAHO-
3HAYHO BHU3HAYAEThCA 3 cucremu piBHAHL (14) 32
sisommvu sravennavm S ta s,

3 dopmya (10) Ta (14) BHIAMBAIOTH HACTYITHI

piBHOCTI:
=S 1L
s =slDA, .., 80 =stDA s =s"DA ieln. (15)
Buxopucrosyroun dopmyan (15), orpumaemo,
mo S(n) _S(n_l)Ah-l (n Z)Ah—zph—l 251(1)'6&"' A=
(2 A + fo (s .. ,Sﬁ)l)JrXo)P&'“ Ay

3 ocTaHHBOI PIBHOCTI MOKHA OAHO3HAYHO BIA-
0)

g(i-D

15n-1 )+Xi—l’

moBHTH X, 32 Bisommmm S Ta s a, orxke, oburc-
amra sY 32 hopmyaoro (14).

Aani, Buxopucrosyroun dopmyan (15), orpu-
mo  sM=stIA —shA A

51(2)A1"' A]*Z = (5.51)'% + f1(51(1)’ s SO )+X1)A‘J.AFZ

' n-1
3BIACH OAHO3HAYHO BIAHOBUMO X; Ta OOYHCAH-

Ma€EMO,

2
Mo smavenus P 3a dopmyaoro (14).

[IpoAoBKyrOYH aHAAOTIYHI MIPKYBAHHSA, OAHO3-
BIAHOBUMO  yCI ~ KOOPAMHATH  BEKTOPa

. X1) - TBEPAKEHHS AOBEACHO.

HaYHO

(.-
Hacaiaok 1. 3a ymoBoro 1BepAkeHHA OlHApHA
onepariis

(5, X) > (g2 oo 2)(), 8, %= (%,

€ kBasirpynoro ma Mmuaoxuni V" (to6ro oboporHa 3a

WX, ) eV,

KOKHUM aPIYMEHTOM IIpH (DIKCOBAHOMY IHIIIOMY).
Hacaipok 2. Hexait T =nt. Toal aas Oyab-
sxux S, S €V," piBusHmsA
(T-1)
(4.7 °

ol(T-n)

OEN
pO3B’A3KIB  (Xg,-y X 4) €V,T, K
3HAXOAATBCA Y B3aEMHO OAHO3HAYHIN BIAIIOBIAHOCTI
s™, s . sy ey, !,

3ayBaKMO, ITIO OTPUMAHE TBEPAKECHHA Ta HAC-
AIAKH 3 HBOIO 33AHINAIOTHCA CIIPABEAAUBHMHU H Y

Ma€ TOYHO

3 Habopamu (

GiABIT 3araABHOMY BUTIAAKY, KoAn bymkiis ¢ pu-
sHauaroteca 3a dopmyaoro (11), a BianoOpamenHs
F V"™ >V, ¢ GieKTHBHUM 32 KOKHOIO 3MIHHOIO Z,

S, Ipu OyAb-KHX (DIKCOBAHUX 3HAYCHHAX PEIITH,

je0T —1.
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Taxkum unaOM, skmmo h:V xV,, -V, € dyHk-
LIIEIO PEriCTPOBOIO THIIY, TO AAfL OYAB-AKOTO BEKTOPA
s@ eV, w™HOK)HHA BCiX po3B’A3KB  ((Xg,..., Xt 4),
(Xgse-r X7 1)) e\/,T ><\/,T piBaauag (12) mae mpocTmin
AATOPUTMIYHHI OITHC, IO AO3BOAAE IIEPEAITYBATH
Il pO3B’A3KH B PEKIUMi PEAABHOTO 9acy. Tomy ocHO-
BHA TPYAHICTb HOOYAYBaHHA KOAsifl cymkuii h,

IIOAATA€ B 3HAXOAKEHHI CaMe TaKHX PO3B’A3KIB, fAK
3aAOBOABHAIOTH AOAATKOBOMY OOMeskeHHIO (13).

Ansi posp’azannsa cuctem piasae (12), (13), B
IIPHHIIAUI, MOXKYTh OYTH 3aCTOCOBAHI BIAOMI 3araAbHi
METOAH, 30KpeMa, HMOBIPHICHII METOA [2] 200 MeToA
CTATUCTHYHUX HAOAMKEHD
[1, 6]. BayBaxkumo, 1110 iAcl, Ha AKHX OA3yIOTHCA OCTAHHI
ABa METOAH, BHKOPHUCTOBYIOTBCHA IIPH IIOOYAOBI Tak
3BAHMX PI3HEIEBUX aTAK HA CTHCKYBAABbHI (DYHKIII aA-
roput™iB rerryBarasA cim’i MDx [6, 11-16].

Bucnosxu. CruckyBaspni (pyHKI Maixe ycix
CyJacHUX aArOpHIMIB rerrysanvd cimi MDx Oyay-
FOTbCA HA OCHOBI IIEBHHUX PEriCTpiB 3CyBy HaA aAda-

CKIHYEHHUX aBTOMATIB

BiToM ToTyRHOCTI 2', A€, Ak TpaBmAo, | =32. 3apa-
ya IIOOYAYBAHHA KOAI3IH CTHCKYBaABHHX (DYHKIIH
PETICTPOBOTO THITy PIBHOCHABHA PO3B’A3AHHIO CHC-
TEeM aBTOMATHHUX piBHAHBb BUTAAAY (12) mpu oOme-
axenaAx (13), mpudomy MHOMKHHHE BCIX pPO3B’A3KIB
TakuxX piBHAHD (0€3 ypaxyBaHHA OOMEKEHb) MAIOTh
IIPOCTHH AATOPHTMIYHHUIT OIHC, IO AO3BOAfE II€pe-
AI9YBATH IIl PO3B’fI3KHM B PEKUMI PEAABHOIO dYacy.
Omxe, CTIKICTD 3a3HAYEHHUX TeI-(PYHKIIH BIAHOCHO
aTaK, CIPAMOBAHHUX HA ITOOYAYBAHHSA KOAI31H, Oa3yeTn-
CSl HA CKAQAHOCTI 3HAXOAKEHHS X092 O OAHOTO eAe-
MEHTY IIEPETHHY ABOX CKIHYEHHUX MHOKHH, KOKHA 3
AKHX 33AA€TBCA 32 AOIIOMOIOIO IIPOCTUX aATOPUTMIY-
HUX 1poreAyp. PakrudaHe 3HAYEHHA CTIHKOCTI KOK-
HOT'O OKPEMOIO aATOPUTMY IEINYBAHHA 3 O3HAYEHOIO
KAACY 32ACKUTH BIA BAACTHBOCTEH (DYHKII 3BOPOTHO-
ro 38’A3ky (Burasay (10) abo (11)) BiaoBiaHOTO peric-
TPy 3cyBy Ta BisoOpakernus G Burasay (5).

OAHIEIO 3 32A2Y ITOAAABIIIUX AOCAIAXKEHD € IIO-
OyAOBa CHCTEM aBTOMATHUX PIBHAHD, IO OIHCYIOThH
CTUCKYBAaABHI (DYHKIII OIABII CKAAAHHX aATOPHTMIB
rerryBanas, HOoAIOHNX SHA-256 ta SHA-512. 30k-
peMa, BHUKAMKAE IHTEPEC BIATIOBIAb Ha 3aIIUTAHHSA
IIPO CIPABEAAHBICTH AAA 3a3HAYECHUX AATOPUTMIB
AHAAOTY TBEPAMKECHHSA, AOBEACHOI'O Y AAHIIT CTATTI.
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BE3KAIOUEBBIE XOII-®YHKIIMNI
PETHICTPOBOTI'O TUIIA

BeskaroueBble  X3II-(PYHKIIMH OTHOCATCA K HaHOOAee
BaKHBIM KPHITOIPA(PUICCKUM IIPUMHTABAM U IIPHMe-
HAIOTCA B COBPEMEHHBIX CHCTEMAX IIU(PPOBAHHA, AyTEH-
TUUKAITIH, TH(POBOI ITOAIINCH, ITEHEPALIMH KAIOYUCH H
1.A. HecMorpsa Ha 3amerHBIN 1Ipoliecc B pa3paboTke pas-
AMYHBIX 2TaK HA “KOHKpPETHBIE X3II-(PYHKIIHH, IIOHUMA-
HUE 3aKOHOMEPHOCTCH, ACKAIIUX B OCHOBE YKA3AHHBIX
aTaK, HAXOKACHHE YCAOBHH HX IIPUMEHHUMOCTH U pa3pa-
OOTKA METOAOB OLlCHUBAHUA HUX 9(PEKTHBHOCTH ABASA-
IOTCS IIPEAMETOM AKTHUBHBEIX AAABHEMIITUX MCCAEAOBAHUIL.
IleAp CTATBH COCTOMT B YCTAHOBACHUH ODINNX YCAOBHIA,
OIIPEACASIFOIIUX IIPAKTUIECKYIO CTOHKOCTb IIHPOKOIO

KAACCa XOII-(DYHKITHE, OCHOBAHHBIX HA PETHCTPAX CABH-
ra, OTHOCUTEABHO aTaK, HAIIPABAEHHBIX HA IIOCTPOCHHE
KOAAM3HE uX CkuMarommux Qyskinui. [lokasano, dro
32Aa9a IIOCTPOEHHA KOAAM3HM CBOAUTCH K PEIIeHHIO
ABTOMATHBIX YPAaBHEHHH OTHOCHTEABHO ABOMYHBIX HEM3-
BECTHBIX, JAOBAETBOPSIOIIUX OIIPEACACHHBIM OIpaHMYE-
muAM. [Ipr sTOM MHOMKECTBA BCEX PEITEHUI TAKHX YpaB-
HeHni (0e3 ydera OTPAHMYCHHE) HMCIOT IIPOCTOE AATO-
PUTMHYECKOE OITHMCAHNE, UTO ITO3BOAAET IIEPEUNCAATDH
3TH PEITIeHHA B PEKUME PEAABHOTO BPEMEHH.
KaroueBble ca0OBa: Oe3KkArOUEBasd XOII-(PYHKIIUA, ITOUCK
KOAAM3UM, KOHEYHEI aBTOMAT, HEAMHEMHBIN PErUCTp
CABHT2, CHCTEMA aBTOMATHBIX ypaBHeHni, MDx, SHA.

KEYLESS HASH FUNCTIONS
OF SHIFT REGISTERS TYPE

Keyless hash functions are one of the most important
cryptographic primitives and are used in modern encryp-
tion, authentication, digital signature, keys generation
systems, etc. Although conspicuous progress in develop-
ing of various attacks on "specific" hash functions, under-
standing of the principles underlying these attacks, deter-
mining the conditions of their applicability, and develop-
ment of methods for their performance estimating is an
active subject of further research. The goal of this paper is
to establish the general conditions of practical security for
a broad class of hash functions based on shift registers
against collision search attacks on their compression func-
tions. It is shown that the problem of building of colli-
sions can be reduced to solving some automaton equa-
tions with binary unknowns satisfying certain constraints.
Then the set of all solutions of these equations (without
constraints) have simple algorithmic description that al-
lows to enumerate these solutions in the real time-mode.
Index Terms: keyless hash function, collision search
attacks, finite state automaton, nonlinear shift register,
system of automaton equations, MDx, SHA.
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