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Mema: npoananizyeamu numanusi npomuoii kibepzrouunnocmi nio wac nawdemii COVID-19 ma
3aNponoHy8amu  WISAXU NOCUNeHHs Kibepbesnexku 6 Ykpaini. Memoou OocnioxncenHsa: y npoyeci
00CHIO0JHCEHHSL  BUKOPUCTAHT  3A2ANbHOPINOCOPCOKUL,  KOMRAPAMUBICMCOKULL  MAd  (heHOMEHON02IUHUL
memoou. Qb6z060penHns: 00IPYHMOBAHA HeOOXIOHICMb 8 YMO8AX 3POCMAHHA KiIbKOCMi U CKIAOHOCHI
KIOep3/104UHi6 NOCUNIeHHs MIJDCHAPOOHOI Cnienpayi ma 800CKOHANEHHS YUHHO20 3aKOHOOABCEA, 30Kpemd,
WOo00 ereKMpPOHHUX OO0KA3I8, 3aNPONOHOBAH] Memoou 3axucmy 6i0 kibepuiaxpais. Pe3ynvmamu: eudineni
OKpeMi 6uou KiDep3nouuHie, Ha sKI CIi0 36epHYmMuU yéazy nid 4ac nawoemii KOpoHaegipycy, ocobnusa ysaza
npudinena  coyianvHill  iHocenepii,  Kibepwiaxpaiicmgy, APT-amaxam wa  00’exkmu  KpumuyHoi
iHpacmpykmypu; HaoaHi nPono3uyii w000 800CKOHANIEHHA YUHHO20 3AKOHO0A8CMBA MA NPONO3UYIi Wo0o
npomudii waxpaiicmay.

Kntrouoei cnosa: nanoemiss COVID-19; kibepznouunnicms,; waxpaiicmeo, Kibepbesnexa, kibepamaxa.

IHocTanoBka npodiaeMu Ta Il aAKTyaJbHICTBH.
OmHUM i3 MeXaHi3MiB, IO CYTTEBO MO3UTHBHO
BIUIMBA€E Ha PO3BUTOK CYYaCHOT'O CYCIIBCTBA, €
[aTepHeT, KU € IKepeaoM 3HaHb, 3ac000M KOMY-
HiKamii, 1HCTpyMEHTOM [HU(POBOI E€KOHOMIKH Ta
YIpaBIiHHSL.

€pponeliceknit  Coi03 BH3HAYUB TOLIHUPEHHS
BUKOPUCTAaHHS UU(PPOBUX TEXHOJOTIH OTHUM i3
HAMBaXJIMBINIMX TPIOPUTETIB CBOTO PO3BUTKY Ta
sanpoBaauB Iludposy inimiatuBy EU4Digital [1],
10 Ma€ Ha METi MOIUPUTH €IUHUN TUPPOBHN PU-
HOK €Bponeiicbkoro Coro3y Ha CXigHI KpaiHH-
naptHepu. Po3BuTOK moteHiany nudpoBoi eKOHO-
MIKH 1 CYCHIbCTBA MIPHUBEE 0 €KOHOMIYHOTO 3pO-
CTaHHsI, 30UIBIICHHS 3aiHATOCTI HACEJICHHS, HOTro
JIOXOMIB Ta HAIXOIKEHBL JO OIOKETY, CTBOPEHHS
HOBHX POOOYMX MiCIlb, OJIIIIICHHS XUTTS JIFOJCH 1
PO3BUTKY Oi3HECY.

i xpokn MOXXyTh Aogatu 415 Mipz eBpo mopi-
YHO HA €KOHOMIYHE 3pPOCTaHHS, KOHKYPEHIito, iH-

BecTHIIi1 Ta iHHOBaIlii B €C; CTBOPUTH KpallHid 10-
CTYTI JIJIs CTIO’KMBAYIB 1 MiAPHUEMCTB, MIPEICTaBHU-
KiB MaJIOTO Ta CepeHBOro Oi3HECy Ha PUHKY /O
IUQPOBHUX TOBAPiB 1 MOCIyr Mo BCiil €Bpormi; AaTh
MOJJIMBICTh PO3POOUTH HAJEKHI YMOBH IS T10O-
HIMPEHHS IHHOBAIIHHUX ITOCIYT.

LndpoBi TeXHONOTII CTalH KIOYOBOIO CKJIa0-
BOIO KOJIGKTUBHHX 3YCHJIb 110 OOpOTHOI 3 MaHaeMi-
€10 KOPOHABIPYCY Ta y MIATPUMIII HOBHX CIIOCOOIB
JKUTTS 1 TIpalli, coliajbHOI B3aeMOJii B IIeH HaJ-
3BUYAWMHMM BaKkuil yac. Tak, HanpuKiIan, MITy4Y-
Huii inTenekt (ILI) Ta cynepkomn’1orepu BUKOpUC-
TOBYIOTBCS JIJIsI BUSIBIICHHSI 3aKOHOMIPHOCTEH pO3-
TTOBCIO/KEHHS BipyCy, pO3pOOKH MOTEHLIHHUX Me-
TOJIB JIIKyBaHHS Ta CTPATETiil BiTHOBIECHHS.

VY Crparerii HamioHaNbHOI Oe3mekn YKpaiHwu,
3aTBepmKkeHoi Ykazom Ilpesumenta VYkpainm Bix
14 Bepecns 2020 poky Ne 392/2020, 3a3HaueHo, 110
NOIIMPEHHsT KopoHaBipycHoi xBopodu (COVID-19)
BUSIBUJIO KPHUTUYHI INpoOjeMu B iHQoOpMaIiitHii
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cdepi, B cUCTEMaxX OXOpPOHH 3IIOPOB’SI Ta COITiaTh-
HOTO 3aXHCTY, CIIPHYUHIIIO 3pOCTaHHS 0€3pO0ITTS.
[Tarmemis pyiiHye ycTaleHW CrHoci® KUTTS, 3a-
I'POKYy€ MPOJOBOJILUOMY 3a0€3[CUEHHIO, IIEPEIIKO-
JUKa€E BITLHOMY PyXy KaImiTairy, TOBapiB Ta poOodoi
CWIH, 3aBJa€ MKOAU chepi MOCIyr Ta, 3pEIIToro,
MiABHIIYE TPOTECTHI HACTPOi y CYCHINBCTBAaxX i
KOH(JIIIKTHICTh Y MIDKHAPOJHHUX BiTHOCHHAX.

AHami3 OCTaHHIX aocaimxkeHb 1 myOJaikamiii.
Pi3Hi acnexTu mpoGieM 00poTHOM 3 Kibep3nourH-
HICTIO OYJIM MPEMETOM JTOCIiPKEHHS TAKUX BITYU-
3HSHUX HayKoBWiB, 5K AxmwpcskaHM, Byty-
30B B.M., T'aBnoscekuii B.JI., T'ony6es B.O., Tity-
nina K.B., Jlememiok C.B., CaBuenko A.B., Xaxa-
HoBcekui B.I'., [llanouka C.B., Illenomenies B.I1.
Ta iH. [Ipore Garato murank, 30kpemMa, 0COOIMBOCTI TIpa-
BOIOPYIIEHb Wi 4Yac maHaeMii, moTpedyoTh Mo-
JABIIOTO JAOCIIKEHHS Ta BUPIIICHHS y MPaKTHY-
HIW UIONMHI.

Buxnan ocHoBHOro marepiajy. 3Ha4HOIO 3a-
IPO30I0 ISl PO3BUTKY 1H(POPMAIIIIHOTO CYCIUIBCT-
Ba € Kkibep3nounHHicTh [2]. BrpaT cBITOBOI eKko-
HOMIKH 4yepe3 KiOep3JIoYrHH 1 BUTpATH Ha 3abe3re-
YEeHHS 3aXHCTY BiJl HUX Y I[bOMY POIli MEPEBUIININ
1 TpyH monapiB, TOMI SIK IE IBA POKU TOMY 115 CyMa
cranoBmia Onm3pko 600 mupn nomapis. [lpo me
Haerscst y 3BiTI BUPOOHHMKAa aHTHBIPYCHOTO IIpO-
rpamHuoro 3abe3neuenns McAfee [3]. Kibep3moun-
HII aKTHBHO BHKOPUCTOBYIOTH Temy COVID-19
IUIsl CTBOPEHHS PI3HOMAHITHUX 3JIOUMHHUX CXeM. Y
TOMH Yac, KOJIU MepeBakHa YaCTHHA JIIOACTBA HaMa-
rajacsi BHUIPABUTH CHTYallil0, KPUMIHAIITET B
YCbOMY CBITi IT0YaB BUKOPUCTOBYBATH L0 MpoOe-
MYy B CBOIX IIJISIX.

Taky moBeniHKY 3JIOYHHIIIB CIIiJ{ HA3UBATH OIIO-
PTYHICTUYHOIO, a/KE MiJA TEPMIHOM OMNOPTYHI3M
(ppanm. opportunism — IPUCTOCOBHUIITBO, Bif JarT.
opportunus — 3py4YHHWH, BWUTIAHWN, CIYIIHWAH) 3a-
MPOTMIOHOBAHO PO3YMITH HOBEAIHKY, METOIO SIKOI €
OTPUMAaHHS BUTOJJ HEYECHUM HUISIXOM [4].

V crarti Bunannsa Stabroek News «Coronavirus
and opportunistic crime» [5] 3a3HayaeTbCs, MO
ONIOPTYHICTUYHI 3JI0YMHH — L€ 3JI0YMHHU, SKI BUH-
HSIIOTHCS BHACIIZOK TOSBU MEBHUX OOCTaBUH, IO
CTBOPIOIOTH MOXJIMBOCTI JUI IXHHOTO BUMHEHHS.
Taxi 37104HHYU, HMOBIPHO, HE Oy O BUMHEHI, SIKOH
oOcTaBu-

CIIo4aTKy HE€ BHHHKIIU CHpI/ISITJ'[I/IBi

HU/YMOBH.

CkaxiMo, panimre HeOOXiTHICTh (Hi3UIHOTO TIe-
pEMIIIEHHST BEIUKOi KITBKOCTI TOTIBKM B KOHKPET-
HE MiCIle, HalpUKIaa, JOCTaBka 3apoOITHOI TUTaTH
Ha 3aBOJIH, CTBOPIOBAJa MOXKIIMBICTH I TPabekKiB.
Hapasi, ymoBH /11 BUWHEHHS TaKUX 3JIOYHMHIB 3HA-
YHO 3MEHIIMJIMCS Yepe3 CTBOPEHHS Oinbin Oesmney-
HUX METOJIiB TPaH3aKIIil.

3no4nHLI, SKI BUKOPHCTOBYIOTH i1H(opMariiHi
TEXHOJIOT1, HaJ[3BUYAIHO IIBUJIKO aJaNTYKOThCS JI0
3MiH y CYCHINBCTBI Al MiABHUILEHHS PiBHS KpUMi-
HaJILHOTO MpHUOYTKY. BoHU mouanu Ginbin egexTu-
BHO BHKOPHCTOBYBaTH TpaIulliiiHi METOAN KiGep3-
JIOYMHHOCTI, TaKi SIK coLlialbHa iHXeHepis, PiluHr
(criemianbHa METOJIMKA MaHIMyJAIil, siKa Jomoma-
rae 3MyCHTH JIIOJMHY BiJJIaTH 3JIOBMHUCHHUKaM He-
0O0XI1IHI JJaHi) Ta MIaXpamncTBo.

Tak, komnanis ESET, mo € ogniero i3 mpoBi-
HUX (GipMm y Tanysi indopmariitHoi Oe3meku, MoBi-
JIOMJIsie TIpo BUsiBIIEHHS HOBoi APT-rpymu, sika BU-
Kpajae KOHQIJACHIINHI JOKYMEHTU JEPKABHUX YC-
TaHOB y KpaiHax CxigHoi €Bponu Ta bankaHcbkoro
niBoctpoBa. Y 2020 poui 1 rpymna Kidep3/I0urHIIIB
y CcBOIX (IIIMHTOBHX KaMIaHisiX BUKOPUCTOBYBaja
temy COVID-19, naacunaroun (ilnImHIOBI €JIEKT-
poHHi JucTH pisHoro tumy (anria. APT — advanced
persistent threat (mocriiina 3arposa mmiaBHIIEHOT
CKJIQTHOCTi) — Pi3HOBHJ CKJIQJHHUX KibepaTak 3 Me-
TOI0 OTPUMAaHHsS HECAaHKLIOHOBAHOTO AOCTYIY IO
iHpOpMaLiHHUX CHCTEM Ta BCTaHOBJICHHS NPHXO-
BAaHOT'O JIOCTYIly 10 HHMX Ul BUKOPUCTaHHS abo
KOHTPOJIIO B Mail0yTHhOMY) [6].

®daxiBli AEepKaBHOTO IEHTPY KiOepHEeTHYHOI
6esnexku (NCSC), akuil € 4aCTHHOIO OPUTAHCHKOTO
PO3BilyBaJbHOTO BiJOMCTBA, MOBIJOMIISIOTH, IO
3aikCOBaHO LTy HU3KY KiOepHamaniB 330BHi, SKi
MaloThb Ha METi 3AMPHULTBO Ta BUKOPUCTOBYIOThH
NMOOOIOBAaHHS HACEJICHHS IOJ0 PO3IOBCIOKEHHS
KopoHaBipycy. Maerscs mpo deiikoBi IMCTH eeKT-
POHHOI TOIITH HIOMTO BiJ OPUTAaHCHKUX OpraHiB
OXOPOHH 3I0POB’sl, SIKi MICTATH JIIHKM Ha BaXKJIUBi
TIOHOBJICHHSI KOMII 'FOTEPHOI CHCTEMH, a HaCIpaB.i
NPy HAaTHUCKaHHI Ha HUX CHCTEMa OTpHMyBaya 3a-
PaKaEThCS MIKIUIMBUMH KOMIT IOTEpHUMH Bipyca-
MH 1 HAIIOBHIOETHCS LIMUTYHCHKUMU POrpaMaMHu.

Takox 3704yMHIN ymaBainu i3 cebe MpeacTas-
HUKIB BcecBiTHBOI opraHizallii OXOpOHH 310pOB’S
ab0 OpHUTaHCHKOI IEeP)KaBHOI CITy>)KOM OXOPOHH 3/10-
pos’a NHS. Ilpu nipomy jxepTBam ImaxpancTBa po3-
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cwianach (peiikoBa iH(popMaIlis MOA0 ycTaTKyBaH-
HS Ta JIKiB, AKi HIONTO Manmu O AOMOMOTTH y 0O-
poTe0i 3 KopoHaBipycom. Ilpm 1mbomMy Kibep3imo-
YUHII BUMaraiy ¢GpiHaHCOBOI JOTIOMOTH IS BEACH-
HS TOCHIDKEHb 3 BUPOOJICHHS BaKIIWHU MIPOTH ITHO-
ro Bipycy.

BpuTancbka po3Bijika MOBIJOMIISE, MO0 XaKePCh-
KOO TPYIOI0, sIka BUKOPUCTOBYE TII00ANBHY KPHU3Y,
3B’s3aHY 3 KOPOHABIPYCOM, € KiOepyrpyryBaHHS
Hades.

Y ®PH kibep3:104MHIlI HAMararThCss 00OMaHHUM
IUISXOM OTPUMATH JICPXKABHY JIONIOMOTY  JUIs
MiIPUEMCTB, 10 TOCTPAXKAATN BijJi KapaHTHHHUX
3aXO0JiB.

CriBpoOITHUKH HIMEIBKOT IOJIILII Ta CHell-
CIIy’)kO BUSIBIJIM JECATKHA IIaXpalChbKUX CalTIB
HIMEI[LKOI0 MOBOI, METOI0 SIKUX OYJI0 TpHUBIac-
HEHHS JepXaBHOI (PIHAHCOBOI JIOTIOMOTH  JIJIS
MiIPUEMCTB, 10 TOCTPAXAAIM BiJ] HACIIIKIB 00-
MEXYBaJbHUX 3aXO0JIIB.

3okpema, Ha AoMeHi wirtschaft-nrw.info xibep3s-
JIOYMHIII TIOBHICTIO BiATBOPWIM OQIMIHHUKA caiiT
(dhenepanpHOl
[liBHiunuit Peitn-Bectdanis. Delik wmictuB yci

MinicrepcTBa  €KOHOMIKH 3eMti
po3auu i BOyIOBaHI €JIEMEHTH CIPaBXHBOIO Caii-
Ty, BKIIFOYHO 3 PO3/IIJIOM 1po 00poThOy 3 deiikamu
Ta €KOHOMIYHUMH 37104MHaMu [7].

€Bporeiicbki MPaBOOXOPOHHI OpraHW MPOBEIU
pO3CIimyBaHHS JECATH BHIAAKIB LIaxpaicTBa 3
TEXHIYHOIO MiATPUMKOI0. CIOYaTKy 3JIOBMHUCHUKHA
CHUIKYBaJWCh 31 CBOIMH JKEPTBAMH TeJIEPOHOM,
BHUJaI04H cebe 3a TEeXHIYHHWX MPAI[iBHUKIB HEHTPY
HNiATPUMKH TporpamHoro 3abesneuenss. Ilin npu-
BOJIOM TOTO, LIO iXHIA KOMII'toTep Ta/abo MOOiIb-
HUU TPUCTPIA «3apa)keHi» MIKIAITUBAM TpOTpam-
HUM 3a0€3MEeUCHHSAM, 3JIOYMHLI MOMPOCHIN IIO-
TEpIITMX BCTAHOBUTH NpOrpaMHE 3a0e3IedeHHs
JUTS BiJIaJI€HOTO JOCTYITy, 100 HIOWTO BUPIMIUTH
npobiemy.

TakuM 4MHOM, 37I0YMHLI OTPUMANH MOBHHUH 110-
CTYIN 10 KOMII'I0oTepa abo MOOIIEHOTO IPUCTPOIO, a
OTXe, 10 30epeKeHUX Ha MPUCTPOSIX MEPCOHAIb-
HUX JaHWX. BUKOpHCTOBYIOUM MNEpCOHANbHI JaHi,
3JI0BMHUCHHKH IIE€PEPaxOBYBaIH I'POLIi 3 €IEeKTPOH-
HUX OaHKIBCHKHUX PaxyHKIB (€JIEKTPOHHOTO OaHKiH-
ry) Ha OaHKIBCBKI PaxyHKH, IO KOHTPOJIOIOTHCS
HUMH CaMHMH a00 iXHIMH CIiBydyacHHKamH. Y 0Oa-
raThbOX BUIIAJKaX BOHH HAaBiTh BUMAaraid BCTaHOB-

JEHHs TPOrpaM BiIJaleHOTO YOpPaBIiHHA Ha
MOOITBPHUX TenedoHaX MOTEPHiNX, 100 MOXKHA
OyJI0 OTpUMYBATH TEKCTOBI MOBimoMIIeHHS (SMS) 3
omaopaszouMu komamu (OTP), sxi dinancosi
YCTaHOBH HAICHJIAIOTh 3 MipKyBaHb Oe3meku [8].

Iupoke BUKOPUCTAHHA TEXHOJIOTiH Ta 3pocTa-
104l TEMNHU MiJKITIOYeHHs 10 [HTepHeTy B ychoMy
CBITI B MOEAHAHHI 3 MOCTIHUM PO3BUTKOM HOBHX
TEXHOJIOTIH, sIKi 3a0e3MedyroTh aHOHIMHICTh B IH-
TEpHETi, MAalThb 3MOTY KiOep3/IOUYMHHOCTI OyTH
HU3BKOPU3UKOBOIO Ta BHUCOKOMPHOYTKOBOIO CIIpa-
Boto. Uepes 1me y JaBa HaWOMMKYI ACCATHIITTS
KIOEP3JIOUMHHICTh  3QJIMIIIATUMETHCSI  OJIHIEID 3
cepio3HMX Tpo0IIeM IS PO3BUTKY CYCIIJIbCTBA SIK
B YKpaiHi, Tak i B 6ib1ocTi Kpaiu ¢sity [9].

Mannemiss COVID-19 mnocununa 3pocTaHHs
cnenuivHUX BUAIB KiOEP3JIIOUMHIB, OCKIIBKH TPO-
MaJsHU Ta Oi3HeC aKTHBHO WHIYKAIOTh HEOOXiIHY
iHpopMaLilo Mpo 3axoau NpodiNaKTHKH W JIKY-
BaHHS BiJ HeOe3mewHoro Bipycy. BimnosinHo,
3pociia KUIBKICTh HOBUX JIOMEHIB Ta BeOCAMTiB,
3B’s3aHux i3 COVID-19. OnHoyacHO 3 MOYaTKOM
criajaxy maHaeMii KiOep3JIoUYnHIl aKTHBHO EKCILTY-
aTyIoTh 1[0 POOJIEMY, CTBOPIOIOUM (EHKOBI caliTu
Ta CIIOHYKAIOYH JII0JIe KynmyBaTH (anbcudikoBaHi
niku, 100aBKM i BaKIWHU. 3a JaHWMH, 3i0paHUMHU
Ta mnpoaHamizoBanumu Atlas VPN, kinbkicTe
¢immArOBMX BeOCAWTIB Mg dYac KapaHTHHY
COVID-19 3pocna na 350% [10].

[lanmeMis TakoX TOPOIWIIA HIMPOKI KamIiaHii
moao0 Ae3iHopmalii CTOCOBHO CHOCOOIB MOIMIH-
pEHHSI BipyCy, METOJIiB JIIKyBaHHA Ta MpodilakTH-
Kd. Po3noBcromkeHHsT (eMKOBUX HOBHH CTajlO0 OJ-
HIi€I0 3 BUPIMIAIBHUX 3arpo3 Mij 4ac MaHzieMmii, Bo-
HU HAJAa0Th HOBI MOXUIMBOCTI JIJIsl KiOEP3IIOUHHIIIB
y BIIPOB/IXKCHHI CBOiX CXEM, a TaKOX MiAPUBAIOTh
JIOBipy 0 Jep)KaBHUX YCTaHOB Ta 3axofiB. Tak,
Cryx0a Oesrnekn YKpaiHU BUKPHIIA 1 MPHUITHMHWIA
nmisutbHicTh ToHan 450 iHTepHeT-ariTaTopiB, fAKi
MOLIMPIOBAJIM HENPaBAUBY iH(OpPMAIiIO PO KOpo-
HaBipyc B VYkpaini. Ilik mommpenns ¢eiikiB i
NaHIYHUX HACTPOIB CIIOCTEPIraBcs Ha IMOYATKy Ka-
paHTHHHUX 3axoiB [11].

OcobnuBoro Kibep3axucTy noTpedyIoTh
odimiiHI IHCTHUTYIII1, 3aisHI B MMOAOJIaHHI TIpo0IIe-
MU TOIIMPEHHS BIpyCy, SKi 3a3HAIOTh MOTYXHHX
kibeparak. Tak, Hanpuknan, y nucronani 2020 po-
Ky xakepu i3 KH/IP namaranvcsi IpOHUKHYTH B CH-
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CTEMH OPUTAHCHKOTO BHPOOHHKA JIKIB 1 pO3pOOHH-
ka BakiguHU Bix COVID-19 AstraZeneca. Sk mo-
BIJOMWJIO areHTcTBO Reuters i3 MocwiaHHSIM Ha
BIIACHI JDKepena, Xakepu BUAaBalil cebe 3a peKpy-
TepiB 1 3a jgomomororo Linkedln Tta WhatsApp
3BepTamCs 0 NepcoHany AstraZeneca 3 HeIpaBs-
JUBUMH TIPOMO3UIIIAME 1Ipo poboTty. Ilicnsa 1mporo
BOHHM HaJliCJIany JOKYMEHTH 3 HIOWTO MOcaloBUMHU
THCTPYKUISIMH, SIKI MICTHJIM WIKIATUBUN KOJ, TPH-
3HAYEHHUH IS TOCTYITy 10 KOMIT I0Tepa MOTepHisol
ocobu.

ATtaku OyJu CIIpsIMOBaHI Ha IIUPOKE KOJIO OcCi0,
0 BKJIFOYAJIO CHIBPOOITHUKIB, SIKI MPAIIOIOTh HaJl
nochipkenasimu COVID-19. [lpore, 3a nanumu
CHIBPOOITHUKIB BHUIAHHSA, III CIPOOM HE BHAIHU-
cs [12].

A Bxe y rpyani 2020 poky yHacHiJIOK Xakepch-
Kol araku Ha €BpOMNEHCHKY areHIilo JiKapChbKUX
3aco0iB (EMA), po3ramoBany B AMcTepaami, Oyin
BUKpaJicHi JOKyMEHTH, 3B’si3aHi 3 JOIMYCKOM Ha
PHHOK BakIMHHU BiJ KOPOHABIpYyCY HIMEIBKOI KOM-
nanii BioNTech ta amepukancekoi Pfizer. Ekcriep-
TH BB@XalOTh, IIO 32 LUM CTOATH CIICLCITYKOU
okpemux nepkan [13].

VY 3B’A3Ky 13 PI3KUM 3pOCTaHHSIM I[HTepHeT-
aKTUBHOCTI ~ 3HA4YHO  30UThIIMIACS  KUTBKICTh
mraxpaiicbkux aiid i B Ykpaini. Tak, 80% Big ycix
3BepHEHb TPOMAJIIH Y KiOEpIIOMilil0 CTaHOBIATH
MOBIJOMJICHHSI Mpo Mmaxpaiceki naii B IHTEp-
meTi [14].

3a cinoBaMu (axiBIiB, HAMOUIBII TMOMIUPEHUMHU
BUJIaMH MIaXpalCcTBa y BIpPTyaIIbHOMY IPOCTOpI €
MPOJaX HEICHYIOUHMX TOBapiB, a TaKOX (HILIMHTOBI
OHJIAi{H-Mara3uHH.

HaifvacTime 31mo0/ii ONIyKyrOTh rpoMajisiH, Mpo-
JIaI0YM HEICHYIOYi TOBapy Ha MalJaH4YMKax OToJo-
meHb abo B comMepexax. Sk mpaBmiio, B TaKHX
BUITQJKax TOJOBHOIO YMOBOIO IOKYIKH € IOBHA
nepeaoiaTa 3a ToBap.

[Ile oxHi€0 MOMIMPEHOIO CXEMOIO IIaxpaiB €
CTBOpEHHsI (DIIMHIOBUX PECYPCiB, SKi 30BHI CXOXKi
Ha momynsipHi [HTepHeT-marazunu. Orutadyoun
TOBapy Ha TaKUX CalTax MOKyIeUb HE TUIbKU 3a-
numaeTses 0e3 6axxaHoro ToBapy, a il nmepeaae gaHi
0aHKIBCHKOT KapTKH a)epPHUCTOBI.

Cnim  3a3HaumTH, 10 Oarato  maxpaiB
«IIPAIIOIOTEY 0E3MOcCepeIHbO 3 MiCIlb 1T030aBICHHS
BOJII Ta MalOTh 3HAYHUN KPUMIHAJIBHHHA JOCBiI, a

TOMY 3BEpPHEHHS MOTEPIIINX Oe3M0CepeaHbO [0
raxpaiB 3 MPOXaHHIM IMOBEPHYTH KOIITH HE MalOTh
YKOJTHOTO €(eKTy.

Sx moBigomise mpec-cmykba «YKPHOIITHY,
5 rpymas 2020 poxy B Mepexi 3’sBuiiacs iHGOp-
Mallisi, 10 KOPHUCTYBayi MOLITOBUX OMEPaTOPiB OT-
PUMYIOTH JIUCTH MPO HEOOXiAHICTh NOIIATUTH MU-
TO, B TOMY YHCHI BiJl iMEHI «YKPIIOIITHY.

KommaHis 3akivkae He pearyBaTd Ha HHX, aJKe
e maxpaichbka pO3CHiIKa, CIpPSIMOBaHa Ha 3aBO-
JIOJIIHHS JTaHUMM OaHKIBCHKHUX KapTOK. 3a BKa3a-
HUM Y JIUCTi MOCHJIAHHSM KOPHUCTYBadi MOTparis-
I0Th Ha (QanbIIUBUIA CalT, KUK iMiTye oQiuiitHui
IHTEPHET-CAUT «YKPIOWITH», JJIs 3IIACHEHHS JI0-
JaTKoBOi orutaTi. HacmpaBni TakuM 4nHOM maxpai
30upanu JaHi 0AHKIBCHKMX KapTOK JIJISl TTOAAJIBIIIO-
r'0 HE3aKOHHOTO 3HSTTS KomTiB [15].

VY 3B’s3Ky 3 TUM, IO IiJ 4Yac MaHAeMii Oarato
MiANPUEMCTB 3a3HAIOTh 30WMTKIB, IXHI BIACHUKH
HaMararoTbCs 3HAXOIWTW HOBI 111 1HBECTUIUIMHOI
IisIbHOCTI.  [lUM  TakoX BIANO KOPHUCTYHOTHCS
kiOep3mnounHili. Tak, 3a nosinomneHusm Odicy ["e-
HEepalbHOTO TpoKypopa Ykpainu, B Kuesi mpaso-
OXOPOHII TPUIHMHWIN JisUTBHICTh IIaXpalChbKUX
call-tientpiB, sKi i BUTTIAAOM IHBECTUIIIHHHX TTO-
cepeqHuKiB oOMaHOBaM rpoMaasa €C. 3nounHHa
cxema IpamioBana OJHM3bKO TPHOX POKiB, y Hil
Opano ydvacTe OJNM3BKO THCSYI CHIBPOOITHHKIB-
omepatopiB. OpraHizaTopu Mmaxpaichbkoi CXeMH
BUKOPHCTOBYBaJIM 3aBUYACHO CTBOPEHI BeOCaWTH 3
TOPTIBIII BaJIOTOI, KPUITOBAIIOTOIO, IIIHHUMH T1a-
nepamu, 3010ToM 1 Hadroro. [lig BUTISHOM iHBE-
CTUIIITHUX TIOCEPEIHUKIB BOHU 3alydalld KOIITH
rpomansH IliBaiunoi 1 LlentpansHoi €Bpomnm,
00insoun iM OTPUMaHHA HAINPUOYTKIB Y KOPOT-
KOCTPOKOBIH MEpCIEKTHBI.

VY nocnimkenHi €eporory IOCTA maxpaiicTBoO
3 IHTEepHeT-iIHBEeCTHIIISIMM BU3HAYHMIIM OJHUM i3
HANOUTBII MIBUIKO3POCTAIOYHX 3JIOYMHIB 32 OCTaH-
Hi 12 micAmiB, MmO TPHU3BEIO A0 MUIBHOHHUX
30uTKiB. [locTpaxknanu Tucsyi ocib B ycix KpaiHax
€C. barato nepxaB-yuacHuup €C BHepie cTaau
CBiZKaMH TaKoro LiaxpaiicTaa.

[IpomoHytour Taki TOBapH SIK KPHUITOBAIIOTH,
agMasd abo 30JI0TO 3JI0YHHII OOIISIOTH KEPTBAM
Ha/3BUYaliHy (piHAHCOBY BiJIady BiJ CBOiX iHBe-
crutii. Ilpn 1POMY KIOEP3OYMHIN 3aTy9Iar0Th
JKEPTB 3a JIOMIOMOTOK0 BEOCAMTIB, SIKI JIEMOHCTDPY-
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I0Thb «BHUCOKY» IHBECTHIIHY Burony. Ha xaip, me-
SKi TIOTepPIiTI BTPAaTHJIA BCi CBOI 3a0INajKEeHHS,
TIepII HiK 3pO3yMIJIH, 0 CTAJTH KEPTBOIO IIaxpai-
CTBa.

Hwuzka BumanmkiB oHJIaiH-TIaxpaiicTBa 3 i1HBe-
CTHLISIMM TPOJEMOHCTpYBaia 3HAYHHUN piBEHb
CKJIAJIHOCTI, OCKIJIbKH 32 IIUMHU CXEMaMH CTOSITh Be-
JIMKI MepeKi KOMIaHii-000J0HOK, a TaKOX CKJIaJ-
HE IporpamMHe 3a0e3nedeHHs i KOMYHIKaIliiHI Tak-
THKH.

3nmounHI, SIK MPaBUIIO, HALIIOIOTHCS HA JKEPTB
4yepe3 coliaibHi Mepexi, BUKOPUCTOBYIOUH Je3iH-
¢dopmariiro. Ha maxpaiicbki BeOcaiiTH IMpo 1HBE-
CTHIIIT JIFOJM HATPAIUISIOTh TAKOX 4Yepe3 MOIIYKOBI
cucTeMH. [HTepHeT-IaxpaiicTBO 3 1HBECTHIISIMHU
Ba)KKO PO3CIiyBaTH, OCKIJIBKH 3JOYMHII CTBOPIO-
I0Th CKJIQJIHI MDKHApPOJHI CXEMU KOMIIaHil, SKi
MaloTh IOPUANYHY (OpMY, IO OXOILTIOIOTH KiJIbKa
opucaukinii. ['pynu, siki CTOSTH 3a IUMH CXEMaMH,
HE TPOCTO BHU3HAYUTH, YACTKOBO 3aBISKH BUKOPH-
CTaHHIO IHCTPYMEHTIB aHOHiMi3amii, MmiapoOIeHNX
TeJe(OHHUX HOMEPIB Ta 3aKOHHUX BEOCAUTIB.

BpaxoByrouu cTpiMKe 3pOoCTaHHS IHBECTHIIIHHO-
ro maxpaicTBa B 0aratbox JepikaBax-y4acHHUISIX
€C, mpaBOOXOPOHHI OpPTraHH OYiKYIOTh, 110 IICH BHT
raxpaicrsa Oy/ie 1 1ai po3noscroukyBarucs [8].

Takum 4nHOM, KiOepluiaxpalCTBO, BUKPaACHHS
MEePCOHANLHUX JaHWX, KiOEpIIMUTyHCTBO Ta iHIII
MPaBOMOPYLIEHHS Yy KiOepnpocTopi CTBOPIOIOTh
Cepiio3Hy 3arpo3y HalioHaNBHIN Oe3meni Ykpainw,
0COOIMBO B CKJIAIHHI Yac OOpOTHOM 3 MaHAEMIEr0
KopoHaBipycy. IlimBuimenHs axTuBizamii Kkibep-
3NMIOYUHIB CHiJ OYIKYBaTH TNPH TPOBEACHHI IIEI-
neHHs npoTH Bipycy. Tomy iHdopmaniiiHy cTpyk-
Typy MEAMYHUX 3aKJaAiB BapTO BiAHECTH 10
00’€KTiB KpUTHUYHOI iH(GOPMALIAHOI CTPYKTYpH 3
BiJITTOBITHUM piBHEM KiOep3axucry.

Jua epexTrBHOI TPOTHAIT SIK KiOepIIaxpaicTsy,
TaKk 1 B LUIOMY KiOep3JI0YMHHOCTI CHOTOJHI 3aju-
LIA€THCA AKTYyaJbHOI IMIUIEMEHTALis] MOJ0XKEHb
Konsenuii npo kibepznounnnicts 2001 poky, 30-
Kpema cT. 16 «TepminoBe 30epeKeHHS
KOMIT IOTEepHHX AaHUX, 5Ki 30epiraTscs» Ta cT. 17
«TepmiHOBe 30epeKeHH 1 YACTKOBE PO3KPHUTTS Aa-
HUX TIPO pyX iHGOpMaIlii», a TaKOXK BIOCKOHAJICHHS
METO/iB BUKOPUCTAHHS €JEKTPOHHHUX JIOKa3iB, 3a-
KOHOIIPOEKTH IIOMO0 SIKUX OyJIM BHECEHI HA PO3TIIST
BepxoBnoi Pagu Ykpainm y Bepechi 2020 poky.

TakoX HEOOXiOHO BIOCKOHAJIMTH MEXaHI3MHU
MDKHApPOJIHOTO CIHIBPOOITHUIITBA, 30KpeMa, MI0J0
0OMiHYy OTlepaTHBHOIO iH(MOpPMAIEI0 Ta yd4acTi y
MDKHApPOIHUX CIITIUX TPYIIaX.

BucnoBku. 370YMHIN TIOCTIHHO TPHUCTOCOBY-
IOTBCSI 710 3MiH y CYCHINIBCTBI Ta BHTalylOTh HOBI
METO/HY 1 CIOCOOM BUMHEHHS MPaBONOpYyIIeHb. Bo-
JHOYac, mpoOiemMa IaxpaicTBa, 30KkpeMa y Kibep-
MPOCTOPi, BHACHIJIOK CBOEI JIMHAMIKKA CTaHOBUTH
3arpo3y PO3BHUTKY iH(OPMAIIIHOTO CYCIUILCTBA B
VYxpaini. ¥ 3B’3Ky 3 [IUM 3a3Hau€Ha TCHJICHIS TI0-
TpeOye CBOrO BUCBITIIEHHA Yy HOBIi Ctparerii kide-
pOesnexn Ykpainu. BaxiuBe 3HaueHHST Ma€ BHCO-
kompodeciiiHa MAroToBKa BiANOBIIHUX (axiBIliB
MiApo3IiNiB OOPOTHOM 3 KiOEP3IIOUMHHICTIO, a Ta-
KOX MIJIBUIICHHS IXHBOI KBamiikarii 3 NUTaHb
BIIPOBA/KCHHSI CHCTEMH BHSBICHHS KiOep3JIovu-
HiB.

JI1st BUSIBIICHHS MaXpaiChbKUX il €KCIIEPTH pe-
KOMEHJYIOTb:

1) BUKOPUCTOBYBATH TiJBKH TEPEBIpEHi pecyp-
CH 1 IEpEeKOHATHCS B TIPABUIIBHOCTI HA3BU HEOOXi-
HOro caiity. OAOMH HETMOMITHUI CHMBOJ Yy Ha3Bi
CaiiTy Ha maHelNi aJpecd MOXeE O3HAdaTH, IO BU
MOTPANUIM Ha QIIIUHTOBUI CaHT;

2) He TIepeaaBaTH HIKOMY JaHi CBO€I OaHKiBCh-
Koi kapTku (ocobmuBo CVV-kox i miH-KOX), amKe
MpaIiBHUKK OaHKy HIKOIM HE 3aMUTYIOTh TaKy iH-
dopmaruiio;

3) pEeKOMEHIY€ETBCSl 3aBXKIM BHKOPHCTOBYBATH
HaKMagHUH [JaTix, 00 BHUKIIOYUTU [IAHCH
HI1axpaiB 3aBOJIOAITH BallIMMHU KOILITAMH.

s mepeBipku He3HAHOMHUX PEKBI3UTIB MOXHA
CKOpHCTATHCS CalToM Kibepromimii, ge B po3miii
«Cronn ®@payn» € MOXKIUBICTh NEPEBIPUTH HOMEP
TenedoHy, OaHKIBCBKY KapTy 1 IOCHJIaHHS Ha
CYMHIBHHH caiiT. MoXJHBO, maxpai Bke € B 0a3i
KiOeprmomirii.

Takox Oyzae KOPHUCHUM HaJaHHS HPOCBITHHUIIb-
Kol iHpopmManii 3 nuTaHp KiOepririeHu y HaByalib-
HUX 3aKjiajfax Ta TMPOBEICHHsS IHQOpPMAIiHHIX
KaMITaHi, sKi, HaIpUKIaj, mpoBoauB HartioHanb-
HUI 0aHK 3 IPOTUAIT TUIATI>KHOMY IIaXpaicTBy.
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Purpose: to analyze the issues of combating cybercrime during the COVID-19 pandemic and to suggest
ways to strengthen cybersecurity in Ukraine. Methods: general philosophical, comparative and
phenomenological methods are used in the research process. Results: some types of cybercrimes that should
be considered during a coronavirus pandemic have been identified; special attention is paid to social
engineering, cyber-fraud, APT-attacks on critical infrastructure; proposals for improving the current
legislation, and proposals for combating fraud. Discussion: the need to strengthen international cooperation
and improve the current legislation, in particular on electronic evidence, in the conditions of increasing the
number and complexity of cybercrimes is substantiated, methods of protection against cybercriminals are
proposed.

The researchers believe that given that the coronavirus pandemic will not disappear in the near future
and the number of remote users will increase, the number of cybercrimes will increase accordingly.

The authors conclude that the problem of fraud, particularly in cyberspace, due to its dynamics poses a
threat to the development of the information society in Ukraine. In this regard, this trend needs to be covered
in the new Cyber Security Strategy of Ukraine. Professional training of relevant specialists of cybercrime
units is highly important, as well as the implementation of a system to improve the detection of cybercrime. It
will also be useful to provide educational information on cyber hygiene in schools and information
campaigns, to combat payment fraud.

In addition, the authors recommend detecting and combating fraud:

1) use only proven resources and make sure the name of the required site is correct. One inconspicuous
character in the site name in the address bar may indicate that you are on a phishing site;

2) do not pass on your bank card details (especially CVV-code and pin-code) to anyone, because bank
employees never ask for such information;

3) it is recommended to always use cash on delivery to eliminate the chances of fraudsters seizing your
funds.

Keywords: COVID-19 pandemic; cybercrime; fraud; cyber security; cyber attack.
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