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Purpose: the provisions and features of US law in relation to the regulation of websites and to suggest
provisions useful for incorporation into Ukrainian legislation in the field of Internet regulation. The
methodological basis of the research comprises philosophical, ideological, general scientific and special
methods. Results: the American legislation in the field of regulation of copyright protection relations in
general on the Internet and on websites in particular was shown as one of the most successful. Also the
author found out that there a lot of blanks as to this issue in Ukrainian legislation. The author suggested for
the lawmaker of our state to adopt the experience of American colleagues in regulating the legal relations
related to electronic resources. Discussion: improvement of the national legislation in the sphere of Internet
regulation on the example of acts of the USA; search for actions to be taken while dealing with the website

regulation.
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protection of the rights of the website owner.

Problem statement and its relevance. Maybe
the most progressive and stringent methods of
regulation of relations arising on the Internet, and
in particular regarding websites, has the country
known as the United States of America.

Most of the United States regulations in this
area are aimed at specifying the object of legal
protection and at the earliest possible elimination
of copyright infringement on the Web, if any, as
well as assisting individuals who could inadvert-
ently lead to initiation of their actions. Such nor-
mative acts can become a good source for Ukrain-
ian legislation in the field of website regulation.

Analysis of research and publications. The
issue was studied by J. Samuels, B. Sasso,
I. Schegolev, A. Vlasenko and other scientists.

Purpose of the article. By this article the au-
thor wants to reveal the provisions and features of
US law correlating with the regulation of websites
and to suggest provisions which seem to be useful
for incorporation into Ukrainian legislation re-
garding the regulation of the Internet.

The presentation of the main material. In
1976 a federal law on copyright was adopted,

which, among other things, provided for fair use (the
term «Fair Use» - a doctrine that allows the free use
of copyrighted materials subject to certain condi-
tions) of materials related to reprography. Fair use
defines free photocopying in order to:

—educate (for example, reproduction for the use
of copies in the classroom) (Article 107);

— training or research (Article 107);

— make free photocopies by libraries and archives
(Article 108).

But, according to Art. 108g, the reproduction or
distribution of these copies of the materials should be
made without the intention to obtain direct or indirect
commercial profit by distributing a large number of
copies or phonograms made from the same material,
without the systematic reproduction or distribution of
such copies or phonograms [1].

However, with the development of the digital age,
this normative act has ceased to satisfy the needs for
regulating Internet relations. That is why, on May 14,
1998, the Digital Millennium Copyright Act was
adopted in the United States (the «Digital Law on
Copyright»). This law may also be referred to as the
«Digital Millennium Copyright Act».
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This Act was developed to implement the 1996
WIPO Agreements on Copyright and On Perfor-
mances and Phonograms. Currently, it is the most
progressive document adopted to streamline the
legal regulation of the use of the Internet [2].
Therefore, according to the author of the study, it
requires a more detailed consideration.

One of the most important provisions of the
Law is that all copyright objects placed on the In-
ternet are subject to protection. Nevertheless, if it
is proved that the person who violated the relevant
rights did not know that her actions were a corre-
sponding violation, then she will be released from
liability. At the same time, only those that are
unique in their kind are considered to be objects
of copyright. In this context, we should recall the
American concept of «transformativeness», ac-
cording to which protection is provided only to
the original works, while the picture or content of
the website is, as a rule, only a copy or part of the
work.

In this regard, the landmark decision of the
court is Feist Publications v. Rural Telephone
Service 499 US 340 (1991), which recognized that
with respect to compilations or works that do not
correspond to the original, copyright infringement
cannot be recognized. This decision, accordingly,
was recognized that only the original work is pro-
tected by copyright, and not copies, on the Inter-
net [3].

If a copyright violation is revealed on any site,
DMCA provides 3 ways to report such actions: by
letter; by telegram; by E-mail.

If, within a reasonable time, the recipient of
such a message does not delete the disputed object
of copyright, then the rules on liability for viola-
tion can be applied to it, and the communication
provider will have to start actions to remove the
violator from the network.

In general, the DMCA is divided into five sec-
tions. From the point of view of the topic of the
article, Sections Il and IV of it require our atten-
tion.

Section Il of the DMCA adds a new paragraph
No. 512 to the Copyright Act, on the creation of
four new types of limitations on liability for copy-
right infringement by providers. Restrictions are

based on the following four categories of provider
behavior:

— temporary digital communications systems;

— system caching;

— information that is constantly stored in the sys-
tem or networks as directed by users;

—tools for determining the location of infor-
mation.

Thus, a service provider is not responsible for
monetary pleasure or a remedy in the form of an in-
junction or otherwise a right of justice, for copyright
infringement due to the transfer, tracing or provision
by the supplier of connections for systems or net-
works or the transfer of materials to data systems and
networks controlled or operated by the service pro-
vider or on its behalf, or as a result of the intermedi-
ate and temporary storage of this material in the
course of these actions, if:

1) the transfer of material is initiated by a person,
IS not a service provider, or is carried out at the direc-
tion of such a person;

2) the transfer, tracing or provision of connec-
tions, or storage is carried out using an automatic
process without sampling the material by the service
provider;

3) the service provider does not select the recipi-
ents of the material, except as a spontaneous reaction
to the request of another person;

4) during this interim and temporary storage, the
service provider does not save copies of the material
in the system or network in a way that is usually ac-
cessible to any person other than the intended recipi-
ents, while such a copy is not stored in the system or
network in a way that is usually available for such
intended recipients longer than reasonably necessary
to transmit, trace, or secure connections; and

5) material is transmitted through a system or
network without changing its content.

Paragraph 512 (b) («System Caching») limits the
liability of service providers to store for a limited
time a copy of material that was distributed on the
Internet by a person who is not a provider and then
transferred to another subscriber. The service provid-
er reserves the material in such a way that, upon sub-
sequent requests, the same material can be obtained
by transferring the copy made, rather than extracting
the material from the original source. The advantage
of this approach is that it reduces the throughput of
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the service provider and reduces the latency of the
following requests. On the other hand, this can
lead to the provision of outdated information to
subscribers, thereby depriving the site of accurate
«momentary» information.

The restriction applies to acts of intermediate
and temporary storage of such measures carried
out through an automatic manufacturing process
in order to make the relevant material available to
subscribers. To do this, the following conditions
must be met:

— the content of the material should remain un-
changed,;

—the service provider must take appropriate
actions to restore, reload or otherwise update the
material when it is determined by the person who
provided the material online;

— the provider should not interfere with a tech-
nology that returns “current” information to a per-
son who has posted material if such technology
meets certain requirements specified in paragraph
C (i);

— the provider must restrict access to the mate-
rial in accordance with the terms of access (for
example, password protection) entered by the per-
son who posted the material;

—any material provided online without the
permission of the copyright holder should be im-
mediately removed or blocked by the provider as
soon as he receives a message about such a viola-
tion.

Clause (c) limits the liability of service provid-
ers for material illegally posted on the site on their
systems. In order for the restriction to be lawful,
the following conditions must be met:

— the provider is practically not knowledgeable
that the material or activity on its use constitutes a
violation;

—the provider does not receive material remu-
neration possible due to such illegal actions, if he
has the right and ability to control such activities;

— after receiving a proper report of cases of vi-
olation, the provider must promptly take measures
to block access to the material.

Paragraph 512 (d) refers to hyperlinks in Inter-
net directories, search engines, etc. Thus, the ser-
vice provider is not responsible for copyright in-
fringement due to sending or connecting the user

with an interactive position by the provider, contains
material, is a violation or legal action using infor-
mation location tools, including a directory, index,
links, index, or hypertext link. In this case, require-
ments similar to those listed in paragraphs 512 (c) [4,
p. 13].

Section 1V deals with a different provision. Thus,
Paragraph 401 (b) discloses a list of obligations of
the Copyright Office as:

—advising Congress on copyright issues and
providing information and assistance to relevant de-
partments with similar issues;

— participation in meetings of international inter-
governmental organizations on issues related to cop-
yright;

— research and regulation of relevant programs re-
lated to copyright and the like.

Paragraph 403 which is dedicated to distance
learning mainly carried out by posting relevant mate-
rials on specialized websites, is also noteworthy.

According to paragraph 404, non-profit libraries
and archives have the right to create up to three cop-
ies of materials that can be digital, provided that digi-
tal copies are NOT available to the public outside the
library [4, p. 14-16].

To effectively combat copyright infringement on
the Internet and at the request of the DMCA, Google
has created a corresponding page in the bowels of its
website that sets out instructions for actions to be
taken to combat infringement.

According to the employees of the corporation,
having considered a situation that may be considered
a violation of copyright, they can remove or hide the
content of a website that is protected by copyright
and (or) otherwise restrict access to it. At the same
time, Google informs the alleged violator or owner
of the site with counterfeit content.

Further, a report of violations in respect of which
appropriate action has been taken is documented.
Sometimes a message may be sent to the non-profit
organization Chilling Effects, which publishes such
complaints, removing personal information from
them.

To file a copyright infringement notice, Google
suggests filling out a form to remove content from a
search engine on the corporation’s website. At the
same time, Google notes the possibility of attracting
a person, filed a complaint to liability for the losses
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caused if his statement of violations does not cor-
respond to reality [5]. So, for example, Diebold
had to pay such expenses and fees to Online Poli-
cy Group lawyers in the amount of more than
100 thousand US dollars for sending a message
about the violation with the requirement to re-
move materials from the site that it considered
copyrighted. But in the course of the case it was
proved that such content is protected by the doc-
trine of fair use [6].

The following data should be indicated in the
violation report:

— works for which copyright is violated;

— material of a site that infringes copyrights;

—search queries where Google refers to pages
that violate copyright, as well as the URLs of such
pages in the search results;

—name (name) and contact details of the appli-
cant;

— information about the means of communica-
tion with the owner of the site whose materials
infringe on copyrights;

—confirmation of the integrity of the state-
ment;

Signature under the application is required.

Compared with the DMCA, the Stop Online
Piracy Act (SOPA), submitted to the House of
Representatives on October 26, 2011 by L. Smith,
is more profitable. The main postulate of SOPA is
the following: «copyright infringement is a seri-
ous crime, and, therefore, it is necessary to deal
with it severely». Indeed, if the bill is passed, the
copyright holders will have an unprecedented
right to close sites that were noticed in the illegal
distribution of works, block their domains, and
seize financial assets of the owner companies.

According to the Act on the termination of
online piracy, any participant in the Internet (pro-
viders, search services, etc.), after an appeal by
the copyright holder, is obliged to stop providing
services to the resource that is accused of ponline
piracy and to stop any interaction with him. In the
case of unclear requirements, the indicated coun-
terparties will be recognized by his partners [7].

Under the bill, unauthorized streaming or other
distribution of copyrighted content is recognized
as a criminal offense for which a penalty of im-
prisonment of up to 5 years is prescribed. If Inter-

net companies voluntarily and on their own initiative
take measures against the website-violators, then
they are endowed with immunity from prosecu-
tion [8].

Opponents of the SOPA point out that the bill
violates the First Amendment to the US Constitution
by introducing censorship on the Web, thereby limit-
ing freedom of speech and the development of the
Internet.

No less stringent as to the terms of envisaged
measures to counter copyright infringement on the
Web is the Protect Intellectual Property Act (PIPA)
2011 (the Law on Preventing Real Network Threats
to Economic Creativity and Intellectual Property
Theft). According to the act, it should be considered
an offense to distribute illegal copies of copyright
objects and to develop and use technologies to over-
come technical means of protecting such rights. The
act also covers websites whose main activity is to
participate in or facilitate such activities.

The main purpose of the bill is to prevent illegal
actions associated with websites that are registered
abroad. PIPA allows the U.S. Department of Justice
and eligible copyright holders to sue forfeiture of
property, even in the absence of a thorough investi-
gation, or if the owner of the resource cannot be
found.

In this case, the US Attorney General must send a
message to the defendant. Further, after receiving
appropriate sanctions, it is possible to oblige finan-
cial institutions to stop money transfers, Internet pro-
viders - to block violators, and search engines - to
remove relevant websites from search results. DNS
servers will need to immediately stop accessing the
IP address of the intruder website.

The rest of the norms are about exemption from
liability in connection with the implementation of
prohibitive measures or with their voluntary use,
about the procedure for appealing and changing a
court order, etc. - repeat the norms of SOPA [9].

In contrast to these «hard» bills in Decem-
ber 2011, the Online Protection and Enforcement of
Digital Trade Act (OPEN Act) was introduced in the
US Congress.

Its main difference from SOPA and PIPA is that it
does not allow blocking sites, removing domain
names and stopping visitors from accessing the Net-
work to prevent discrimination of user interests. The
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main purpose of the OPEN Act is to stop the re-
ceipt of illegal benefits by dishonest website own-
ers. To achieve this goal, copyright holders may
require a ban on financial transactions by such
sites and their income from advertising [10].

The so-called Cyber Intelligence Sharing and
Protection Act (CISPA), introduced by the US
Congress on November 30, 2011, can be consid-
ered an alternative to SOPA and PIPA. CISPA is
designed to counter cybercrime his idea is to sim-
plify the process of exchanging data on cyber-
threats between government and commercial or-
ganizations.

Conclusion. So, we can conclude that the
American legislation in the field of regulation of
copyright protection relations in general on the
Internet and on websites in particular is one of the
most successful, and the relations themselves are
regulated in detail. In the United States, unlike
most countries in the world where the protection
of AP on the Internet is applied by analogy with
the protection of other objects, a special law is in
force, the rules of which partially regulate the pro-
tection of car rights on the Internet.

Most United States regulations in this area fo-
cus on specifics. So, we can conclude that the
American legislation in the field of regulation of
copyright protection relations in general on the
Internet and on websites in particular is one of the
most successful, and the relations themselves are
regulated in detail. In the United States, unlike
most countries in the world where the protection
of AP on the Internet is applied by analogy with
the protection of other objects, a special law is in
force, the rules of which partially regulate the pro-
tection of car rights on the Internet.

Most of the United States regulations in this
area are aimed at specifying the object of legal
protection and at the earliest possible elimination
of copyright infringement on the Web, if any, as
well as assisting individuals who could inadvert-
ently lead to initiation of their actions. And only if
the guilty person refuses to terminate the relevant
actions, they will be recognized as an offense.
This suggests a fairly compromise way of regulat-
ing the relevant relations arising in connection
with the use of the website, and, therefore, the
most successful, for example, in comparison with

the «draconian» norms of the French Khadobi. The
author of the thesis study considers it appropriate for
the lawmaker of our state to adopt the experience of
American colleagues in regulating the legal relations
of relations related to electronic resources.
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3AKOHOJIABYI AKTH CIIIA Y C®EPI PETYJIIOBAHHA BEB-CAUTIB

HamionansHuii aBiatiiHui yHiBepCUTET
npocnekT Kocmonasta Komaposa, 1, 03680, Kuis, Ykpaina
E-mail: vvfilinovich@gmail.com

OO0HuMuU 3 HAUIOINLW NPOSPECUBHUX MA CYBOPUX HOPM WOOO0 Pe2YMOSAHHS 8IOHOCUH, AKI GUHUKAIOMb Y
Mepeoici Inmepuem, i 30kpema nio 4ac GUKOPUCMAHMS 6eD-pecypcis, Xapakmepusyemuvcsa 3aKOH00A8CHEO
kpainu Cnonyueni Llmamu Amepuku. binvwicmo nopmamusnux axmie CLLA 6 yiti chepi cnpsamosani Ha
BU3HAUEHHA 00 €KMa Npagogo2o 3axucmy ma cKopiuie YCYHeHHsI NOPYUWIEHHS a8MOPCbKUX NPas y Mepedici,
AKWO MAKi Maromy micye, a maxKodlc Ha HAOAHHA 0ONOMO2U 0COOAM, SIKI MONCYIMb HEHABMUCHO HIYil08amu
nodioui  0ii. Taxi 3aKoHU MOXCYMb cmamu  GIOMIHHUM Odcepelom OJid HAWO020 HAYIOHALHOZO
3aKoH00ascmea 8 cghepi pe2yno8anHs eeb-pecypcis.

Busnaune micye 6 ceoiti cmammi asmop nadae 3aKony npo 3axucm agmopcbKux npas y yu@dpogy enoxy.
Leii HopmamugHo-npagosuti Oye pospobaenuil 0ns peanizayii Y200 BOIB 1996 poxy. Hasims 3apa3 ye
docums npozpecusHull OOKYMeHMm, NPUUHAMUL OJisl BNOPSAOKYBAHHS NPABOBO2O PE2YNOSAHHSA GUKOPUCTIAHHSL
mepedxci Inmeprnem. Aemopom y cmammi maxKodic 32a0yEmvbCsl AMEPUKAHCHKA KOHYeNnyis «mpauncgopmayiiy,
AKa 0eKnapye HA0aKHA 3aXUCIY Tulle OPUSTHATbHUM POOOMAam, mooi AK 300paNHCeHHs. a0 KOHMeHm catimy,
3a36uyail, € auuLe Koniclo abo YacmuHow pobomu.

Y cmammi asmop xoue pozkpumu nonoscennss ma ocodrugocmi zaxonooascmea CILLA, noe’azani 3
DecynoBantamM 8eb-caumis, i 3aNponoHYBaAmuU NOAONCEHHS, SAKI MOJNCYMb GUAGUMUCS KOPUCHUMU O
BKIIOUEHHSI 8 YKpAiHCbKe 3aKOHOO0ABCME0, W0 cmocyemvcs pecyniosannsi Iumepnemy. Lo npobdnemy
odocriocysanu Joc. Camyensc, b. Cacco, 1. ll]oeones, A. Bracenko ma iHuii gueni.

Memoto nanucanusi OAHOI CMammi CMan0 6USUEHHS. CYMHOCMI A HOLOMHCEHb HOPMAMUBHO-NPABOGUX
axmie Cnonyyenux Lllmamie Amepuxu, sKi pe2ynoioms GIOHOCUHU 3 NPUBODY GUKOPUCMAHMS MEpediCi
Iumepnem i be3nocepednvo eeb-catimie. Aemop cnpobye 3natmu ceped MaxKux nojodceHb 06l HOPMU, SKI
6apmo IHKOpHOpY8amu 6 YKPAiHCbKe 3aKOHOOA8CME0 3 MEmON Kpawjoeo 6pecyit08aHHs CYNepeyox )
3asHayeHil didcuman-cghepi. Memooo0ZiuHy 0CHOB8Y 00CHIONHCEHHA CKAAU ilocopcvKi, i0eonoiuni,
3A2AIbHOHAYKOGI M CNeyiaibHi Memoou.

Pezynvmamom 00caionceHHs cmas ananiz HaseHux Hopm 3axonodaeuux axmie CILIA, sxi peeynoromo
npobaemu 6 cepedosuwyi euxopucmanns Inmepnemy i b6e3nocepednvo eeb-caimis. JQuckycia 6 cmammi
MOPKHEMbCA 600CKOHANIEHHS HAYIOHALHO20 3AKOHOOA8CMEA 6 Cepi iHmepHem-pecylo8anHs, a maKoxic
NOULYKY HOPMAMUBHUX HNONOJCEHL 8 THO3EMHOMY 3AKOHOOAGCMEI, AKI HeOOXIOHO @35 imu 3a OCHOBY Npu
PO3po0Yi BIONOBIOHUX HOPM YKDATHCOKUX AKMIB.

Knwwuogi cnosa: eeb-caiim,; pe2yntogants inmepuemy,; YNpagiiHHs iHMEepHemoM, 3aKOH NPo A8MopcvKe
npaso, 3aKOH npo Yugpose MuUcA4oIimms,; 3axXucm npas GIACHUKA caiimy.
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