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Paiiba C.B., Pauba T.A, Paiig II.b. ModeatoBarvti 0ocaidxenna BunadkoBoeo xepybanna oocmynom 6 6e3snpoBionii
ceHcopHill Mepexi

Anomauyia. Y cmammi npedcmabaeno pesyavmamu 0ocaioxentnsa pobomu mepexi ECM 3 Bunadxobum xepybannam docmynom,
BuxopucmoByrouu cucmemy PASTA (cepedte sHauenns 3a uac cnocmepexerts HAOX00KeHHA nyacconibebiozo nomoxy). Habedero
pesyavmamu ModeatoBarvrux mecnybans epexmubrocmi pynxyionyBanna mepexi o1a 06ox BunadkiB: 1) xoaru 6ci Bysru Mepexci
nepedarnms NPomoKoAU 3 MUM CAMUM CepeOHIM HaAcoM Mix nepedauamu, 2) axujo 8ysiu mepexi noditeHo HA epynu, Aki Maioms
pisni cepeodni uacu mMix nepedauamu. Leii nioxio mae daeamo npakmuunux nepeBae, Axi BucBimieno y cmammi..

Kat0uo06i caro6a: besnpobiona cercopra mepexa (ECM), cepedne sHauenna 3a uac cnocmepexeHHs HAOX00XKeHHS NYaccoHiBebkoeo
nomoxky (cucmema PASTA), imoBipnicms xoaisii, Bunadkobe kepybanus, modestoBanus.

Paitba C.B., Pauba T.A1, Paiigp I1.b. Modeaupyrouue uccaedobanus cayuaiinoeo ynpabrenus oocmynom 8 becnpoBoonoi
CeHcopHoil cemu

Annomayusa. B cmamve npedcmabaeno pesyavmamst uccaedobanus padbomst cemu BCC co cayuaiinsim ynpabaernuem 00cmynom,
ucnoavsya cucmemy PASTA (cpednee 3mauenue 3a 6pema HabawoOeHus nocmynienus nyaccoHobekoeo nomoka). Ipubedero
pesyavmantsl ModeAupylouwux mecmupobanuil sgppexmubrocmu pynxyuonupobanus cemu 011 08yx cayuaeb: 1) ecau Bce ysavl
cemu nepeoaiom npomoKoAsL ¢ mem e cpeOHUM Bpemerem Mex0y nepedauamu, 2) ecau Ysavl cemu pasdeeHbl HA ePYnnbl, KOMopbie
uMmelom pasHsle cpedHue Bpemena mexoy nepedauamu. DmMom 100x00 uMeen: MHO0 NpAKMUHeckUX npeumyuyecmp, Komopbvie
ompaxero 6 cmamve.

KaroueBoie cro8a: becnpoboonan cercoprasa cemo (BCC), cpednee sHauenue 3a Bpema Haba00eHUA NOCHYNAEHUA NYACCOHOBCKO20
nomoxka (cucmema PASTA), Bepoammocms koaru3uu, cayqaiinoe ynpabaerue, modesupobariie.
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I1ybaixayii: Oinbire 10 HaykoBMx MyOJIiKalliv, ceperr SKMX HayKOBi CTaTTi, Te3n Ta MaTepiaan
TTOTIOBiTeVT Ha KOH(MepeHIIisx, aBTOPCHKi CBiOITTBa.

Anomayia. Bubuenna paxmy nopyuienns iHgopmayitinoi Oesnexu ma ocobucmocmi nopywiHuka mae Beauke
HaykoBe ma npakmuuxe sHaueHHA. 3 yux no3uyit, popmarisayia napamempib, axi Moxyms ymu Buxopucmari 04
idenmucpixayii nopywHukib, € axmyaivrolo HaykoBow 3adaueto. Yimke Busnauenns nobHoi MHOXUHU napamempib
dosBoaums nioBuwumu egpexmubricms npebenmubuux 3axodi6 ma cucmem 3axucmy. B pobomi sanpononobana
Moleab  emadoHiB8 AiHeBicmuunux SMiHHUX, OpieHmoBana Ha nobydoBy cucmemu BusAbieHHs NOPYUHUKA
(6mopenenns). aa Buabrennsa nopywnuxi6 BuxopucmoByemsvca pad xocmoBux ma Mepexebux napamempis,
Oivuicmsy 3 AKUX Maoms Hewimxy npupody. Ha ocnobi npobedenoeo excnepumenimy nobydobani modesi emaronié
yux napamempi 3 Guxopucmannam weuimkux uiices. OMpUMani pesyAvmamu Moxyms Oymu 6asucom 04
nobydobu cucmemu Busbaents 6moperens Ha 0CHOBI mexHoA02ii honeypot.

KatouoBi cao0Ba: nopywinux

inghopmayiiinoi  besnexu,

cucmema BusbieHHa NOpYwiHUKA, nNapamempu,

i0enmudpixayis, AineGicmuuni 3MiHHi, Hewimka A0eika, emaiony napamempis.

Beryn. PosBuTok iHMOPMAIiHMX TeXHOJIOTIN
IIOPOIIKYe HOBI BMAM 3arpo3 iHdopmarirHii Oesrerti,
cepef, fAKMX UiJlbHe MicClle MOCiga€ BTOPIHEHHS
HOpyILIHMKa B KOMII'IOTepHi cucTeMu Ta Mepexi. s
edexTMBHOI TPOTMAIl it 3arposi  Po3poOIIAIOTH
cucteMu BugpaeHHs mnopymHmKa (CBII), saxi maroTs
3MOTy BUABUTM (aKT BTOPTHEHHsS B  CUCTeMY
TIOPYIITHYMKA Ta imeHTndikyBaTy 11oro.

Y mpotieci aTaky HOPYIIHMK, [Iif04M Ha CUCTEMY,
3MIiHIOE TIeBHi I TapaMmeTpu, CTBOPIOE abo IIPUIMHSE
BJIACTMBI 1Tt mpoltecy Tomio. Bei mi mil BimoOpakaroTbcsa
Ha craHi cucremn. OIiHIOIOYM IIi HapaMeTpy MOXKHa
TIpOBeCTV BUABIIeHHsI (PaKTy BTOPTHEHHSI B CHUCTEMY.
CamMe Ha TaKOMy IIPUHIIII IPYHTYETbCI poboTa
cyuacamx CBIIL Tak cucrema NIDES Buxonye aymwur
TaKMX IIPOIeciB sIK BXin y cucTeMy, pobora 3 darutamu
Ta IIpollecaMy, aMiHiCTpyBaHH4 Ta (iKcallis ITOMIJIOK
Ta 3001B. Y poOori [1] ommcani mapameTpy, 3a SKUMU
3ITIVICHIOETHCST inenTHdiKallis HOpyITHVKA
po3pobiroBaHor0 crcTeMoro. Jo HuX BimHOCATBCS: IM's
Kopucrtysaua npu Bxomi, UID; Yac Bxomy B cucremy,
Tlog; Yacrora sarmriB Ha BXim y cucremy, Nlog; Yac
3aTpadeHVV1 Ha BXim B cucremy, 1Slog, IHTeHCHMBHICTB
mint, I; ITportecopamit dac/3aBaHTa’keHICTh IIpoIiecopa,
CPU; O6'eM 3aBaHTa’keHOI OIlepaTMBHOI IlaM'siTi, Muse;

Kimpkicte  BukoHyBaHmx  dawrtis, NEF,  Tun
BUKOPWCTOBYyBaHUX darwtis npwm artaui, AtEF; KiapkicTs
3001B Ta TIOMWWIOK, NEr; Yac BVIKOHAHHSI

npouecy/davta, RTPr/F; Hesmactusi mponecw, UPr;
INepemawa darry B cucremy, TrFin; 3miHa darwiis,
ModF, xomitoBaHH:/Tilepernada daitis 3 cucremu, TrFout;
Hatucuenns wiaBimn  xiasiatypu, KS - xocTosi
mapaMeTpu Ta  psif, MepeXeBUX IlapaMeTpiB -
xapakTepuctukut ARP-, IP-, ICMP- ta TCP-niakeTiB.
OckiTBKM TIpollec BUSIBJIIEHHS Ta ifeHTumiKariil
MTOPYIITHVKA BiOyBaeThCS B yMOBaX HEBM3HAYEHOCTI, a
pan HasemeHux mapameTpis CBII HocATh HewiTKMU
xapakTep, TO (YHKITIOHYBaHHSA TaKOi CHUCTeMM Mae
TPYHTyBaTUCh Ha HewiTkin sorimi. [hia imeHTmdikartii
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MOpYITHMKA  MOXHA  BUKOPVICTOBYBaTWM  JIOTiKO-
JHHTBiCTMYHMIT Tnxig i 6asoBy Mopenb IapaMeTpis,
YacTKOBO ommcaHy B [1], sxi m OymyTe OCHOBOIO
nobymosn  pospobmosanoi  CBIL. Hampuxtan, mis
BUSIBJIEHHSI TTPOIleCy CKaHyBaHHS TIOPTiB B poOoTax [2,
3] BUKOpUCTOBYIOTBCA  JIiHTBicTMuHi 3MmiHi  (JI3)
"KimekicTp BipTyasibHMX KaHaIiB" Ta "Bik BipTyanmpHMX
KaHaiiB", a B poboti [4] JI3 "KimpKicTe omHOUACHMIX
MiIKJIFOYeHb ", "HIBMaKicTb 00pobKM 3aImTiB",
"3arpmmka MDK 3ammTamu" Ta "KiIbkicTe HakeTiB 3
OIHAKOBMM aJpecoM BifllpaBHMKA Ta opepxXysaua' -
st BusieiieHHst DDOS-aTak Ta crry diHry.

ITporec BUABJICHHS Ta imerTVdixariii
IIOpYIIHMKA  BMMara€  BWU3HaYeHHS  HeoOXimHwIX
HmapaMmeTpiB i i1x BiacTuBocTelt. B 3B'asky 3 1M
OCHOBHOIO MeTOIO JaHoi poboTw € mobyrosa Mozperen

eTaJIOHIB IapaMeTpiB, HeoOXiTHMX TS
dyukmionysanas CBII B HewiTko BM3HadYeHOMY,
crmabodpopMati3oBaHOMY CepeTOBIIIIL.

OcHoBHa YJacTUHA. Posrisaemo METO,

JHHTBICTMYHMX TePMiB 3 BUKOPVUCTAHHAM CTaTUCTUUHUX
maumnx (MJITC) [5,6], me B sKocTi Mipw HaeXHOCTi
eJeMeHTa MHOXWHI IPWUIMAETbCS OLIHKA YacTOTU
BUKOPWUCTaHHS IIOHATTS, sKe 3a/la€TbCd HEYiTKOIO
MHOXMHOIO ISl XapaKTepUCTUKI ejleMeHTa. 111 1boro
Ha yHiBepcanmbHil mikasi [0;1] po3minmyfoTses 3HaUeHHS
siHrBicTiaHol 3MiHHOL (JI3) X={x1, x2, . . ., Xn}. MeToORL
TPYHTYETbCS Ha TilI yMOBi, IIO B KOXHWUI iHTepBaJI
IIKaJIM HOTpaIuIsie OffHaKOBa KUIBKICTh eKCIIepVMEHTIB,
ajie Ha IIPaKTUIIi ITHOTO, SK MPaBIIO, He TOTPUMYIOTBCS.
Y peanpHMX yMOBax CKITa/Ta€ThCsI eMITipyaHa Tabmmls, B
SKiVT eKCIlepuMEeHTM MOXYTb OyTu HepiBHOMipHO
posnonineHi 3a iHTepasamm. esKi 3 HMX MOXYTb Oy T
B3arayi He 3amigHi, Tomi maHi OOpOOIAIOTE 3a
IIOTIIOMOTOX0 MaTpPMIIi TIiNKa30K [6].

Hexann HeoOximHO omimmTM B 3HadeHHsX JI3
Bimxwrenns mapamerpa ABe[0, B] (B - maxcmmaibHO
MOXUIVIBE BiIXWIeHH:), sKe XapaKTepus3ye IIOTOYHi
BumMipn. Hasi o1 n = 5 BusHaumMo sHavenHd J13 {x1, x2,
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x3, x4, x5}. Imrepsanm [0, B] i AB/B (omiHroBane
BimHOIIeHH:) posmineni Ha k BifgpiskiB (Hampwxitan, 5),
II0 AKUMM 30MpaeThCs CTAaTWUCTMKA, IO XapaKTepU3ye
YacTOTy BUKOPWCTaHHS €KCIepToM 3HaudeHHs JI3 msa
BioOpakeHHs CBOIX BUCHOBKiB. Haii mamHi 3aHOCATBH y
TaOmro i oOpoOIsIIoTBCS  Tak, MO0 3MEHIINUTH
ITOXMOKY, BHeCEHi B ITpoIleci eKCIlepuMeHTy: 3 Tabmviri
BUJAIAIOTECS OKpeMi eJleMeHTH, IO JIiBy CTOPOHY i IIO
paBy CTOPOHY Bifl IKMX Y PSOKY CTOSATH HyJIi. MaTpuiis

IiIKa30K siBjIsie  CcODOIO0  pSAfIOK,  eJleMeHTM  SIKOI
00UMCITIOIOTE 38 (POPMYIIOI0
n 5 R
k=Y b;=> by j=1,5. 1)
i=1 i=1
Hai B~ OTpMMaHOMY  PsAOKY  MaTpUIH

BUOVpaeThCcs MaKCUMaibHUV ernemeHT K. =maxk;, i

moTiM  Bci
BUPa30M

elleMeHTV Talnmili IIepeTBOPIOIOTHC  3a

¢; = byk

Ko /K, 1=1,5,j=1,5, )

a I CTOBIIIB, me K i= 0 3acTocoByeThc JIiHiIHA
anpokcumattis  C; = (G, + C;,,)/2, i=1,5j=1,5. Haui
obumcmoeThest 3HavenHA DI 3a popmyrtoro

M; = cij/cimax ’

e cimax:m?xcij, i=1,5j=1,5. 3)

B ommcanomy MeTomi BMKOPWMCTOBYIOTBbCS [IaHi

CTaTUCTUYIHMX  JOCTIKeHb. Ix 00pobka mocuTh
TPYOOMICTKa, OCKiITBKM myia  moOymoBwm  yHKII
npuHanexsocti  (PIT) ommHoro TepMmy moTpibHO

IPOBOOWTY CTaTUCTWYHI JTOCJIPKeHHs BCiX TepMiB
JI3 [5].

IToOymyeMo Momerb €TaJIOHIB  JIiHTBICTIYIHIIX
3MIHHUX IS HeUiTKMX HapaMeTpiB imeHTmdikarmii
HOpYyIIHMKA 3 MHOXMHM IIapaMeTpiB, BU3HA4YeHUX B
pobori [1].

Yac sxomy B cucremy, Tlog. Tarmit mapamerp
3aCHOBaHMII Ha ToMy, 110 akTuBHicTk IC i kopucTyBauis
VX CVICTEM 3aJIeXUTh Bif dacy go6m. 3a3smdar Oiibia
aKTUBHICTb KOPWUCTYBauiB IOAO BXOAY B CHUCTeMY
BUSIBJISIETbCS B JE€HHWMI 4Yac, MEHIIla - B HIUHWUI, ajie
MOXJIVBA iHIIA CTaTUCTMKA, sIKa BU3HAYAETHCS PEXVIMOM
poborn oprawisariii, mo sxwux Hanexarts IC. ITpupona
IbOTO  MapaMeTpa  HedYiTKa, apke  HeMOXIIVBO
OJHO3HAYHO 3pOOWTM BWCHOBOK IIPO HeJeraJbHy
aKTUBHICTh HOpyIIHMKA. TaK B opradisallissx 3 4acoM
podor 3 08.00 mo 16.00 imosipHicTE TOTO, IO
KOpUCTyBay, SIKUI aBTOpPU3yBaBCd, - IOPYIIHUK
HavHkda B 08.00 i 3 wacoM 3pocrae, gocsraroum
MakcumyMy B ropguuu  micra  16.00. Opmak, o
BiIMITHTY, IO B KOHIIEIMIil honeypot-TexHOIMIOTIN TIET1
TTapaMeTp [ello BTpadae CBOIO Bary, TakK sIK Oyb-sKa
aKTVMBHICTh Ha HMX BBAXKAETHCS 3JIOBMUCHOIO.

OmiamMo JI3 "PiBenp neriTmMHOCTI 3a yacom'.
BusHaumMoO 3HauYeHHS JIHIBICTMYHOI 3MiHHOT {X1, X2, X3},
jiife} BIJIITOBIJIAIOTEH {reriTvmmmiI, nimo3pinmm,
"eneritumami}. To6To

s
S . . . .
Trog = HT Tiog ={ TETITHMHUIL, I1i103PiKiA, HeneriTummii }.

Buxopucraemo cratuctuky 3a B=24 rogvmmu. [loniapHO
3araJbHMI  iHTepBanm po3buTm Ha 4  iHTepBaym
[00:00,06:00], [06:00;12:00], [12:00,18:00], [18:00;24:00].
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Hani gy J13 Tlog Tabsmvs 1
Suauenns J13 Tuepsan
Nel Ne2 Ne3 Ne4
Buicoxuin 0 8 6 1
Cepennin 2 1 2 3
Hwuzbkmin 6 1 1 4
3a pomomororo  Bupasy (1)  Bu3HauMMO
k;=[81098|, me Kmax 10, i sigmosimEO MmO (2)
o0umMcIIMMO:

0 8 666 1,25
les[=[l 25 1 222 375
75 1 111 5
Ob6uncimmo DIT 3a popmyrtoro (3):
0 1 083 016
|| =]l 0.66 0,26 0,59 1
1 013 015 0,66

3
st U,uij BIIIIOBITHO 3HAXOOMMO  OIIIHOYHI
i-1

BiTHOITIEHHS QI[Bi/B = {0,25; 0,5; 0,75; 1} i oTpumMyemMo
HaCTyIHi Heqi;Ki qyiciia:

H={0/0,25; 1/0,5; 0,83/0,75; 0,16/1},

H:{0,66/0,25; 0,26/0,5; 0,59/0,75; 1/1},

H:{1/0,25; 0,13/0,5; 0,15/0,75; 0,66/1}.

I'pacpix DIT Tepmis JI3 Hac Bxomy B cucTteMy
IIoKaszaHmit Ha puc. 1.

1,2
1
0.8

n 06

0,4
H
0,2

0

0,75 1 1.25

ABB
Puc. 1. JliarBicTiasi eTarmonn HewiTKyx uvicen i Tlog

Yacrora sammTiB Ha Bxim y cucremy, Nlog.
3po3ymisio, 110 HavBMIIla YacTOTa 3aIlMTiB Ha BXim Oyme
BiMiYaTMCsl TIpU aTakax cucTeMy OoTamm (30KpeMa
6oTaMIM-37TOMITIKaMH, TaK SIK CllaMepy He TIOTpeOyIoTh
Bxomy B cucremy). IlopymHuK-IoguMHa — TexX
BIJI3HAYAETHCSI ITiIBUITIEHOIO YaCcTOTOIO 3aINTIB
BHACTIZOK HaMaraHHS OOIMTM 3aXVCT i TeOpeTMdIHOro
HOPUITyIIeHHs 10 BiH He BOJIOJI€ JIETiTMMHWM JIOTiHOM
Ta IapojieM, ToMy Oyze 3MyIIeHVI POOWTY SIK MiHIMyM
mekinpka crpod. ITpudaomMy ummM Oibeire umcesto crpod,
TM OiTbima viMoBipHicTk 1m0 B IC mivicHo HamaraeTbes
BBilITV HOPYIIHMK. 3p03yMiJIo, IO eyl IIapaMeTp TeX €
HeYiTKMM.

Ouinmmo JI3 "Yacrora sanmTie Ha BXxig y
cucremy". BusHaumMMo 3HaueHHS JIHTBICTMYHOI 3MiHHOL
{x1, X2, X3, Xa, X5 }, IO BiIIIOBiHatOTh {HM3bKa, HVDKYE
CepenHbOI, CcepenHs, BuIlle cepelHboi, BucoKa}. TobTo
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5
_ T ..
Taiog = HT Niog = { HHU3bKa, HIDKYE CEPEIHbO1, CEPEaHS,

BHILE CEPEIHBOI, BUCOKA |

YacroTa 3anmriB Ha BXil y cucTeMy 3BUYatHOIO
KOpUCTyBaJa 3a3BuU4ayt MiHiMarIbHa  (Hairgacrimre
JIETITMMHWV KOPUCTyBa4 BBOIUTE JIOTIH i ITapoJib OfVH
pa3), a cydacHi mporpamu i migdOpy MaposIiB 3maTHI

nepebpatnt 5310986 mapomis/c  [7]. Ilpore mia
BU3HaueHHs TepMmiB pgaHoi JI3 Oyme mocraTHBO
obmexutnch 3HauveHHsiM B=100 3anmriB/c, amke

JIOVHA He 37jaTHa IIPOVITY IIpoLenypy ayTeHTHdiKarii
6impmre 10-15 pas 3a xBwimHy. [IOITEHO 3arambHUL
iHTepBan po3durm Ha 5 imTepBarm [0;1], [1,10], [10;40],
[40;80], [80;100].

Hani s J13 Nlog Tabsvrs 2
3Hauenns J13 lrrepsat
Nel | No2 | Ne3 No4 Ne5
Huspka 8 0 0 0 0
Hyokue cepegHbOL 5 2 0 0 0
Cepenns 1 6 4 0 0
Buiie cepenHbo1 0 2 8 1 0
Bricoka 0 0 1 6 6
3a pomomororo  Bupasy (1)  BuU3HauMMO
k;=[14 10 13 7 6/, me kmax =14, i BimmmosinHo y10 (2)
oburiciMo:
8 0 0 0 O
528 0 0 0
les|=|1 84 431 0 o
0 28 862 2 0
0 0 108 12 16

Ob6uncimmo DIT 3a popmyrtoro (3):

1 0 0 0 0
1 05 0 0 0

lew|=o12 1 o051 0 o,
0 032 1 0230
0 0 007 075 1

5
Mt Uy BinnosinHo — 3HaxommMo — omniHOUHI
i=1

5
BIJTHOITIEHHSI UB,/B= {0,01; 0,1; 0,4; 0,8; 1} i
i=1

OTPUIMY€EMO HACTYIIHi HEUiTKi umcria:
H:{1/0,01; 0/0,1; 0/0,4; 0/0,8; 0/1},
HC:{I/0,0I; 0,56/0,1; 0/0,4; 0/0,8; 0/1},
C:{0,12/0,01; 1/0,1; 0,51/0,4; 0/0,8; 0/1},
BC:{0/0,01; 0,32/0,1; 1/0,4; 0,23/0,8; 0/1},
B={0/0,01; 0/0,1; 0,07/0,4; 0,75/0,8; 1/1}.

I'padix PIT Tepmis JI3 Yacrora 3armris Ha BXim y
cucTeMy IIOKa3aHWMIL Ha puc. 2.

16

1.2

0.8

n 06

04 -

0.2

0 - i
¢ 01 02 03 04 05 06 07 08 058 1 11
AB'B

Puc. 2. JTiHrBicTMYHI €TaIOHM HEUITKMX
umicert s Nlog

Yac saTpavenmt Ha BXim B cucremy, TSlog.
IMapameTp, sxmit TicHO IOB'sA3aHM 3 nonepenHiM. Yac,
3aTpavyeHnii MOPYIIHVKOM, y OUIBINOCTI BUITafKiB
Oty 3a  Wac,  3aTpadeHWM  JIETiTVIMHVIM
KopucTyBaueM. Ajle BiH € HeUiTKMM, OCKUIBKM He [ae€
3MOTV IIPOBECTY OJHO3HAYHY imeHTmdiKartifo.

OwinmMo JI3 "Yac 3arpadenmyt Ha BXim B
cucremy". BusHaunMo 3HaueHHS JIHTBICTMYHOI 3MiHHOL
{x1, X2, X3, X4, X5 }, TITO BiIIOBiMAIOTH {ITy>ke MasTvi, MasIuyL,
CeperHir, BEJIVIKWTA, myxe BEJIVIKVTA}. Tobto

5
1 ~ ~ o
Toi0g = HT Slog = { JLYXKe Maiui, Mainui, cepesHiii,

BEJIMKUM, Iy>Xe BEJIMKUIt }

Jleritumumm xopuctysau y IC, saxuimenin maposiem,
BUTpadae Ha ifeHTVdIKaIlo Bif AEKiTbKOX CeKyHI /10
mekumbkox — xBwmH.  Hartomicte  3aTpatm = wacy
HeJIeTITUMHMX ~KOPUCTyBadiB Ha 3JIaM [apOJIbHOL
cucTeMy IIOpiBHAHO Benmki. Tak cywacHi cucTemu
mifgbopy maposiiB 71 37aMy 8-CMMBOJIBHOTO TIapoJTio,
IO CKJTafaeThcsd 3 KoMOiHamii Oyks, 1mdp Ta
cremiaJbHMX 3HAKiB, BUTpadaroTh 10 61 mobu [7]. Tomy
BisbMeMo 3HaueHHssM B=60 mi6 = 5184000 c,. [doriabHo
3araJIbHMII iHTepBas po3durn Ha 5 inTepsanm [0 ¢; 30 c],
[30 ¢; 5 xB], [5 xB; 1 rox], [1 rom; 1 moba], [1 moba; 60 mib].

Hani s J13 TSlog Tabsms 3
SuauenHs J13 Tarepsat
Nel Ne2 Ne3 Ned | Ne5

[ Ty>xe MasTmit 9 3 0 0 0
Masmn 5 10 1 0 0
Cepennin 1 7 5 0 0
Bermvkvi 0 1 2 9 2
Hyxe 0 0 1 6 9
BeTIKVIT

3a pomomororo  Bupasy (1)  BuU3sHauMMO

k;=[14 21 9 15 11, me kmax = 21, i BinmosigHO MO
(2) oOumcIMO:

35 3 0 0 0

75 10 2,33 0 0

les|=25 7 1167 0o 0
0 1 4,67 12,6 382
0 0 233 84 17,18
Ob6uncimmo PIT 3a popmyrtoro (3):
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1 02 0 0 O
075 1 023 0 0
||=j0a3 06 1 0 o0
0 008 037 1 03

0 0 014 049 1

st gyij BIIITOBITHO 3HAXOIMMO OIIIHOYHI
BiTHOIIIEHHS 7
iLSJI,Z[Bi/B:{5,79~10’6; 5,79-107°,6,94-10; 0,02; 1 } i
OinVIMYEMO HaCTyITHi HeYiTKi uncia:
JIM :{ 1/5,79-10°°; 0,22/5,79-10°; 0/6,94-107*; 0/0,02; 0/1 },
M ={0,75/5,79-10; 1/5,79-10°°; 0,23/6,94-10"*; 0/0,02; 0/1 },
C :{ 0,13/5,79-10°°; 0,6/5,79-10°°; 1/6,94-10*; 0/0,02; 0/1 },
B={0/579-10"; 0,08/5,79-10°; 0,37/6,94-10™; 1/0,02; 0,3/1 },
B :{ 0/5,79-107°; 0/5,79-10°°; 0,14/6,94-10*; 0,49/0,02; 1/1 }.

I'padpix PIT Tepmis JI3 nokaszaHmit Ha puc. 3.
12
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Puc. 3. JTiHrBicTryHi €TayIOHM HEYITKMX
umicert g TSlog

Inrencusnicts givt, I. TyT posymieTbesl KiIbKiCTb
Oynmp-saKkux [ii KOopwcTyBada, ITIO BKJTIOYWAlOTh B cebe
BXi/I/BUXif 3 cucTeMu, Ilepermadva, 3MiHa, KOIIIFOBaHHS
dariiB, 3amycK/OpWIVHEHHS IpoOIeciB  TOIO, B
OIVHMLIIO Yacy. IHTeHCUBHICTL MOXe He BiIpi3HATUCS B
HOPYLIHMKa-IOAMHY i B JIETiTMMHOIO KOpWUCTyBaya,
ofHaK y OOTiB BOHa 3HAYHO BWINla, TOMY HavIOiTBITI
CyTTeBa 14 igeHTU@IKaIlil Ta po3MeXXyBaHHS KaTeropii
monvHa-60T. Xoua 3HaYHe MepeBUIIeHHs HOPMI BKa3ye
Ha JisUTbHICTh HeaBTOPU30BaHNX aBTOMATUUHMX CUCTEM-
nopymHVKiB (6oTiB), mpore 1 - HeuwiTkuit mapamerp,
OCKUTBbKM HOPMaJIbHY BeJIMYVHY MOKa3HMKa
IHTeHCUBHOCTI BU3HAUMUTM JIy>Ke BaXXKO.

OrmiammMo JI3 " InTercuBHIicTh min ". BusHaumMmo
3HAYeHHS JHHTBICTMYHOI 3MIHHOT {X1, x3}, 10
Bi/IIOBimaIOTh {HM3bKa, CeperIHs, BUCOKa}.

X2,

3
Tobro T,=UT', = {HI/I3I>Ka, Cepe/IHs, BHCOKA | .
i1

InTencuBHicTE iV 3BMYAMHOI JIFOOVHM OyXe
HU3bKa, 3a3Buuar Ile Bim 3 po 10 #im Ha XBWIMHY.
IaTerCHBHICTE X OOTiB B HmecsaTKM pasis Oitbmia. [Iig
IOOCITiKeHHsT BisbMeMo BepxHio Mexy y 100 mivi/xs,
xoda y poOoTiB IeV MOKa3HMK MO)ke OyTu i OLIbImvL.
JIoNiTbHO 3araTbHMY iHTepBasl po30onTH Ha 4 iHTepBaImM
[0;5], [5;10], [10;50], [50;100].

17

Hani s JI3 1 Tabsms 4
SuauenHs J13 IaTepsa
Nel Ne2 Ne3 Ne4
[Hispka 7 5 1 0
Cepennsi 0 7 4 0
Bricoka 0 1 5 7
3a  pomomororo  Bupasy (1)  BuU3HauUMMO
k;=[713107|, me kmax = 13, i simmosinHO 110 (2)
00YMCIIMMO:
13 5 113 0
les|=]l © 7 52 of.
0 1 65 13

Ob6uncimmo PIT 3a popmyrtoro (3):
1 038 01 0
lwl=fl0 1 074 of.

0 008 05 1

3
s U,uij BIIMTOBiTHO  3HAXOOMMO  OITiIHOYHI
i=1

3
BiTHOITIeHHS UI[Bi/B:{0,0S; 0,1; 0,5; 1} i orpumyemo
i=1

HaCTyIIHI HeviTKi uncia:
H:{1/0,05; 0,38/0,1; 0,1/0,5; 0/1},

C={0/0,05; 1/0,1; 0,74/0,5; 0/1},
B={0/0,05; 0,08/0,1; 0,5/0,5; 1/1}.

I'padix PIT TepmiB JI3 InTeHCHMBHICTE AiN
IIOKa3aHuit Ha puc. 4.
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Puc. 4. JTIHrBicTUYHI eTaJIOHM HeUITKMX umcert mis |

ITportecopamit dac/3aBaHTaXkeHIiCTh ITpoIlecopa,
CPU. OckiIbKM KUIBKICTh aKTMBHMX IIpolleciB Ha
honeypot-cucremax Mycwures OyTw MiHIMaJIBHOIO, TO
Oynmp-sike  30UIBIIIEHHS HaBaHTaXeHHS € O3HAKOIO
OisUTbHOCTI HOpYyIIHMKa B cucTeMi. B peampanx IC
IMOBIpHICTE TOro, IO AKTWMBHICTH CIPUYMHEHA caMme
MOPYITHUKOM JIeII0 HIDKYa, a, 3pO3yMijlo, HOpMasIbHa

BeJIMUMHA IIpOIlecOpHOro dacy Buira. IIpore 1ien
apameTp Bce OITHO MOXHa edeKTUBHO
BUKOPVICTOBYBaTW ISt ineHTudikarrii daxTy

HOPYIIEeHHsS B CUCTeMax BusiBlIeHHs BToprHenb i CBIL
OckisIbKM OHO3HAYHy BiAIIOBIAb PO IOPYIIHMKA 3a
JaHVM IIapaMeTpoM JaTi HeMOXJIVBO, BIIepIly dYepry
Jepes MOXJIMBY [isUIbHICTh BipyCiB, TO IPOLIECOPHMIL
CPU - HeuiTKuUI HapaMeTp.

Ouinnmo JI3 "TTporiecopHmit
4ac/3aBaHTaXXeHiCTh IIpollecopa”. BusHaunMo 3HaueHH:
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JHHTBICTMYHOT 3MIHHOT {X1, X2, X3}, IO BiZNOBimalOTH
{HM3pKa, cepenns, Bucoka}. TobTO

3
Toy = H Ty = {Hm},Ka, CepetHsl, BUCOKa } .

B HOpMasIBHUX yMOBax cepeHBOI eKCIUTyaTallil
noryxsocrern IIK i mpwm  BigcyTHOCTI  BIUIMBY
HOPYLIHMKIB M IIKigmmeoro I13 cepemHiy ImoKasHMK
3aBaHTaXeHOCTi  mporecopa  craHoBuUTh  20-30%.
3BrUartHoO HOpMa MOXKe JIel0 BapiloBaTvCs 3aIeXXHO Bif
OC, BcraHopimeHoro II3 i BupoOOHMHYMX 3aBHAHB
opradizamii. MakcuMaIbHO — MOMJIMBUIL  BiJCOTOK
saBaHTakeHocti CPU B=100%. omiibHO 3arajbHUM
iHTepBan po3duTni Ha 4 intepsarm [0;20], [20;50], [50;75],
[50;100].

Haxi s J13 CPU Tabsris 5
SHauenns J13 Tirepsan
Nel Ne2 Ne3 Ne4

[Hiispka 9 6 0 0

Cepenns 3 8 1 0

Bucoxka 0 1 5 8
3a pomomororo  Bupasy (1)  BuU3sHauMMO
k;=[121568|, me kma = 15, i BigmosimHo mo (2)

o0umMcIIMMO:

1,25 6 0 0
les|=|l 375 8 25 of.
0 1 125 15
O6uncimmo PIT 3a popmyrtoro (3):
1 05 0 O
||Mj||= 047 1 031 0.
0 007 083 1

3
st U,uij BIIIIOBITHO 3HAXOOMMO  OIIIHOYHI
i-1

3
BiTHOITIEHHS UI[Bi/Bz{O,Z; 0,5; 0,75; 1}, OTPUMYEMO
i=1

HAaCTYIIHI HeuiTKi umciia:
H= {1/0,2; 0,53/0,5; 0/0,75; 0/1} ,

C={0,47/0,2; 1/0,5; 0,31/0,75; 0/1},

B={O/O,2; 0,07/0,5; 0,83/0,75; 1/1} .
I'papix ~ PIT  Tepmip JI3  IlporecopHnit
yac/3aBaHTaXeHICTh IIpollecopa IoKa3aHwy Ha puc. 5.
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Puc. 5. JTinrsictnusi etastoHn HediTkmx ymcest miss CPU

O0'em 3aBaHTa)keHOI orlepaTUBHOI TTaM'sTi, Muse.
AHaJIOTIYHWII 3a CYTTIO O TIOIIEPEeJHBOrO i TaKOX €
HeuiTkuM. PII I gaHoro mapamerpa € IIPaKTUYHO
inenTiano0 3 JI3 "IIpolecopHmit dac/3aBaHTakeHICTb
mpotiecopa".

18

KinskicTs BukoHYyBaHMX (pavutis/mportecis, NEF.
TakoXX BXOOWUTH B rPyIy HeUiTKuX napameTpis. PaxT it
3JIOBMMCHMKaA II0 IIbOMY IlapaMeTpy BU3Ha4aeThCs
BiIxwiIeHHAM Bifg HopMmu. llent mapamerp BKIIIOYa€e B
cebe svire TIporiecy Ta ¢avIv KOPUCTyBaJa, a CUCTeMHi
- He BpaxoByIOTbcd. Tak B KOXHII opraHisarii
BiITIOBiZHO 110 TOMiTMKM Oe3meku Ta ITOCAJTOBMX
OOOB'SI3KiB  KOXKEH JIETiTMMHWI ~KOPUCTyBad MOXe
BUKOPWCTOBYBaTH TI€BHi (aili B IeBHUII MOMEHT,
OpVYOMy OJHOYacHe BMKOPWMCTAHHS Ofpasy OaraTbox
darutiB un mpolieciB IpaKTUYHO BUKIIIOUaEeThes. Le ae
3MOTy BUMSIBUTW $IK 30BHIIIHBOIO, TaK i BHYTPIlIHHOIO
MOPYIIHMKA, ajle 3 IIeBHOO VIMOBIPHICTIO.

Ouninnmo JI3 "KijbKicTb BUKOHYBaHMX darutis".
BusHaumMo 3HaUYeHHS JIHTBICTMYHOI 3MIHHOT {X1, X2, X3},
IO BiOmoBimaroTh {AyXe Masya, Majla, HOpPMaJIbHa,
BeJIvKa, JyKe Bermka}. To6To

5
1
Taer = HT NeF =1 JyKe Maia, Mana,HOpMaJlbHa,

BEIIMKA, JIy)KE BEIIMKa |.

HopmasibH1i moKasHMK KUTBKOCTI BMKOHYBaHMX
dariiB, SK BXe 3a3HavaNIoCs, AyXe 3aJeXHWUM Bif
rasysi, B AKivt mparoe miepHa IC, Ta Bifg Habopy mpaBvIT
HOJITVIKYM Oe3reK i TTocamoBux IHCTPYKILiVT opraHisariii.
B ocnoBHOMY 1le 3HaueHHs KoymBaeTbcd Bim 7 mo 10
mpollecis.  BpaxoByloum  TakoX 1  TexHOJIOTiuHi
obmexennss IC i TmmoBl momiTMKM  Oesrexkm IS
IOCIIiKeHHsT Bi3bMeMO MakcuMMasibHe 3HaueHHS B 20
IporieciB KOpucTyBadiB. /JOIJIEHO 3araJibHUN iHTepBal
posoutn Ha 4 imrepsarm [0;4], [4,8], [8;12], [12;16],
[16;20].

Hani s J13 NEF Tabsris 6
3HaueHH:d InTepsan
/13 Nel | N2 | Ne3 | Ned | Nob
[Ty>xe maa 8 5 1 0 0
Majia 4 7 2 0 0
[HopmanbHaa 1 4 9 3 1
Benixa 0 0 4 8 2
ITyxe eyimka| 0 0 1 5 8
3a pomomororo  Bupasy (1)  BuU3HauMMO

ki =||13 16 17 16 11"1 ne 1(max = 17, 1 BiOmoBimHO 10

(2) oOumcIMO:

046 531 1 0 0
523 744 2 0 0
les| =]/ 231 425 9 319 155

0 0 4 85 309
0 0 1 531 12,36
Ob6uncimmo DIT 3a popmyrtoro (3):

1 051 01 0 0

07 1 027 0 0
|| =015 0,47 1 035 017].

0 0 047 1 1036
0 0 008 043 1
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5
st U,uij BIIITOBITHO 3HAXOIMMO OIIIHOYHI
i-1

5
BiTHOITIEHHS UI[Bi/Bz{O,Z; 0,4; 0,6; 0.8; l} i
i=1

OTPUIMY€EMO HACTYIIHi HEUiTKi umcria:
I[M:{I/O,z; 0,51/0,4; 0,1/0,6; 0/0,8; 0/1},
M:{0,7/0,2; 1/0,4; 0,27/0,6; 0/0,8; 0/1},
H:{O,15/0,2; 0,47/0,4; 1/0,6; 0,35/0,8; 0,17/1},
B:{O/O,Z; 0/0,4; 0,47/0,6; 1/0,8; 0,36/1},
I[B:{O/O,Z; 0,0/0,4; 0,08/0,6; 0,43/0,8; 1/1} .

I'padix PIT Tepmis JI3 KimbkicTs BUKOHYBaHVIX
daris/ mporieci ToKasaHMI Ha puc. 6.
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Puc. 6. JTinrBicTruni eTasionn HeuiTkmx uvices1 aiist NEF

Kimpkicte 300iB Ta momwiok, NEr. [dawmin
ImapaMeTp € HEUiTKMM, OCKUTbKM 3001 Ta IOMVIIKM
MOXYTh  BigOyBaTmcs  mim  wac  pobortm  sK
aBTOPM30BaHOIO KOpHUCTyBayda Tak i mopymmnuka. [Ipore
IIpY YacTOMy IIOBTOpeHi 300iB UM ITOMWJIOK MOXHa
3poOWTI BMCHOBOK 3 II€BHOIO AOJIEI0 IMOBipHOCTI IIO
cucTeMa aTaKOBaHa. B IIlo Ipymy BXOAWTE IIMPOKMIL
CHeKTp TIOMiM Bifl TOMWIOK IIPM aBTOpM3alii 110 300iB
IpW BUKOHAHHI NeBHMX mpolleciB abo damtis. [Ipm
aKTMBHIVI poOOTI HOPYIIHMKA, He3aJeXHO BiI TIOro
KJTacy Ta KaTeropii, 9acToTa IOsIBY HecIrpaBHoCTe1 Oyrie
nemto Burroro. Crif TakoXX BIOMITUTH, IO IUJIKOM
MOXJTMBO TPpWM imeHTHUEIKaIlil MOpyIIHMKa-poboTa It
4JacroTa Oyze ITie BUITIOIO.

Ominummo JI3 "KiipkicTe 300iB Ta HOMIWIOK".
BusHaumMo 3HaUeHHSs JIHTBICTMYHOI 3MIHHOT {X1, X2, X3},
IO BiAIIOBiTAIOTh {HW3bKa, CepeIHs, BUCOKa}.

3
1
Tobro Ty, = U1T NEr = {HI/BLKa, CepejIHs, BUCOKa ) .
i

OynxuionanbHicTs IC BBaXKaeTbC HOPMaJIBLHOIO,
SKIO B ii poDOoTi BiACYyTHI HMOMWIKM Ta 3001 B3arasi.
ITpore mosiBa HeBeNMKOI KiJTBKOCTi 3001B BCe K MOXJIVBA,
B OCHOBHOMYy dUepe3 HeOCTaTHIO Ksasidikariito
KOPUCTyBa4ya, WOr0 XaJaTHICTb abo 3acTocyBaHHS
HEesIKiCHOTO allapaTHOTO / IIPOrpaMHOTrO 3a0e3IledeHHs.
OdinirHol cTaTUCTUKM 3 TaHOTO NUTaHHA HeMa€, TOMY
CKJIQJJHO BW3HAUUTM HOPMaJIbHY BeJINYMHY IIHOTO
napamerpy. B pamkax [ocimipkeHHS ~BCTaHOBMMO
MaKCUMaJIbHY KUIBKiCTh TIOMIJIOK Ta 3001B 3a 700y B=10.
JoniTbHO 3araTbHMY iHTepBasl po3ouTy Ha 4 iHTepBaI
[0;1], [1;4], [4;8], [8;10].
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Hani s J13 NEr Tabsrs 7
3nauenns J13 lrrrepa
Nel No2 Ne3 No4
[Hrispka 5 1 0 0
Cepenns 0 4 3 0
Bricoka 0 0 1 6
3a pomomororo  Bupasy (1)  Bu3HauMMO
k;=[5546[, me kma = 6, i BimmosimHO 1m0 (2)
00uMCITIIMO:
6 L2 0 O
les| =]l 0 48 45 of.
0 0 15 6
Ob6uncimmo DIT 3a popmyroro (3):
102 0 O
lew|=]l0 1 094 of.
0 0 0251

3
st U,uij BIIIIOBITHO 3HAXOOMMO  OIIIHOYHI
i-1

3
BiTHOITIEHHS UI[Bi/B:{O,l; 0,4; 0,8; 1}, OTPUMYEMO
i=1

HAaCTYIIHI HeuiTKi umcia:
H= {1/0,1; 0,2/0,4; 0/0,8; 0/1} ,

C={0/0,1; 1/0,4; 0,94/0,8; 0/1},

B:{OIO,l; 0/0,4; 0,25/0,8; 1/1}.

I'padix PIT TepmiB JI3 Kinbkicts 300iB Ta
ITIOMIWIOK ITOKa3aHMiT Ha puc. 7.
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Puc. 7. JTinrsictrusi etaytoHm HediTKmx ywmcest it NEr

Yac BukoHaHHs mnporecy/damty, RTPr/F.
Hocmimpxytoun — cratucTuky  poborm  IC  pisHmx
MJIPUEMCTB Ta OpraHi3alii JIerko MOMITUTM, IO
3aJIeXHO Bif crernmdiky poboTy wac, 3aTpadeHVIVI Ha
BUKOHAHHS TI€BHOI OIlepallii € IpuOIM3HO OXHaKOBW
s ogaoTvmaMX IC Ta ix 3ama4. B honeypot-cricremax B
OCHOBHOMY BWMKOHYIOTBCSI CHCTEMHIi Iporiecu, TOOTO Ti,
IO HATPUMYIOTh pobory camoro honeypot'a, abo
Iporiecy aJIMiHiCTpaToOpa, IO 3aIlyCKaroThCs B IIEeBHU
yac Ha geakuit nepiom. Takum umMHOM IIpm
imeHTMdiKarii Takmx IIpolleciB MOXHa 3poOUTH
BUCHOBOK ITPO aTaKy CHCTeMU MOPYHIHMKOM. OCKiTbKy,
TaKMM CTaH pedert MoOXe OyTu COpWYMHEHWUN
XaJIaTHiCTIO MpaliBHUKa, TO BUCHOBOK €
HEOJHO3HAUYHMI 1 BiOIOBIJHO HapamMeTp HOCUTbH
HeYiTKuUI XxapakTep.

Orirmmo JI3 "Yac BukoHaHHS Iporecy/ darot'.
BusHaumMMO 3Ha4YeHHS JIHIBICTMYHOI 3MiHHOI {X1, X2, X3,
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X4, X5 }, IO BIOIIOBIHAIOTH {my’ke Mayjmy, MaJIuvL,
cepenHiv,  BeMMKWV,  AyXe  Bemmkuii)l.  TobGTo

5 .
1 1) w “w
Trrpue = HT RTPHE = { Iy’Ke MaJlnii, Mallni, CepeTHi,

BEJIMKUH, Oy>KE€ BEIUKUI }

Jleritumumm xopwucrtysau y IC B mpoleci BUKOHaHHS
CBOIX ITOCAZIOBVX OOOB'A3KiB TIpaIffoe 3 TIeBHUM daryioMm
Uy HOpolLecoM B Iporeci IeBHOro 4yacy. Tak
CepeTHbOCTATUCTUYHUY MPaIiBHUK IIpalioe€ 3 OFHUM
darmom um mporiecoM mepion, gacy Big 30 xBuwTMH 10 3
TroauH. SIKIO Ieil IOKasHMK 3HauyHO MEeHIIMI Yu

OGiTpIMyI, TO TIe MOXe CBiTUMTM TIpo TImo3pimy
aKTMBHICTh. JOIUTPHO BCTAHOBUTM  MaKCUMaJIbHe
3HaueHHs [1aHol 3MIiHHOI B=24 romgmHM 3araJbHUNI

iHTepBan po3buri Ha 5 intepsarm [0 ¢; 1 x8], [1 xB; 30
xB], [30 xB; 3 rox], [3 rom; 6 rox], [6 Tom; 24 rof].

Hani st J13 RTPr/F Tabsms 8
3uauenHsd J13 TaTepBar
Nel No2 Ne3 Ne4 Ne5
/Ty ke Masmit 9 4 1 0 0
Mastiin 5 7 2 0 0
Cepennin 0 3 8 3 0
Bermmkmi 0 0 3 9 6
Hyxe 0 0 1 4 9
BeTIKVIT
3a  pomomororo  Bupasy (1)  BuU3HauUMMO

k=14 14 15 16 15

(2) oOumcrIMoO:

, e Kmax = 16, 1 BimmosimHO 10

10,29 4,57 1,07 0 O

571, 8 213 0 O

les|=| o 343 853 3 0
0 0 32 9 64

0 0 107 4 96

O6uncimmo PIT 3a popmyrtoro (3):

1 044 01 0 0

071 1 027 O 0
lw|=| 0 04 1 035 o0
0 0 03 1 07

0 0 011 042 1

5
M Uygy  BigmosimHo 3HaxommMo — oniHouHi
i=1

BiJHOILICHHS iL5J1Z[Bi/B:{6,94~10’4;0,02; 0,125;0,25; 1} i
OTPMMYEMO HaCTYyIIHi HeUiTKi umciia:

JIM ={ 1/6,94-10™*; 0,44/0,02; 0,1/0,125; 0/0,25; 0/1 },
M={ 0,71/6,94-10; 1/0,02; 0,27/0,125; 0/0,25; 0/1 },
0/6,94-10; 0,4/0,02; 1/0,125; 0,35/0,25; 0/1 },
0/6,94-10°; 0/0,02; 0,36/0,125; 1/0,25; 0,71/1 },
JIB={ 0/6,94-10*; 0/0,02; 0,11/0,125; 0,42/0,25; 1/1 }.

c-f
B |

I'padix DPIT Tepmis JI3 Yac
rporiecy/ dparuly mokasaHWV Ha puc. 8.

BVIKOHaHHSL
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0,0002441

0,0019531

0015625 0,125 1

ABB

Puc. 8. JTirrBicTrusi etayiorn Hewitkmx uvicest st RTPr/F
BucHOBKM

TakuMm unHOM, y poOOTi 3 BUKOPUCTaHHSIM
MIJITC 6y BBemeHi J13 Ta moOymoBaHi MoJIelTi eTaJIoHIB
napametpis Tlog, Nlog, TSlog, I, CPU, Muse, NEF, NEr,
RTPr1/F. Takox myig koxHoi JI3 Oymm pospaxosani ®IT ta
noOymosani rpadiku 1x Tepmis. CopmosaHi eTamorm
HeoOXimHI 1711 ¢dopMyBaHHS JIOTiUHMX IIPaBWII, IIIO
DO3BOJIAIOTH  3abesmeunTnt  dyHKIionyBanHs CBIL
OrpumMani  pesynpTaTi y  IOHaybIIOMYy  OyAyTh
BUKOpuUcTaHi 11 1mobymosu IDS cmcremMu Ha 0Gasi
TexHororii honeypot.
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T'usyn A.M., Boaanckasa B.B.,, T'namiok B.A. Modeau 3mar0n08 auneBucimuueckux nepeMeHHuIX OAA CUCHIEM
obHapyenua u udenmuguxayuy Hapywumets uHphopmayuonHo besonacHocmu

Annomayus. Vsyuenue paxma HapyuieHus uHGOpMayuoHHou 0e30nacHoCmy U AUMHOCIIU HAPYUiUMmes umeemn 00Abuioe
HayuHoe U npaxmuteckoe sHavenue. C 3mux nosuyuil, Gopmasusayus napamenpob, Komopsie Mo2ym bbb UcnoAb308aHb!
045 udenmupuxayuy Hapyuwumenei, S6aaemcs aKmyaibHol HayuHotl 3a0auei. Yemkoe onpedesenue 1noAH020 MHOKecmba
napameimnpo8 nosoaum noBuicums spgpexmubrocns npebenmubHuix Mep U cuctmem saujumsl. B pabome npedsoxena modess
IMAAOHOB AUHRBUCTIUUECKUX TIEPEMEHHbIX, OpUeHmMupoBannas HA 1OCHIpoeHue CUCTeMbl O0DHAPYKeHUS HAPYUIUIMEAs
(6mopxenue). [las obHapysxeHUA HAPYUIUMEAS UCNOAb3YemcA pA0 xocmoBbix u cemeBuix napamempob, boavuiuncmbo us
KOmopbIX uMmerom Hewemxywo npupody. Ha ocnoBe npoBedenrozo skcnepumenma nocmpoeHsi MoOeAu 3MaioHoB 3mux
napamempo8 ¢ ucnoav3obanuem Heuemkux uuced. Iloayuennsvie pesyivmamvt mo2ym 0bimb 0A3UCOM 045 NOCHIPOCHUA
ccmembt 00HapyKenus Bmopikenuil Ha ocHoBe mexrosoeuu honeypot.

KaroueBoie croBa: napyuwiumens ungopmayuonHoi 0e30nacHoCmy, cucmema O0DHAPYKeHUS HAPYWUIMes, Napamempol,
udenmugpukayus, AuneBucmudeckue nepemenHbvie, Heuemxas A02UKa, AMAL0Hb! napamempos.

Gizun A.L, Volyanska V.V., Gnatyuk V.O. Etalon models of linguistic variables for information security intruders’
detection and identification

Abstract. Study of information security breach and intruder identity has a great scientific and practical importance. From this
viewpoint parameters formalization for intrude identification is an actual research problem. Clearly definition of complete set
parameters can give a possibility to increase preventive measures and security systems efficiency. In the paper etalon model of
linguistic variables was proposed and oriented on IDS system construction. For intruder detection the set of host and network
parameters are used. Most of them have a fuzzy nature. The etalon models were build using fuzzy numbers on basis of
experiment. Given results can be the basis for IDS system based on honeypot-technology development.

Key words: information security intruder, intruder detection system, parameters, identification, linguistic variables, fuzzy
logic, etalon parameters.
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