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ATAKHN HA PACITIPEJEJIEHHBIE BEB-OPUEHTUPOBAHHBIE CUCTEMBI

Hcnonb3yemble COBPEMEHHBIE CETEBbIE TEXHOJIOIMM B OCHOBHOM CBOEM Macce
00JIaJalOT BBICOKOH CIOKHOCTBIO M IIO3TOMY YS3BUMBI IUIS IIEJICHAIPABICHHBIX
nH(pOpPMAIMOHHBIX aTak. [IprdeM Takue aTakd MOTYT HPOU3BOJMTHCS yAAaJIEHHO, B TOM
YHCIIe M M3-3a NPE/e]IOB HALIMOHAIBHBIX TPAHUL. Takue 0COOEHHOCTH CTaBAT HOBbIC
npoOneMsl 1mepen  pa3pabOTYMKAMH U aPXUTEKTOPAMH  TEJICKOMMYHHUKAILIMOHHOMN
UHOPACTPYKTYPHI U HHPOPMALIOHHBIX CHCTEM.

TpyAHOCTD BBISABICHUS NIPOBEACHUS yHNAIEHHON aTakW M OTHOCHTEINIBHAS IIPOCTOTA
npoBeneHus (13-3a U30BITOUHON (PYHKIIHOHAIBHOCTH COBPEMEHHBIX CHCTEM) BBIBOAUT
9TOT BHJ HENPaBOMEPHBIX JEHCTBUI Ha INEpBOE MECTO IO CTENEHH OIACHOCTH MU
HPEISTCTBYET CBOCBPEMEHHOMY pEarnpOBaHMIO Ha OCYLIECTBIEHHYIO Yrpo3y, B
pe3yabTaTe 4ero y HapyHmnTeNs YBeTHIHBAIOTCS IAHCHI YCIIEIIHOM pealn3aiy aTaKH.

B obmiem cirygan cuuTaercst 4TO U TOTO YTOOBI IPEOIOTETh CHCTEMY 3allUTHI,
JOCTATOYHO B3JIOMATh JII00OH M3 ee KOMIOHEHTOB. IIpu 5TOM eciu IpH CO3laHHU
HOJICUCTEMBI 3aLMTBl JUI  CJIOXKHOH HMH(OPMALMOHHOW CHCTEMBI HCIIOJIbB3YIOTCS
Oe3onacHble KOHCTPYKTHUBHBIE OJIOKU — 3TO HE FapaHTUPYeT 0€30MacHOCTb MOIYyYEeHHOH
CHCTEMBI 3aIUTEL.

CoBpeMeHHbIe HHPOPMAIMOHHBIE aTaK! 110 CBOEMY NPUHIMILY (pyHKIMOHUPOBAHUS U
HOCTPOCHUS Pa3feNaoTcs Ha Be kareropuu. Ilepas kaTeropust 3T0 MHGOPMALMOHHbIE
aTaky, KOTOpBIE HCIONB3YIOT OCOOCHHOCTH apXUTEKTYphl aTakyeMOH CHCTEMbl MU
cepBuca (0COOEHHOCTH IPOTOKOJIOB, PEAH3AINK M B3aUMOCBSI3H Pa3INIHbIX TOJCUCTEM
BeO-cepuca u T.1.). Ko BTOpol Kareropuu NpHHAUIEKAT aTakd HalpaBlIeHHBIE Ha
UCIONB30BaHUE OWIMOOK B pEaIN3alUM KOHKPETHOH WH(OPMALMOHHOH CHCTEMBI.
YacTbIMH OIIMOKaMM B HEKOTOPBIX CHCTEMax SBJISETCS TO, YTO OHH HE IapaHTHPYIOT,
YHHYTOXEHHUS OPUTMHAIBHOI MH(OpMaruK nocie mudpoBaHus.

CymecTByeT MHOXKECTBO M3BECTHBIX aTaK MX BCE MOXHO Pa3IeNUTh IO CIEHApHIO
HX TPOBEICHHS Ha J[BE CXEMBI 3TO aTaku kiacca Man-In-The-Middle (MitM) u aTaku
kiacca Man-in-the-Browser (MitB).

ITpuBeEHHBIE CXEMBI MOTYT IIPUMEHATHCS KaK ISl apXUTEKTYPHBIX aTak, TaKk M
aTak WCIOJNB3YIOMMX OIIMOKM peann3aluy. ATakd, CBS3aHHBIE C OIIMOKaMH B
peanu3aniM IIPOINe MOANAIOTCS BBIIBICHHIO ITyTeM aHAIM3a M TECTHPOBAHMS
UCXOJHOTO KOJa CHCTEMbl, MNPOBEIEHHS HArpy304YHBIX HCIBITAHUH ¥ INPUMEHSASL
PAa3INYHbIC METO/bI ONTUMHU3ALMH U BEpU(DUKALIMI TPOTPAMMHBIX KOMILIEKCOB.

B sTOoM joknaze BHUMaHHE YAENSETCS OCOOCHHOCTSIM arak Ha apXUTEKTypy
HHPOPMAIIMOHHON CHCTEeMBL. Tak Kak INPOaKTUBHOE OOHApy>KEHHE IOJO0OHBIX aTak
CBSI3aHBI C OOJIBIIMMU TPY03aTpaTaMy U ¢ HU3K0H ¢ dexTuBHOCTRIO. TO mpemnaraercs
UCHOJIb30BaTh AQHAIM3 PACIPOCTPAHEHHBIX aTaK Ha BeO-OPUEHTUPOBAHHBIC CUCTEMBI C
TOYKM 3pEHUSl OKCIUIyaTUPYeMBIX CXEM IIPOBEACHUS araK JUli  BbIBICHHA
MIOTCHIIHAIBHBIX C1a00CTel B apXUTEKType pean3yeMoi HH(POPMAMOHHON CHCTEME.
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