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Abstract—The offered model of radiowaves propagation of the unmanned aerial system data link is rea-
lized in two stages: calculation of middle radius of coverage area and his further elaboration by geome-
trical methods along the separate directions with the expressed relief inhomogeneities. Underestimation 
of this factor can be a reason of absence of receiving signal which leads to interruption of integrity of in-
formation, or can be an occasion of propagation of radiowaves beyond of destination area which creates 
a precondition of leaking or physical interception of information. The model allows to promote the level 
of informative integrity, availability and safety of data exchange due to a removal of propagation of radi-
owaves out of setting. Also it promotes reduction of probability of leaking and physical interception of in-
formation as well as retain of necessary level of availability and integrity of information. 

Index Terms—Coverage area; model of propagation of radiowaves; base station; terminal; availability of 
information; integrity of information; interception of information; leaking of information. 

I. INTRODUCTION 

The development of unmanned aerial vehicles 
(UAV) with unmanned aerial systems (UAS) and 
related information technologies requires to ensure 
the confidentiality, integrity and availability of in-
formation. Quality of radiowaves propagation in 
data exchange systems affect these factors. 

There are two ways to breach of the physical in-
tegrity and confidentiality of information in these 
systems. 

1) Propagation over a distance which is greater 
than the required value for the sustainable operation 
of UAS data exchange system. This factor leads to a 
breach of confidentiality and radio intercept of data 
by the hostile, and respectively, to the loss of UAV 
control. 

2) Propagation over a distance which is less than 
the required value. This factor leads to a breach of the 
conditions of access to information and to loss of 
data, which are transmitted from the UAV, as well as 
to the loss of UAV control.  

Currently, the vast majority of telecommunica-
tions operators use of varieties of Okumura–Hata 
and COST-231 models for the forecast of distribu-
tion of radio waves. These models can determine 
only the so-called averaged propagation loss values 
and corresponding averaged radius of zone, and 
which are correct under the condition, that the cov-
erage area has a circular shape. This occurs due to 
the fact, that these models take into account only the 
generic nature of the terrain, antenna height, work-
ing frequency, transmitter power and the distance to 
the observation point, and does not take into account 

such a phenomena as multi interference and diffrac-
tion on obstacles. 

However, the real terrain contains a buildings, fo-
rests, mountains and other inhomogeneities, which 
are large in comparison with the wavelength, so the 
actual area has a significant deviation from the shape 
of a circle – so-called outbursts and failures. There-
fore, the actual distance of stable connection can be 
several times greater or less than the predicted aver-
age value – for example, in the gorges, in the forests, 
on the dam of the mountains, and others. These fac-
tors can lead to a lack of communication with UAV, 
i.e. to the loss of availability of information, or 
propagation a data carrier on distance far exceeding 
the projected values, that can create conditions for 
the unauthorized interception of data. 

These factors may adversely affect the integrity 
of information and security of wireless networks in 
the following aspects: 

– the actual propagation of data carrier outside of 
a distance more or less than expected; 

– the possibility of leakage of information or lack 
of it at the point of the reception; 

– the creation of unacceptable levels of mutual 
interference that adversely affect the quality of data. 

From these preliminary comments we make con-
clusions about the necessity for developing such 
methods of forecasting of coverage area that have a 
sufficient simplicity and would allow to take into 
account the inhomogeneities of the real terrain.  

The research objective is elimination of possibili-
ties of radio waves propagation out of limits of neces-
sary distances, and also providing a stable propaga-
tion condition in UAS data link.  
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The research problem is development of radi-
owaves propagation model, which will allow to con-
sider the diffraction and interferential phenomena on 
land relief inhomogeneities. It will allow to increase 
forecasting accuracy of radiowaves propagation in 
real conditions, and to eliminate of possibilities of 
radio waves propagation outside of covering zones. 

II. PROBLEM STATEMENT 

The structure of mathematical model of propaga-
tion of radio waves is ,r tP LP  where rP  is the signal 
power in the reception antenna; tP  is the transmitter 
radiation power; L  is the multiplier of weakening of 
radio waves. The task consists in development of 
multiplier L  definition technique, depending on 
diffraction and interferential losses in actual condi-
tions of radio waves propagation. With use of value 
of L  it is possible to choose corresponding value of 
power of radiation tP  for providing a stable commu-
nication in a necessary zone and for elimination of 
radio waves propagation outside a necessary zone. 

III. THE ANALYSIS OF LAST RESEARCHES 

The most common practical application of Oku-
mura–Hata formula, which obtained from the nu-
merical measurement of averaged power losses val-
ues in the propagation of radio waves L as an equa-
tion with respect to distance radius zone d, is as fol-
lows [1] 
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where h1 is the height of the antenna control point, 
m; h2 is the altitude of UAV, m; d is the distance 
between the point of control and UAV, km; f is the 
operating frequency, MHz; a(h2) is the height cor-
rection factor which depends on the frequency and is 
averaged by type of locality, i.e. city, suburb or vil-
lage [1], [2]; K is the extra weight coefficient for 
rural areas and suburbs whose value is given in [1], 
[2]. In practice, using this formula was established 
[3] that it underestimates the losses at frequencies of 
1.5 ... 2 GHz in a city or dense massif. So, later was 
offered “Augmented Model Hata” that has eliminat-
ed this deficiency. The main value of this model for 
the averaged propagation losses is 

1
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where weight coefficient C = 0 for villages and sub-
urbs, C = 3 for the city or dense massif.  

This model takes into account only the type of 
locality (town, suburb, village), but does not take 

into account the specific elevation of real obstacles 
which are hundreds of times more than the operating 
wave length. But on the real obstacles the radio 
waves experience of significant diffraction losses 
with the formation of significant “gaps” in the areas 
of attainability, and in the cross-sections or streets 
canyons the repeated reflection with a small differ-
ence in path length is the reason of multibeam inter-
ference phase to form multiple “emissions” in the 
range of attainability. Therefore, the most common 
method of forecasting of attainability by Okumura–
Hata model, which does not account for these phe-
nomena, makes it impossible to predict the impact of 
specific parts of the terrain – mountains, slopes, 
ravines, clusters of houses, streets, etc. But this av-
eraged prediction of coverage area could cause ac-
tual propagation outside the purpose limits or lack of 
it in the expected point of space with all the effects 
listed above. In addition, Okumura–Hata model and 
its modifications as COST–231 model limited the 
height position of the UAV antenna. 

IV. PROBLEM SOLUTION 

For qualited forecasting of coverage area we of-
fer computational procedure which is carried out in 
two stages. In the first stage, based on the values of 
the height of the control point antenna and UAV 
operating frequency, and the ratio between known 
values of transmitter power and receiver sensitivity 
on board, the average radius of the range is deter-
mined on the base of the Okumura–Hata model giv-
en above, according to the value of the average 
power loss in the propagation path of radio waves. 
In the second stage it takes into account the peculiar-
ities of the terrain, for example: 

– clusters of buildings, structures, slopes, etc., 
which cause diffraction losses and appropriated 
“failure” in the coverage area; 

– availability of gorges, streets with tall build-
ings, in which there are cross-sections multibeam 
interference phenomena with the formation of 
“emissions” in the coverage area. 

Thus, on the second phase of forecasting we offer 
to make specification of averaged distances values 
of stable connection in certain area, where there are 
the details of topography listed above, and which are 
ignored by the Okumura–Hata model and its modifi-
cations. Obviously, the specifying second stage re-
quires such a propagation model which takes into 
account the diffraction on obstacles and multipath 
interference in a real location. Therefore, in the 
second stage we use the Walfisch–Ikegami forecast-
ing model [1], [2]. It gives quite accurate results at 
frequencies from 0.8 to 5 GHz, and at distances from 
20 to 10,000 m. This model allows us to analyze 
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separately two cases: propagation through the line of 
sight and in the “shaded” area out of sight. In condi-
tions of line of sight Walfisch–Ikegami formula for 
distributing losses L is: 

42,64 26log 20log ,L d f     (3) 

where d is the distance to the reception point, km; f 
is the operating frequency, MHz. 

For the region of space beyond the line of sight 
with the diffraction phenomenon, propagation losses 
consist of losses in free space Lfs and multiple dif-
fraction losses Lmd. For these phenomena Walfisch–
Ikegami model is: 

fs fs md

fs md fs md

, if 0;
, if 0,
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L
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where Lfs are propagation losses in free space, de-
fined by the formula 

fs 32,45 20log 20log ,L d f                (5) 

Lmd are multiple diffraction losses, which are de-
termined by the formula 

md 016,9 10log 10log 20log .L n f h L        (6) 

In the last expression n is the number of points of 
diffraction, h  is the value of exceeding line of sight 
by obstacle, m; 0L  are estimated losses, depending 
on the angle of diffraction as follows: 
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Obstacles height and distance between them 
along the direction of propagation are couted by 
additional factor of multiple losses Lm: 

m sh lg lg 9lg ,a d fL L k k d k f b           (8) 

where ka, kb, kf are extra weights that take into ac-
count losses depended on the distance and frequency 
for the conditions of the city, suburbs and villages, 
and which are determined by special nomograms 
provided in [2]; b is the distance between obstacles, 
m; Lsh is the attenuation while propagation in the 
shadows zone: 
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To account for multibeam interference phenome-
na in the valley or the street alignment we propose 
the following procedure. Firstly, it is necessary to 
determine the presence of sight alignment in the 

gorge between the control point antenna and UAV. 
Next, it is need to determine the number of possible 
points of reflection N, depending on the length of the 
street (gorge). Tentatively it can be considered N = 
3, since most of the radio waves reflect from the 
right and left walls of the gorge and the underlying 
surface. Thus, the estimated value of the multiplier 
multibeam interference Lmi can take a triple multip-
lier comparatively with value losses in free space Lfs: 

mi fs3 3(32,45 20log 20log ).L L d f        (10) 

The calculations showed that the magnitude of 
multiple losses increases to 30 dB / decade in the 
case when control point antenna location is below 
the obstacle level, and to 18 dB / decade when its 
location is above the obstacle level. In addition, 
multibeam interference phenomenon increases the 
value of multiple losses at least three times if the 
location of the control point antenna is in the align-
ment of the gorge. These values are very important, 
but when we use all kinds of models by Okumura–
Hata and COST–231 they are not considered at all. 

Additionally, we should consider the possible 
presence of obstacles, which in general can be 
schematically represented in accordance with Fig.1. 
This form of obstacles is most common in the prac-
tice of radio propagation prediction. Let's consider 
the three possible options for location of transmitter 
T and receiver R: in alignment of the gorge (1), on 
one side of it (2), and on both sides of it (3).  

When placing the T and R in the alignment of 
the gorge, there are three beams, which reach the 
point of reception: direct, and two that are reflected 
from the slopes. In this case, the attenuation V in the 
direct beam is similar to interference attenuation and 
calculated by known methods [3]. When placing the 
T and R on one side of the gorge, there are two 
beams, which reach the point of reception: diffracted 
at a slope with attenuation factor D, and the beam 
reflected from the other slope with the magnitude of 
attenuation G. For both beams the calculation of 
wave attenuation is carried out by known methods 
[3]. Diffraction at a wedge-shaped slope is similar to 
diffraction at wedge-shaped hill. Using values of V, 
D, G, and considering of interference during wave 
propagation from T to R, we obtain the following 
value for the factor F in this case (indexes of values 
are correspond to the numbers in the Fig. 1) 

21 22 2 31 32 3 .F V V D V V Г   

When placing the T and R on opposite sides of 
the alignment of gorge, there is one beam, that is 
diffracting successively on the left and right slopes 
and reaches the point of reception. In this case the 
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multipliers for each slope are determined at first 
step, assuming no other slope is present. The result-
ing diffraction multiplier is determined by known 
methods, for example, by using of Fresnel diffrac-
tion model [3]. Using variables V and D, we obtain 
the following value for the multiplier F, when the T 
and R are located on either side of alignment (index-
es of values are correspond to the numbers in 
Fig. 1). 

..

. . .

r

1

1

23

32

Fig. 1. Gorge with wedge-shaped slopes 

рDVVF 2211  

If the location of the T and R is in the alignment 
of the gorge, and at small slip angles, this multiplier 
may reach values of 3,0. When the angle of diffrac-
tion is increasing, the multiplier is decreasing. This 
specification will enable the further reduce the prob-
ability of communication quality losses and inter-
ception of data in the channels of unmanned aircraft 
systems. 

An examination of the results shows, that the 
model of coverage area which considers the specific 
details of relief, unlike the existing models with 
calculations on the basis of average losses, make it 
possible to consider: 

– the presence of cluster with one or more ob-
stacles, which causes the diffraction losses and 
forms the “failure” zone within the coverage area; 

– such a location of obstacles, that causes the 
multipath interference with the formation of “emis-
sions” zone within the coverage area. 

Thus, the proposed model of calculating of cov-
erage area while designing telecommunications net-
works for UAS, unlike the existing ones, takes into 
account diffraction and interference phenomena that 
cause substantial dependence of stable connection 
distances on the direction of propagation. 

V.  CONCLUSIONS 

The applying of the proposed model eliminates 
the undesirable effects that lead to breach of the 
integrity and confidentiality of information in the 
UAS communication link.  

1) Propagation over a distance which is greater 
than the required value for the sustainable operation 
of UAS data exchange system. This factor leads to a 
breach of confidentiality and radio intercept of data 
by the hostile, and respectively, to the loss of UAV 
control. 

2) Propagation over a distance which is less than 
the required value. This factor leads to a breach of 
the conditions of access to information and to loss of 
data, which are transmitted from the UAV, as well 
as to the loss of UAV control.  

Results of researches allow to use the value of a 
multiplier of weakening of radio waves for a choice 
of such values of the transmitter power, the receiver 
sensitivity and their working frequencies, at which 
possibility of information leakage and its intercep-
tion is eliminated, also the stable communication 
and integrity of information in UAS data link are 
provided within a necessary zone. 
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Є. І. Габрусенко, І. А. Мачалін, А. Г. Тараненко. Модель зони досяжності пункту керування безпілотної 
авіаційної системи 
Запропоновано модель поширення радіохвиль в каналі передачі даних безпілотної авіаційної системи. Модель 
реалізована в два етапи: розрахунок середнього радіусу зони покриття та її подальша розробка за геометрични-
ми методами уздовж окремих напрямів з вираженими неоднорідностями рельєфу. Недооцінка цього чинника 
може бути причиною відсутності приймання сигналу, що призводить до погіршення цілісності інформації, або 
може бути причиною поширення радіохвиль за межі району призначення, що створює передумову витоку або 
фізичного перехоплення інформації. Модель дозволяє підвищити рівень інформаційної цілісності, доступності 
та безпеки обміну даними за рахунок виключення поширення радіохвиль за встановлені межи. Це дозволить 
знизити ймовірність витоку і перехоплення інформації, а також сприяє збереженню необхідного рівня доступ-
ності та цілісності інформації 
Ключові слова: зона покриття; модель поширення радіохвиль; базова станція; термінал; доступність інформа-
ції; цілісність інформації; перехоплення інформації; витік інформації. 
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Е. И. Габрусенко, И. А. Мачалин, А. Г. Тараненко. Модель зоны покрытия пункта управления беспилот-
ной авиационной системы 
Предложена модель распространения радиоволн в канале передачи данных беспилотной авиационной системы. 
Модель реализована в два этапа: расчет среднего радиуса зоны покрытия и ее дальнейшая разработка по гео-
метрическим методам вдоль отдельных направлений с выраженными неоднородностями рельефа. Недооценка 
этого фактора может быть причиной отсутствия приема сигнала, что приводит к нарушению целостности ин-
формации, или может быть причиной распространения радиоволн за пределы района назначения, которая соз-
дает предпосылку утечки или физического перехвата информации. Модель позволяет повысить уровень ин-
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формационной целостности, доступности и безопасности обмена данными за счет исключения распространения 
радиоволн за пределы установленных границ. Это позволит снизить вероятность утечки и перехвата информа-
ции, и способствует сохранению необходимого уровня доступности и целостности информации. 
Ключевые слова: зона покрытия; модель распространения радиоволн; базовая станция; терминал; доступность 
информации; целостность информации; перехват информации; утечка информации. 
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