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Abstract—This paper analyses the issues of closing the communication channel with an unmanned aerial 
vehicle by using cryptographic means. Requirements applicable to such means are formulated. The me-
thod of information encryption envisaging use of direct and reverse dynamical systems is considered. 
There has been carried out a series of experiments on information conversion with the encryption-
decryption system that showed some algorithm features based on the above mentioned systems. 
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I. INTRODUCTION 
Today, unmanned aerial vehicles (UAV) are 

widely used not only in the military, but also in the 
civil sector. They are increasingly used to solve such 
macroeconomic tasks as aerial photography, meteo-
rological measurements, monitoring of pipeline and 
electric power supply line condition, etc. The recent 
global boom in using unmanned aircraft can be ex-
plained by the benefits offered by such vehicles that 
is to say low price, cost efficiency, ease of use, and 
security for maintenance staff. 

At the same time, a range of problems associated 
with the intense development of this direction, both 
organizational, regulatory and technical ones emerge 
full blown. Moreover, the issues of information se-
curity, in particular the closure of communication 
channels used to contact UAV, become critical.  

Today, there are a number of technical issues 
hindering the UAV development. The overarching 
task is to ensure information transmission between 
an aerial vehicle also called, for brevity’s sake, the 
‘Board’ and a ground control station (GCS) that we 
further designate using the term the ‘Ground’ to the 
volume required, at the given rate and without noise. 
This task can be solved by increasing the capacity 
and noise resistance of the information transmission 
channels. 

Topical issues of classified information in com-
munication channels with ground control UAV in-
vestigated in many recent papers, for example [1], 
[2]. However, analysis of recent research and publi-
cations shows that these issues are not completely 
addressed in the literature.    

The most important information kinds exchanged 
by the Board and the Ground include the command-
line, telemetric and video information. 

Command-line information constitutes digital 
fixed-length blocks (packages) arriving through the 
radio channel from the Ground to the Board to adjust 
the layout of the vehicle controls for completion of 

maneuver commands transmitted by the GCS opera-
tor. 

Telemetric information transmitted from the 
Board to the Ground in the form of digital packages 
as well includes data on the layout of the UAV con-
trols.  

Video information constitutes broadband signals 
picked up from the on-board digital video cameras 
(or thermal cameras).  

ON-board video cameras are needed to give the 
panorama in sight of UAV to detect various objects 
afield and determine their coordinates, to explore 
areas of forest and peat-bog fires, major man-
induced disasters, to perform environmental moni-
toring, etc. Particular tactical tasks carried out using 
the aircraft-borne video cameras are confidential and 
protected from unauthorized disclosure. The use of 
stream ciphers offers a simple solution for crypto-
graphic information security in broadband video 
transmission system.  

The problem of vulnerability of the channels used 
to transmit information between UAV and the 
ground control station more often being a tablet 
computer or a laptop, can be solved by using one of 
the following methods [3]: 

– the use of autonomous UAV; 
– the use of satellite repeaters; 
– closure of communication lines by using cryp-

tographic means. 
In most applications, the last of the above men-

tioned methods turns to be the most appropriate and 
cost-effective one. 

In evaluating the requirements applicable to 
channel protection system using cryptographic 
means, the following aspects can be distinguished: 
speed-of-response, encryption reliability, weight and 
overall dimensions of the on-board system part. 
These factors are in conflict with each other, espe-
cially with increasing channel carrying capacity and 
low weight of UAV. 
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Several factors determine the choice of the en-
cryption algorithm, such as organizational (including 
certification issues) and technical ones, of which an 
important moment is feasibility on the available 
component basis. 

The aim of this paper is to develop of software 
and modeling cypher algorithm that ensures high-
speed streamed cryptographic conversion of signals 
transmitted from the UAV board.  

II. MATHEMATICAL DESCRIPTION 

In recent years, a new direction in cryptology is 
being developed, which is associated with the use of 
dynamical systems with chaotic behavior [4], [5]. 
One of the basic approaches in this direction is based 
on the use of inverse control systems for developing 
cryptographic algorithms [6]. 

Dynamical systems with chaotic behavior are be-
ing widely used now and are used in various fields, 
in particular for ensuring cryptographic protection of 
information [5]. Such systems can serve as the basis 
for pseudorandom sequence generators that are fur-
ther used to encrypt plaintext data. On the other 
hand, every dynamical system of the input-output 
structure can be directly used for conversion of in-
formation. On the basis of such systems an encoder 
is developed. The log-in is a digitized message, 
while the log-out is an encrypted signal directed to 
the telecommunications network. A necessary condi-
tion for unique decrypting is availability of the feed-
back system. 

In this paper, the system was realized the whole 
diagram of which is shown in Fig. 1. 

 
Fig. 1. Conceptual diagram of the system 

The cheapest of the UAV does not provide cryp-
tographic protection of the communication channel. 
That is, the same commands coming from the 
ground to the board and from board to the ground 
correspond to the same signals. This allows an at-
tacker to take control of the UAV. 

UAV modules communicate with each other us-
ing standard protocols for data exchange. One of the 
most popular and easiest ways to transfer the data is 

realized in the UAV via Universal Asynchronous 
Receiver-Transmitter (UART). Usual, UART, con-
sists of two data channels TXD (transmit) and RXD 
(receive), supply (+ 5V) and ground (GND), the rest 
of the wire support. This means that when you con-
nect devices via UART, you need to connect TX1 → 
RX2, RX1 ← TX2. 

To connect the encoder uses two UART. First 
UART connected to the apparatus, other – to the 
transceiver. The encoder can be implemented on a 
microcontroller (МКВ for the board and MKG for 
the ground). All command - telemetry information 
before sending the air passes through the encoder. 

Since in most cases the user does not have the 
ability to change the program UAV control, it may 
be offered the option of curtain protection. The bot-
tom line is that the encoder is included in the break 
after the board/ground equipment and to the tran-
sceiver. Thus between transceivers (radio) are al-
ways transmitted cryptographically protected data. 

Any information processed by different discrete 
calculators can eventually be represented by a se-
quence of bits (0 or 1). This representation, in fact, is 
used in its conversion using a variety of dynamical 
chaotic systems. However, in computing systems to 
represent different types of data they use larger units 
that is to say 88 bytes (bit), and machine words from 
16 to 64, usually depending on the machine digit 
capacity. Most commonly byte representation of 
information is used. Thus, the code tables in compu-
ting systems for representing textual information 
indicate correspondence between 256 bytes and cha-
racters of different scripts. 

In many cases, the use of the byte information 
representation also simplifies algorithms of its 
processing by computing systems. Therefore, we 
will further consider the byte to be a unit of digital 
information, and the information processed in com-
puter environment, will be represented as a sequence 
of different bytes. 

The method of data encryption will be the me-
thod of direct information conversion by a dynami-
cal chaotic system using forward and backward sys-
tems. 

The encryption algorithm used in this work is 
based on the use of discrete analogue of the Lorenz 
dynamical chaotic system [7]. 

The final Lorenz machine is described by the sys-
tem of equations: 
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Whereas, an additive component – the current in-
put symbol of initial information u (t), y (t) is the 
relative symbol of ciphered information. A set of 
input and output symbols, components 
xi (t), i =1, 2, 3 are understood as the elements of the 
Galois field GF (q) or the ring Z (q), and operations 
of addition or multiplication are relative operations 
in this field or ring. This allows the use of inexpen-
sive signal processing controller is not great AC. 

For digital information conversion, the fields and 
rings of characteristic 2 are usually used, that is to 
say q = 2n, .Nn  Given the nature of information 
representation in the computer memory, the program 
uses the fields GF (28k) or the rings Z (28k), 
k = 1, 2, 3, 4. This is due to the fact that the informa-
tion file is stored in the computer memory as a se-
quence of bytes. There are several types of the Ga-
lois field representation. The program uses two of 
them: integer representation, and vector representa-
tion. Implicitly, polynomial representation is also 
applied in developing calculation algorithms in the 
fields. 

Decryption is done by the reverse Lorenz ma-
chine, which exists for every )(qGFA  or 

.0),(  AqZA  
The key of the decryption system are system 

coefficients and initial state for the machine. Now 
we represent the system of Lorenz equations as fol-
lows:  
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Coefficients (a11, a12, a21, a22, a23, a24, a31, a32) of 
the Lorenz machine, as well as initial states S1, S2 S3 
are the key for the encryption system. If needed, the 
key parameter may be also the value k that indicated 
the size of the processed block of information (in-
formation bit) in k byte. 

The major steps of the ciphering algorithm are:  
– initialization (setting) of the machine – coeffi-

cients, initial state according to the encryption key 
state and the size of the quantum are set; 

– processing of the next quantum of information 
in accordance with the system that is in the current 
state, along with release of the encrypted quantum 
and transition to a new state. This step is repeated 
until the end of the file being processed. 

Re-calculation of the values of the machine states 
Si is performed in the field GF (2p) or in the ring 

)2( pZ . 

The addition algorithm is simple, since only the 
fields and rings of characteristic 2 are used. The addi-
tion algorithm applies integer representation of the 
field or ring elements. The division algorithm is car-

ried out using the following formula: .1 ab
b
a  The 

reverse element b-1 is calculated using the following 
formula: 121  bb p , where b is represented as a 
whole-number value. When carrying out this opera-
tion, vector representation is converted into the 
whole-number representation, and then visa versa.  
Despite the fact that the operation of taking an in-
verse element is performed in the program once 
when calculating the coefficients of the inverse ma-
chine, such method of calculating the inverse element 
is acceptable. 

An encryption system using the Lorenz machine 
is symmetrical. This means that when decrypting the 
file the same key is used as for encryption. Lorenz 
reverse machine is defined by the system: 
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Re-calculation of coefficients of the reverse ma-
chine occurs during system setup for file decryption. 
As a result of encoder output will be a sequence, 
which should have the properties of a pseudo-
random one. 

To study the pseudo-random sequence of num-
bers, there are two groups of tests. 

Graphic tests. Statistical properties of sequences 
are displayed as curves, the form of which is used to 
make conclusions about the properties of the se-
quence under test. 

Evaluation tests. Statistical properties of se-
quences are defined by numerical characteristics. 
Based on evaluation criteria, conclusions about the 
proximity degree for characteristics of the sequence 
under test and a true random sequence are made. To 
estimate the pseudo random sequence of numbers 
generated using the Lorenz system, a package of 
statistical NIST tests was applied [8]. 

To visualize the input, as well as the output binary 
sequence it is divided into 560 equal parts, and then 
recorded as rows of some matrix. The image of such 
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matrix is shaped according to the following rule: a 
black square represents an element that is equal to 
“0”, while a white square is an element equal to “1”. 
The following graphs (Fig. 2) represent: 

– the sequence consisting of units; 
– the sequence that has some kind of periodic na-

ture; 
– a random sequence. 

         
Fig. 2. Visualization of binary sequence

For encryption, the Lorenz system was used in 
finite rings (2p) and fields GF (2p) 8≤ p ≤ 128. 

Test 1. Analysis of algorithms using graphical vi-
sualization. For this test 10 various incoming se-
quences of 320 000 length were used. Each sequence 
was ciphered by each algorithm 20 times with dif-
ferent, randomly chosen parameters. As a result of 
the tests performed, the following conclusions were 
made: 

1) On ciphering in the ring Z (28) using the Lo-
renz system, no uniform image was observed in any 
case (Fig. 3). 

2) Where there are distinct areas in the source 
file, their contours remain in the output file. 

Sample 1. Encryption using the Lorenz system in 
the ring Z (28). 

 
Fig. 3. Lorenz encryption systems in the ring Z (28) 

– When the ring output increases, the ‘blurring’ 
improves. 

– When non-linearity is added in the first equation 
of the Lorentz system, the picture ‘improves’ 
slightly. 

– In the fields GF (28), GF (216), the modified Lo-
renz system has a uniform blurred image. 

Test 2. Using the package of NIST statistical tests 
to assess the quality of pseudo-random sequence 
generators. In this test, a sequence of units of length 
1,000,000 is encrypted 125 times. Each parameter 
moves in increments of 2p/5, and all possible combi-
nations are considered. Thus, we obtained 125 se-
quences. A battery of NIST tests in applied to them. 

The NIST tests show that encryption by the Lo-
renz system in the ring Z (28) produces an unsatisfac-
tory result. With the increasing ring output the result 
improves while the test time reduces. When adding a 
predicate to the system a slight improvement of the 
result is observed. Performing all operations in the 
fields GF (2p) significantly improves the results. 

For comparison, we implemented the algorithm 
A5 [9], is used to produce a pseudo-random se-
quence of three linear shift register with feedback, 
and the algorithm RC4 [9], specifically designed for 
stream ciphers. A5 algorithm is used to encrypt the 
session between the telephone subscriber's handset 
and the base station in the European digital mobile 
communication system GSM (Group Special Mo-
bile). 

As a result of experiments, it was found that ci-
phers using inverse control system for the conver-
sion and transmission of information in the field GF 
(216) or ring Z32 is not as effective as known algo-
rithms and have high speed performance. Thus, a 
new algorithm has a high degree of protection and 
can be used for secure transmission of messages via 
telecommunication line or by other means. 

III. CONCLUSIONS 

The present study has analyzed the issues of clos-
ing the communication channel with unmanned aeri-
al vehicles by cryptographic means. The require-
ments applicable to such means have been defined. 

The developed software package realizes one of 
the possible algorithms of cryptographically secured 
transmission of broadband video signals from the 
UAV board to the Ground. 

Any controlled dynamic system with the input-
output structure can be used directly for conversion 
of information. The idea of using inverse control 
systems with complex behavior of trajectories is at 
the heart of the objective to synthesize a new effi-
cient algorithms of information protection, primarily 
from the unauthorized access. 
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The researches carried out and their evaluation al-
low us suggest that we obtained new results that ex-
tend the theoretical basis of the modern cryptology 
and seem to be efficient for developing efficient 
cryptographic algorithms. At the same time, there is a 
number of open issues related to the impact of dy-
namic parameters on the stability of cryptographic 
algorithms to attacks, resistance to information dis-
tortion, and appearance of invariant varieties. 
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